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CHAOTIC MODULATION AND ALPHA-STABLE NOISE PARAMETER
MODULATION METHODS IN SPREAD SPECTRUM COMMUNICATION

ABSTRACT

With the inspiration from the chaotic communication systems, in which noise like
signals, chaotic signals, have been used as carrier signals due to their broad-band
frequency spectrum, which have been widely studied in the last twenty years as an
alternative to the conventional spread spectrum techniques by the discovery of the
synchronization of chaotic dynamical systems. In this thesis, new random
communication systems in which noise itself is used as a random carrier instead of

using chaotic carrier have been introduced.

Motivation at the beginning stage of this thesis was to develop more secure
chaotic communication systems since the security in the existing chaotic
communication systems could have been easily broken. With this motivation, at the
second chapter of the thesis, after introducing the main ideas of the existing chaotic
communication systems, new secure chaotic communication system operating at

high frequencies for wireless communication have been introduced.

At the third chapter of the thesis, after introducing the particle filters which was
developed to estimate the states of the nonlinear dynamical systems in non-Gaussian
environments, by the newly proposed communication schemes, secure recovering of
the message signal has been aimed by masking the message carrying chaotic signal
with impulsive noise and transmitting it through the Gaussian noise channel and
estimating the chaotic signal by using particle filter while achieving synchronization

of the receiver with the transmitter.

At the fourth chapter, in the newly proposed random communication schemes,
random signals with alpha stable distributions produced in the transmitter part are
sent to the receiver through the Gaussian noise channel as random carriers of binary

coded message signal. At the receiver part, random carriers mixed with the Gaussian

v



noise are estimated by least squares, correntropy and fractional order moments
methods and hence the binary message signal may be recovered. With these newly
proposed unique secure random communication schemes of which satisfactory bit
error performances have been obtained, triggering of further studies in random

communication field is expected.

Keywords: Random Communication, Random Carrier, Alpha Stable Distributions,
Detection of Alpha Stable Distributed Signals, Chaotic Communication, Chaotic

Carrier, Chaotic Synchronization, Spread-Spectrum Communication, Particle Filters.



GENIS BANDLI HABERLESMEDE KAOTIiK MODULASYON VE ALFA-
KARARLI GURULTU PARAMERE MODULASYONU YONTEMLERI

0z

Bu tezde, geleneksel genis bandli haberlesme tekniklerine alternatif olarak, son
yirmi yilda kaotik dinamik sistemlerin senkronize edilebilmesiyle birlikte gelistirilen
ve giiriiltii benzeri genis spektruma sahip kaotik isaretleri tasiyici isaret olarak
kullanan kaotik haberlesme sistemlerinden esinlenerek, giiriiltii benzeri kaotik
tasiyici isaret kullanmak yerine, giiriiltiinlin kendisini tasiyici isaret olarak kullanan

rassal haberlesme sistemleri sunulmustur.

Bu tezin baglangi¢c asamasindaki itilgiicii, literatiirde var olan kaotik haberlesme
sistemlerindeki gizliligin kirilabilir olmasindan dolay1, yiiksek frekanslarda
calisabilecek daha giivenli yeni kaotik haberlesme sistemlerini gelistirmek olmustur.
Bu itilgii¢ ile tezin ikinci boliimiinde, literatiirdeki kaotik haberlesme sistemleri ana
hatlar1 ile sunulduktan sonra, kablosuz haberlesme sistemlerinde kullanilabilecek,
kaotik tasiyici isareti istenen yiiksek frekanslara tagiyan, yeni bir kaotik haberlesme

sistemi sunulmustur.

Ugiincii béliimde ise Gauss olmayan dagilimlara sahip giiriiltiili ortamlarda
dogrusal olmayan dinamik sistemlerin durumlarimin kestirilmesi i¢in gelistirilmis
olan parcacik siizgecleri sunulduktan sonra, yeni 6nerilen kaotik haberlesme sistemi
ile diirtiisel dagilimla maskelenmis kaotik isaretin Gauss giiriiltiilii kanal boyunca
iletildikten sonra alic1 tarafinda pargacik stizgeci ile kestirilip alici tarafindaki kaotik
dinamik sistemin verici tarafindaki kaotik dinamik sistemle senkronize edilmesiyle,

ileti igaretinin giivenli bir sekilde tekrardan olusturulmasi amaglanmistir.

Tezin dordiincii boliimiinde literatiire yeni olarak Onerilen rassal haberlesme
sistemlerinde, iletici kisminda {iretilen alfa kararli dagilima sahip rassal isaretler,
tasiyict isaret olarak, ikili kodlanmis ileti isaretini Gauss giiriiltiisiine sahip kanal

boyunca aliciya iletmektedirler. Alici kismina Gauss giiriiltiisiiyle karismis olarak

vi



ulasan rassal isaretler, alic1 kisminda 6nerilen en kiiclik kareler, 6zilinti, kesirli diistik
mertebeden moment yontemlerine dayanarak kestirildikten sonra ikili kodlanmais ileti
alicida tekrardan olusturulabilmistir. Tatmin edici bit hata basarimlar1 hesaplanan, bu
Onerilen ilk rassal haberlesme sistemleri ile, giivenli haberlesme a¢isindan literatiirde
var olan yontemler iizerinde giivenilirlik agisindan iistiinliik saglanmakta olup, rassal

haberlesme alaninda daha ileri calismalarin tetiklenmesi beklenmektedir.
Anahtar Sozciikler: Rassal Haberlesme, Rassal Tasiyici, Alfa Kararli Dagilimlar,

Alfa Kararl Isaretlerin Kestirimi, Kaotik Haberlesme, Kaotik Tasiyici, Kaotik

Senkronizasyon, Genis Bandli Haberlesme, Parcacik Siizgecleri
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CHAPTER ONE
INTRODUCTION

Developing spectrum spreading techniques have growing interest in signal
processing for secure communication. Necessity of spreading the spectrum arose
from other reasons such as antijamming and antiinterference, reducing the
probability of intercept, performing multiple user access, high resolution ranging and

accurate universal timing (Haykin, 1994).

Due to the security requirement in cable or wireless communication, it has been
essential to develop several signal processing techniques in last decades. The main
purpose is to convert the narrow-band information carrying signal into wide-band
through the frequency spectrum. In other words, the communication systems based
on frequency spreading has been called as spread-spectrum communication in
(Haykin, 1994).

A communication system can be considered as spread-spectrum system if the
following conditions are satisfied (Pickholtz et. al.,1982).

e The bandwidth of the transmitted signal must be much greater than the
bandwidth of the message signal.

e Second, the transmitted message bandwidth must be achieved by a
function which is known by the receiver and it is independent from the

message signal.

This function composed by a specified code which converts the narrow-band signal
into a wide-band signal is called spreading code. Hence, the conventional
modulation techniques such as FM and PCM can not be addressed as spread-
spectrum although these techniques also spread the spectrum of the information
signal, since the second requirement is not satisfied.



1.1 Conventional Spread-Spectrum Techniques

The spread-spectrum systems can be classified in accordance to the modulation
types which are direct sequence (Pickholtz et. al.,1982), frequency hopping (Haykin,
1994), time hopping (Win & Scholtz, 2000), chirp (Kowatsch & Lafferl, 1983), and
hybrid modulation (Geranoitis, 1985,1986). Among these modulation methods, most
frequently used ones are the direct sequence and frequency hopped spread spectrum

systems which are explained in the following sections.

1.1.1 Direct-Sequence Spread-Spectrum

In this spread spectrum technique, binary data sequence is modulated by a wide-
band code which is called as pseudo-noise (PN) sequence. Figure 1.1 illustrates the
block diagram for the direct sequence spread-spectrum binary phase shift keying
(BPSK) system. Since the binary message is encoded by generated noise-like
sequence directly, the method is called as direct sequence spread-spectrum (DSSS)

technique which spreads the frequency content of the message signal.

Data Binary PSK Coherent
P Modulator Detector
Estimated
Message
PN Code Noise Local PN
Carri Generator Code Local
armer Generator Carrier
Transmitter ' Channel ! Receiver

Figure 1.1 Block diagram of the direct sequence spread-binary PSK system.

The resulting wide-band code is modulated by phase shift keying (PSK) as the
second stage. The length of the code is determined by the number of feedback shift

registers used to generate the PN sequence. When the used memory units increases,



then the period of the generated code is also increased. The modulated data with

increased period exhibits a noise-like behaviour.

1.1.2 Frequency Hopped Spread Spectrum

The type of spread spectrum in which the carrier hops randomly from one
frequency to another is called frequency-hop spread spectrum, (Haykin, 1994). M-
ary frequency shift keying (MFSK) is the common modulation format for frequency
hop systems. The combination of these two techniques is called as FH/MFSK. The
block diagram of communication scheme is shown in Figure 1.2. The frequency
hopping can be characterized by two sub-classes depending on the rate at which the
hops occur. The first one is called as slow-frequency hopping in which the symbol
rate MFSK signal is an integer multiple of the hop rate. The second method is called
as fast-frequency hopping in which the hop rate is an integer multiple of the MFSK
symbol rate. While several symbols are transmitted on each frequency loop in slow-
frequency hopping, the carrier frequency hops several times during the transmission

of one symbol.

M-ary FSK Band | Band
Modulator Pass ! Pass
Filter : Filter
Frequency i Frequency
Message Synthesizer ! Synthesizer
! v
y W \ y i Y Non-coherent
! M-ary FSK
' Detector
PN Code | PN Code
Generator i Generator l
i Estimated Message
Transmitter ! Receiver

Figure 1.2 Block diagram of the frequency hop M-ary frequency-shift keying.

As described above, the direct-sequence spread spectrum and frequency hopped

spread spectrum techniques are both rely on noise-like spreading code called as



pseudo-noise (PN) sequence. Although the spread-spectrum systems provide certain
advantages such as difficulty of detection, noise performance, short acquisition time
and discrimination performance against multipath fading, there are some
disadvantages with bandwidth efficiency, sensitivity to the phase distortions, fast
code generator and error correction requirements which caused to search alternative
methods. Signals exhibiting noise-like behaviour have been considered as possible
candidates for spread-spectrum communication. The following subsection involves
studies in the literature for chaotic communication as an alternative to the

conventional spread-spectrum communication systems.

1.2 Survey on Chaotic Communication Techniques

The chaotic signals have been considered as a candidate tool for the first time for
generating noise-like signal in spread-spectrum communication in the middle of 80s
(Dmitriev & Kislov, 1985). But it could be possible to use chaotic signals in secure
communication after the chaotic synchronization was realized by (Pecora & Caroll,
1990, 1991). The baseband chaotic communication schemes were performed
depending on masking or modulating the parameter of the chaotic system (Chua et.
al., 1992), (Cuomo & Oppenheim, 1993), (Kolumban et. al., 1998), (Morgiil, 2000).
A study on the design of non-coherent receiver for chaotic masking scheme was
described by (Murali et. al., 2003). The chaotic masking has also been subject of the
chaotic communication including observer based synchronization given by (Morgiil
et. al, 2003), (Li Demin et. al., 2007), (Chen & Min, 2008). Differing from chaotic
masking, in another study given by (Savaci et. al., 2003), the periodic message signal
has been applied as an input to chaotic dynamical system and the message signal was
recovered at the receiver using synchronization. The constraints associated with this
method was noted as the frequency of the message signal should not be so close to
the fundamental frequency of the chaotic signal and the magnitude of the input signal
should be bounded in order to maintain the chaos. In a recent study, the cascaded
chaotic systems have been used involving cascaded synchronization (Li C. & Yan,

2006).



In addition to the chaotic masking, different chaotic modulation schemes which
are called as chaos-shift keying (CSK) and differential chaos-shift keying (DCSK)
was described in (Kolumban et. al., 1998). The types of chaos shift keying can be
found in (Lau & Tse, 2003). The chaotic synchronization between linearly coupled
systems was involved in (Li et. al., 2002), (Li Damei, 2005). An application of
secure communication scheme which uses generalized synchronization was studied
in (Min & Zhang, 2005). In (Li Guo-Hui, 2005), the parameters of the chaotic system
were also chosen from another chaotic system and more complex drive-response
structure was obtained to improve the security. The improvement of the security has
been performed in another study by (Alvarez et. al., 2005a) using a chaotic
encryption including ciphertext absolute value. Chaotic secure communication
scheme based on impulsive synchronization and impulsive control have been
described in (Yang & Chua, 1997), (Xie et. al., 2000), (Yang, 2001), (Yang, 2004)
which defines the required conditions for stability of impulsively controlled chaotic

systems.

Due to the channel characteristics, the performance is limited of the CSK and
DCSK communication systems which have been pointed out by (Kolumban et. al.,
2002). Instead of transmitting chaotic signals directly, it is desirable to use constant-
envelope signals exhibiting chaotic behavior. One of these methods known as
frequency modulated-differential chaos shift keying (FM-DCSK) can be found in
(Kennedy et. al., 2000, ch 6). The theory and simulations associated with chaos
based FM signals is given by (Callegari et. al., 2003a) and hardware implementation
is included in (Callegari et. al., 2003b). The types of other chaotic signal generation
and transceiver design techniques have been explained in (Stavroulakis, 2006),
comprehensively. As another hardware implementation, architecture of a chaotic PN

sequence generator was proposed by (Leon et. al., 2004).

The fundamentals of studying chaos with probability densities were given in
(Kennedy et. al., 2000). The statistical approach to the discrete-time nonlinear
dynamical systems has been used to characterize the chaotic sources by Perron-

Frobenius Operator (PFO) which gives the temporal evolution of the probability



densities, used to increase the channel capacity in chaos based DS-CDMA systems
(Setti et. al., 2002). The PFO operator in chaotic communication is also applied to

increase the security (Abel & Schwarz, 2002).

In addition to the methods given above, spreading the message spectrum was
performed by chaotic frequency modulation in some studies (Larger et. al., 2001),
(Volkovskii et. al., 1999, 2005) and chaotic pulse-position modulation (Sushchik, et.
al., 2000), (Rulkov et. al., 2001) (Fortuna et. al., 2003) which is noted to provide
better noise robustness. In (Okamoto & Iwanami, 2006), trellis coded chaotic
modulation has been proposed as a secure digital communication scheme which is
noted as offering a limited bit error rate performance. The method of multiplying
directly the message and the chaotic signal in time domain applied in (Dmitriev et.
al., 2004) was called as amplitude modulation of the chaotic carriers where it is
assumed that there is no overlap between the frequencies of the message signal and
the chaotic carrier. Recently, in a similar study, the message signal is multiplied by
the chaotic carrier where the extended Kalman filter (EKF) is designed for

synchronization at the receiver part (Fallahi & Leung, 2010).

Differing from the given method in (Dmitriev et. al., 2004), the main contribution
of the proposed study is to successfully recover the message signal by properly
tuning the frequency of the message signal combining the amplitude modulation
using a sinusoidal carrier and the method given in (Savaci et. al., 2003). The aim of
the proposed method is to model a chaotic communication scheme which carries the

baseband chaotic signal through the high frequencies around the sinusoidal carrier.

More generally, the types of carrier signals are classified as constant, chaotic and
random in spread-spectrum communication methods (Kolumban et. al., 2005). In an
earlier study (Minai & Pandian, 1998), combining noise and chaotic signal is
considered where the noise has been applied as an input to the chaotic system to
generate an encryption model. As a transition from chaotic carrier to random carrier,
the alternative methods for generating random numbers from specified explicit

functions (Gonzales et. al., 2002) and from standard chaotic maps (Patidar & Sud,



2009) can be used as candidate random carriers. In (Yalgin M. E., 2007) the entropy
of the generated random numbers has been increased using n-scroll chaotic attractors
to obtain random sequence from deterministic system which can be a proper
selection for random secure communication. Instead of modeling random systems
using deterministic structures a random signal having a-stable distribution has been
considered as a random carrier and used in secure communication (Cek & Savaci,

2009).

On the other hand, there are several studies which breaks the chaotic masking and
chaos shift keying wusing spectrogram (Yang et. al, 1998), generalized
synchronization (Tao & Du, 2003) and (Alvarez G. et.al., 2004, 2005b), multiscale
wavelets (Fernandez et. al., 2003). Another practical method known as empirical
mode decomposition has been the subject of the studies given in (Huang et. al.,1998),
(Peng et. al., 2005) that uses mean of the envelopes of the observed signal to
decompose into components. Separation of chaotic signals from harmonic signals
using empirical mode decomposition has been applied in (Li Guo-Hui, 2006) which
is a proper example for chaotic masking. It was shown that the additive periodic
signals can be easily distinguished from the chaotic signal. The security of the
chaotic masking systems for high dimensional chaotic systems has been discussed in
(Alvarez G. et. al., 2005c). To improve the security performance of the chaotic

communication the following studies have been proposed.

In (Bu & Wang, 2004), a modulating technique was explained to avoid the attack
using phase space reconstruction. In (Li Shujun et. al., 2001), the chaotic encryption
method in (Alvarez E. et. al., 1999) is improved with adding an additional encryption
block. Since the one dimensional chaotic maps are weak for security, the
combination of one dimensional chaotic map has been used to increase the security

in (Pareek et. al., 2005).

Although the chaotic signals are said to have broad-band spectrum, it is noted that
the power is concentrated mostly on low frequencies (Rasband, 1990) that restricts

the security performance of the chaotic communication systems. Even though there



was an interest for chaotic communication without synchronization (Kis et. al.,
1998), the synchronization of chaotic systems still plays a key role. In such a
communication channel including also interference and fading, the maintaining
synchronization becomes hard therefore low bit error rate performance is obtained.
The findings associated with performance of the chaotic systems in digital
communication have been proposed by (Xia et. al., 2004), (Luca et. al., 2005),
(Sanhu & Berber, 2005). Ultra-wide-band (UWB) communication scheme using

microwave chaotic oscillator has been developed by (Dmitriev, 2006).

1.3 Particle Filtering of The Chaotic Signals in Alpha-Stable Noise

Environment

The observed time series from the given states of a dynamical system include
noisy measurements in many signal processing applications. The filtering techniques
for tracking the states can be classified as optimal filters such as linear Kalman filter
and grid-based filters and suboptimal filters including extended Kalman Filter,
approximate grid-based filters and particle filters (Arulampalam et. al., 2002).

In chaotic communication, state estimation by using extended Kalman filter has been
given in the studies in (Cuomo et. al., 1993), (Sobiski & Thorp, 1998), (Ruan et. al.,
2003). The extended Kalman filter has been recently applied by (Hugues & Salas,
2010) to nonlinear time delay systems in observer based chaotic communication
system. Nevertheless, extended Kalman filter is not a valid method for the tracking
problem in non-Gaussian environments. Therefore, a relatively new tool called
particle filters have become significant for estimation problems having especially

non-linear system model and non-Gaussian interference.

Particle filters have been used in tracking and navigation problems (Gustafsson et.
al., 2002). Particle filters in communication have been applied in (Punskaya et. al.,
2001) as demodulator for fading channels where the noise model is assumed as
Gaussian mixture which is non-Gaussian. In another study by (Bertozzi et. al., 2004),
the particle filter provides tracking of delay time for each path in the frequency

selective channels and the bit error rate performance of the spread-spectrum



communication system has been improved. The idea of using particle filters for
chaotic secure communication has been given in (Zhang et. al., 2006) although they
use Gaussian noise as jammer and there is no proposed channel model. The
estimation of chaotic states using particle filters without a communication purpose
has also been studied in a different study (Zhang et. al., 2007). In (Liu B. et. al.,
2008), both the particle filter and Kalman filter have been used to construct a

mechanism for filtering the noisy measurements.

Since a-stable distributed noise is a proper member of non-Gaussian noise family,
studying particle filters in a-stable noise environment has become a challenging area
in signal processing. Tracking the measurements of the autoregressive processes in
symmetric a-stable (SaS) noise has been studied in (Gengaga et. al., 2008).
Although particle filtering consists of update and prediction stages, in (Mihaylova et.
al., 2005), particle filtering with o-stable distributions have been applied using only
likelihood function without an update equation by proper selection of the initial

densities.

It is noted that the power spectrum of the chaotic signals are concentrated at low
frequencies although these signals have a broad-band nature in general (Rasband,
1990). Since the purpose of the spread-spectrum communication systems is to
convert the narrow-band message signal into a wideband signal, the whole spectrum
has been considered to cover by the transmitted signal by adding o-stable noise

signal whose characteristics are known only by the receiver.

In the proposed communication scheme in this thesis, an a-stable distributed
noise has been considered as a jammer to improve the security of the system. Then
the problem can be defined as filtering and tracking the chaotic states in the non-
Gaussian noise environment at the receiver part. Except the channel noise which is
assumed to be Gaussian, the received signal also contains non-Gaussian noise having
a-stable distribution. Any Kalman filtering method is not valid due to the non-
Gaussian noise used for security. The application includes tracking of the chaotic

states in impulsive noise environment.
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1.4 Digital Communication Systems Using Random Signals with Alpha Stable
Distributions

In recent years, the stable distributions have attracted a growing interest. The time
series with impulsive character are proper candidates for non-Gaussian stable
modelling with a wide variety of areas such as economics, hydrology, physics and
telecommunication. Previously, the Gaussian distributions have been mostly
preferred method to model the time series but it has been inadequate for the data with
large fluctuations. In last decades, the stable distributions defined by a more flexible
mathematical formulation have become a proper candidate to describe the random

processes with impulsive dynamics.

Extracting information contained in deterministic signals which are contaminated
with noise has been widely studied in various signal processing applications. The
methods for detecting deterministic signals in Gaussian and Non-Gaussian noise
environment can be easily found in the literature such as in (Kay, 1993b) while the
detection methods in a-stable (aS) noise environment appear in (Kassam, 1988),
(Nikias & Shao, 1995). Optimum receiver has been designed for detection of
deterministic signals embedded in impulsive noise (Tsihrintzis & Nikias, 1995). The
frequency estimation of the sinusoidal signals in a-stable noise environment has
been analyzed in (Altinkaya et. al., 2002). Time-delay estimation of the deterministic
signals under both Gaussian and a-stable distributed noise has been explained by
(Zhang J, et. al., 2007). In a recent study (Wang et. al., 2008), the binary
deterministic signal has been detected using Neyman-Pearson method in both
Gaussian and a-stable interference. In signal detection problems the characterization
of both impulsive and Gaussian interference can be numerically modeled. As an
example in (Li Xutao et. al., 2008), non-Gaussian mixture model including Cauchy
and Gaussian distributions has been discussed. Alternative detector models have
been introduced in (Kuruoglu et. al., 1998), (Swami & Sadler, 2002) for signal
detection problem in Symmetric a-Stable (SaS) distributions. The mutual

information and the Correntropy Matched Filter (CMF) have been used to detect the
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deterministic signals in Gaussian mixture and oa-stable noise environment in

(Erdogmus et. al., 2005) and in (Pokharel et. al., 2009), respectively.

In Chapter 4, a new random communication system has been proposed in which
a-stable random signal whose parameters carry the binary information have been
generated by the transmitter and thus the carrier is called as random carrier. In the
proposed random communication system (Cek & Savaci, 2009) a random carrier is
sent through the AWGN channel, and the parameters of the received signal are
estimated by the fractional lower order moment (FLOM) method given in (Kuruoglu,
2001). Alternatively to the FLOM method, the parameters of the received signal for
symmetric o-stable random carrier are estimated by least-squares method (Brchich &
Zoubir, 1999) in Section 4.2.1 and correntropy based methods (Santamaria et. al.,
2006) in Section 4.2.3. Fractional lower order moment method given by (Kuruoglu,
2001) for both symmetric and skewed a-stable carrier signals have been applied for

parameter estimation in receiver part in Section 4.2.4.

Alternative methods to the conventional digital communication techniques called
“Stable Non-Gaussian Noise Parameter Modulation” techniques for encoding the
deterministic message in the transmitter part by random signals with SaS
distributions have been introduced in Chapter 4. In Section 4.3.1, a-stable random
signal has encoded only one bit then it has been called as a-stable ON-OFF keying;
in Section 4.3.2, unipodal a-shift keying has been introduced by which the binary
message signals “1” and “0” are encoded by the random signals with two different
characteristic exponents, if the binary message has been encoded by the skewness
parameter then the method has been called antipodal a-shift keying in Section 4.3.3;
if ¢ (CE) and g (skewness) parameters have been both used to encode the binary
message pair then this method has been called as quadrature o-shift keying in
Section 4.3.4. The bit error rate performances of each keying techniques have been

also evaluated in corresponding sections of this chapter.

In Section 4.4, the receiver detection performances of the proposed

communication schemes have been obtained by applying Neyman-Pearson test
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through the receiver operating characteristics (ROCs) (i.e., the probability of
detection, Pp versus the probability of false alarm, Pra). The main contribution of
this section is to find the detection probabilities of both symmetric and skewed

distributions at the receiver part in the Gaussian noise environment.



CHAPTER TWO
SURVEY ON CHAOTIC COMMUNICATION TECHNIQUES

In recent years, there has been significant growth in personal communications
where the aim is to satisfy the huge demand of users. Among the various
communication techniques, chaotic communication which is also the major subject
of this chapter is an important field in the secure communication field. In this
chapter, potential of chaos based communication and fundamentals of chaotic
synchronization which constitutes the vital part of the chaotic communication have
been explained. In the sequel, conventional chaotic communication schemes and
chaotic modulation techniques have been given first and the proposed method based

on the chaotic amplitude modulation has been explained in the last section.

2.1 Potential of Chaos in Communications

Since chaotic dynamics have been deeply understood in the last 30 years
(Rasband, 1990), (Chua, 1994), (Strogatz, 2001) the idea to exploit chaos in
communication applications has appeared due to features of chaotic signals
satisfying the requirements of basic communication systems (Lau & Tse, 2003). The

basic aspects are briefly given in the following sections.

2.1.1 Broad-Band Aspect

Chaotic signals are aperiodic and posses a continuous wideband frequency
spectrum. In Figure 2.1, the frequency spectrum of Lorenz system is shown which is

described by the ordinary differential equation given in Eq. 2.1

X=0o(y-x)
Yy=IX—Yy—XZ (2.1)
Z=Xy—-bz

13
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Frequency Spectrum of the Laorenz System
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Figure 2.1 Frequency spectrum of Lorenz signal x(¢) sampled at 1KHz.

In communications, broad-band signals are used to overcome some problems
such as frequency selective fading which occurs when the bandwidth of the channel
is narrower than the bandwidth of the transmitted signal. This broad-band property
provides the chaotic signals to be candidates for spread-spectrum communications

(Abel & Schwarz, 2002).

2.1.2 Sensitivity on Initial Conditions

One of the basic properties of chaotic systems is sensitive dependence on their
initial conditions. In Figure 2.2, the Lorenz system is shown with different initial
conditions. When the initial conditions are slightly disturbed, totally different
trajectories are obtained. This makes it difficult to guess the structure of the
dynamical system and to predict the signals over long time intervals. These kinds of

complex and unpredictable signals are used in cryptographic applications, which
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open another application field of chaos (Abel & Schwarz, 2002). Due to this

sensitivity, the auto-correlation of chaotic signals rapidly approaches to zero.

'4':' T T T T T T T
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a0

20

10
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220 1 1 1 1
1] ) ) )
Tirme ; 1EI4

Figure 2.2 Two Lorenz signals x(f) where the initial conditions are perturbed by 0.1.

2.1.3 Orthogonality Aspect

Since a physical channel has a limited capacity to transmit messages, an essential
part of the communication system design is the sharing of limited resources. The
sharing is achieved by using orthogonal signals for each user. The separability of the
signals belonging to different users is ensured by the orthogonality which is given in

Eq. 2.2 as

j“; x, (D)X (t)dt =0 (2.2)

where * denotes complex conjugate. Eq. 2.2 implies a vanishing cross-correlation of

x1 and x,. Due to Parselval’s Theorem we have

[ 5o @dt = [ (@)X @)do (2.3)
T
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where X;(w) and Xj(w) are Fourier transforms of xl(t)and x2(t), respectively.

According to the relation given in Eq. 2.3, orthogonality in the time domain implies
orthogonality in frequency domain and can be achieved in different ways in a

multiuser environment.

1. Signals Disjoint in Time
If at any time either x;(t) or x(t) becomes zero, Eq. 2.2 holds trivially. This

method is termed as time division multiple access (TDM).

11. Signals Disjoint in Frequency
If at any frequency either X;(w) or X»(w) vanishes, the frequency integral in Eq.

2.3 becomes zero. This method is termed frequency division multiple access (FDM).

III.  Uncorrelated
Signals generated from different chaotic dynamical systems or same dynamical
system with different initial conditions exhibit a vanishing cross-correlation or auto-

correlation function which is given in Eq. 2.4

M- X el el + 61 1) 04

n
where k& is the time lag and u is the sample mean. The auto-correlation function
related with Lorenz system is shown in Figure 2.3. One can derive that samples of
chaotic sequences are uncorrelated since the auto-correlation function rapidly
vanishes and oscillates near to zero. This property provides the chaotic signals
available for multiuser applications in communications (Abel & Schwarz, 2002). Eq.
2.2 can hold even if the signals are neither disjoint in time nor in frequency. This can

be exploited in code division multiple access (CDMA) techniques.
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Autocorrelation Function of Larenz System
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Figure 2.3 Autocorrelation function of Lorenz system with respect to time lag &.

2.2 Chaotic Synchronization

In chaotic communication, the class of chaotic systems which possess a self-
synchronizing property is used at the transmitter part and the receiver part which is
robust to perturbations in most practical applications. A chaotic system is self-
synchronizing if it can be decomposed into at least two subsystems which are called
as drive system and response subsystem corresponding to a transmitter and receiver
in communication scheme respectively (Pecora & Caroll, 1991). The drive and
response systems are coupled systems where the behavior of the response is
dependent on the behavior of the drive but the drive system is not influenced by the
response system and they combine as a compound dynamical system. The

mathematical model related with the synchronized systems is given as;



18

v=Ju) ve Rm} drive subsystem
i=gvu) ueR"

(2.5)

i=gwu') weR"F response subsystem

In (Pecora & Caroll, 1990), it was proven that the subsystems u and u’ would be
synchronized if the sub-Lyapunov exponents of the g-subsystem are all negative. For
Lorenz system, Eq. 2.1 can be considered as the drive system, since its dynamics are
independent response system and Eq. 2.6 below represents dynamical response

system driven by the state x(#) of Lorenz system. The eigenvalues of the Jacobian

matrix are both negative, thus,

Vs, —y| and |z2 - z| — 0 ast — . Therefore it can

be said that the subsystems are asymptotically stable (Cuomo et. al., 1993).

Yy =rXx—=y, =Xz,

z, =xy, —bz,

2.6)
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a 1 2 3 4 5 ] 7 g H 10
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Figure 2.4 Tllustration of synchronization for the Lorenz signal y(f); drive-response

system (upper), synchronization error (lower).
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In Figure 2.4, convergence of the response y,(¢) to the drive y(¢) is illustrated for x
driven (y,z) Lorenz subsystem. In Figure 2.4, it is also clearly seen that
synchronization error decays to zero in a short time interval. Discovery of chaotic
synchronization by (Pecora & Caroll, 1990) triggered to build a chaotic secure
communication scheme. In fact, it is the evolution of chaotic synchronization

technology to trigger the chaotic secure communication systems.

2.3 Analogue Chaotic Communication Methods

In this section, chaos-based communication systems existing in the literature have
been introduced. These techniques involve analogue or digital chaotic modulations

which are given in the sequel.

2.3.1 Chaotic Masking

Chaotic masking is obtained by adding the information signal to the noise-like
chaotic signal (Cuomo et. al., 1993). The detection is accomplished by regenerating
and subtracting the chaotic signal from the received signal. This method is simple to
be implemented, but a robust synchronization circuit is required to reproduce the
chaotic signal at the receiver. The additive chaos masking scheme shown in Figure
2.5 consists of two identical chaotic systems in both the transmitter and the receiver.

The chaotic masking signal c(¢) is added into the message signal m(f) and the
transmitted signal s(t)is produced. Since the chaotic signal c(t)is very complex one
may expect that the message signal m(t) can not be separated from s(t) without
knowing the exact c(t) and in order to recover the message signal, chaotic

synchronization block is needed in the receiver. It is observed at the receiver side that
after a transient time interval where the synchronization error vanishes,

synchronization is achieved and a hidden message signal is obtained.
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Figure 2.5 Block diagram of basic chaotic masking scheme.

Nevertheless, this scheme can not be used under practical conditions. Because the
masking method is very sensitive to channel noise and parameter mismatch between
chaotic systems in the transmitter and the receiver which may cause
unsynchronization. Furthermore, this scheme has very low degree of security since

the message can be obtained by breaking methods described in Section 2.6.

2.3.2 Chaotic Communication Using External Input

Steady-state analysis and implementation associated with synchronization of
coupled chaotic systems driven by a sinusoidal input has been explained for Chua’s
circuit (Chua, 1994), (Savaci et. al., 2003). In chaotic communication, this external
input can be considered as the information carrying signal. Therefore this master-

slave system is one of the chaotic communication schemes.

In this section, sample communication scheme using this method has been
generated for the Lorenz system where the dynamics of the transmitter are given as
iy =olyp —xp )+ m(t)
Yr =1Xp = Yr = XrZp (2.7)

Zp =Xpyr —bzy
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The parameters are taken as o =16, r=45.6, b=4 and m(t) represents the

message signal. The transmitter signal and its frequency spectrum are shown in
Figure 2.6. The receiver dynamics are

Xp = U(y R~ xR)

YR =TXp =Yg —XrZp (2.8)

Zp =Xpyp —bzp

There are some constraints restricting the performance of the proposed
communication scheme which are, first, magnitude of the message signal should be
small compared to the chaotic signal and second, frequency of the message signal

should be high compared to the fundamental frequency of the chaotic signal.

10 ! ! ! ! ! \
0 5 100 150 200 250 300 350 400 450 500

Frequency (Hz)

Figure 2.6 a) The chaotic signal carrying message b) Its frequency spectrum.
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2.4  Chaotic Digital Modulations

Chaotic digital modulation can be described as mapping of the chaotic signals into
binary sequences. There are several techniques for this purpose which are chaos shift
keying (CSK) and differential chaos shift keying (DCSK), frequency-modulation
DCSK and chaotic phase shift keying. In the sequel these techniques are explained
briefly.

2.4.1 Chaos Shift Keying (CSK)

Chaos shift keying is a digital modulation scheme where chaotic signals obtained
from different attractors or chaotic signals generated from the same dynamical
system with different initial conditions are the basis functions (Kennedy et. al.,
2000).

Let s,(7), m=1,2,....M denote the elements of the signal set defined by Eq. 2.9

N
Sm (t) = zsmjgj (t)a j = 192:---:N (29)
j=1

where the basis functions gi(¢) are chaotic waveforms. The composition of CSK
signal is illustrated in Figure 2.7-a and the reconstruction of the information signal is

seen in Figure 2.7-b.

& @__%7 @f [ ——
0

>d (): Sl Sl 21 @

2O < ' o A—

ol 2a®)
a) b

Figure 2.7 a) Generation of the elements of the signal set, b) Determination of

the observation signals

Chaotic basis functions are orthonormal in the mean i.e.,
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0 otherwise

ED g0 (r)dr} - {1 i (2.10)

where E[-] denotes the expectation operator and 7' is the bit duration. The element z,,;
of the observation vector at the output of the it correlator, when signal s,(?) is

transmitted, is given as
T [ N T
Zmi = J-Sm (g, ()dt = J.|:zsmjgj (Z)j|gi (t)dt = Smijgi (Dg;(H)dt =5,
0 oLJ=1 0
(2.11)
The simplest case of chaos shift keying is realized by a single chaotic basis function
gl(t) (i.e., N=1), There are three main types of CSK based on a single basis

function.

2.4.1.1 Chaotic On-Off Keying (COOK)
In COOK symbol 1 is represented by s,(¢) =/2E, g,(¢) and symbol “0” is given by
s2(f) = 0. Equivalently, s,, =4/2E, , s21 = 0 where E}, denotes the average energy per

bit.

2.4.1.2 Unipodal CSK

In unipodal CSK, symbol “1” and “0” are distinguished by transmitting bit

energies Ep and Ejy = kEj, respectively where 0 <k < 1. Symbol 1 is represented by

E,

+k

and

s,(t) =s,,2,(t) and symbol “0” is given by s,(¢) =s,,g,(¢), where s,, =

2kE,
ST\

2.4.1.3 Antipodal CSK

In antipodal CSK, symbol “1” is represented by s(¢) = s112:1(¢) and symbol “0” is
given by sy(¢) = s21g1(¢), where s,, =,/E, and s,, =—/E,.
In addition to coherent matched filters, demodulation can be also performed by

using coherent correlation receivers and noncoherent receivers as shown in Figure

2.8,
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Figure 2.8 a) Coherent Receiver for CSK signal with single basis function b) Noncherent Receiver for

CSK signal with single basis function.

where the mathematical expression related with the coherent receiver is given in as
T T
Zu =[5, (08, (Odt =5, [ g} (D)t =>s,, (2.12)
0 0

with l;m as the estimated value of the m™ binary message bit. The noncoherent

demodulator shown schematically in Figure 2.8-b determines the bit energy of the
received signal and differs from the previous method such that the received signal is
correlated with itself and not with the recovered basis function gi(f). The

demodulator output is given in by

T T
Zm :\/J’S;(l‘)dt :\/Silj‘glz(t)dt =
0

0

(2.13)

Sml

This receiver structure can be used to demodulate both COOK and Unipodal CSK
but because of the | - | function, it can not be used to recover s,,1’s of opposite sign
and therefore unsuitable for demodulating CSK whereas the coherent correlation

receiver can be used for all of these methods.

2.4.2 Differential Chaos Shift Keying (DCSK)

In binary DCSK, two elements of the signal set are given by
5 (0)= 5,181 (6)+ 5,22, (0) (2.14)
where (s, s,,)= (\/E_b 0) and (s, $,)= (0 \/E_b) In the case of DCSK, the basis

functions have the special form
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+ ! c(2), 0<t<T/2
\lEb
gl(t): 1
+\/E_C(t_T/2)’ T/2<5t<T
1b (2.15)
+ (1), 0<t<T/2
\lEb
gz(t):

! c(t-T/12), T/22t<T
V Eb
where c(?) is a chaotic waveform and Ej is the energy of each bit. The first half of the

basis function is called the reference chip, while the second half is the information-

bearing chip. In binary DCSK, bit “1” is sent by transmitting s, (#) = \/ E, g,(¢),, while

for bit “0” , s5,(t)=+E, g,(t). Figure 2.9 shows a block diagram of a DCSK

modulator. The modulation driver, delay circuit and switch are used to generate the

appropriate basis functions according to the modulation input b,,.

()

| £1.2)

Sel2)

.l
B Modulator JE,

Dnver

Figure 2.9 Block diagram of DCSK modulator.

Since the DCSK modulation scheme is a variant of CSK with two basis functions,
it can be demodulated by a coherent receiver where the signal space diagram for
CSK is also valid for DCSK which is the same as in conventional coherent FSK. As
another demodulation method, differentially coherent DCSK receiver can be used
with the block diagram shown in Figure 2.10. In this technique, the output of the

demodulator is found as

T T
zy = | 1O, (¢ =T12)dt = [E,g,(0)g, (t~T/2)dt (2.16)
T/

2 T/2
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T/2

T
and by using the formula E{ J.gi(t)dt}=l/2, one has z, ~+E,/2 and

z, ~—FE, /2 . The decision Z;m as to which symbol was transmitted can be made by

a simple level comparator with its threshold set to zero.

rinkf) & T a Zrm Decision e
S Cirant

Dday
w2

Figure 2.10 Block diagram of differentially coherent DCSK receiver.

2.4.3 Chaotic Phase Shift Keying (CPSK)

Due to their wideband nature, chaotic signals are more resistant to multipath
propagation compared with sinusoidal functions. Additionally, an advantage of
Chaotic Phase Shift Keying (CPSK) is that one chaotic generator can be sufficient
for the CPSK scheme whereas, the classical CSK scheme requires two chaotic
generators for each of the transmitter and receiver (Sandhu & Berber, 2005). The

basic scheme of CPSK system is illustrated in Figure 2.11

1 1
1
Transmitter 1 (| AN |
5 : 1
| intateteieintetetetinteteieintntieietateteiet 1 ! :
) mf : : J A * Dedgion #
] 0% : AR ! o e | ., Deason Jo
1 o Circuit
1 3 1 5 | 1 Wi-HH
) Tranzitter n = : { | =
: Chaolic | i | Chadiic Comelator
! Generator ! ( ! Generator .
! [oF | : Receiver n
--------------------- t l
Tranamitter N { __ Channel |

Figure 2.11 A Multiuser CPSK communication system.

Transmitter structure of the CPSK system can be mathematically formulated as
follows: Consider a communication system where the zero-mean chaotic sequence
generated by the chaos generator is denoted by x;, m; is the the i bit sequence with

m; € {— 1,1} and 2§ is the number of chaotic samples in each transmitted bit. During
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the i bit duration, (i.e., for time ¢t = 25 — 1)+ 1, 26(G — 1)+ 2 ... , 2pi), the

transmitter’s output of the n™ user is

(2.17)
if m, =-1

{—i— x; if m, =+l
This scheme is called chaotic phase shift keying because only one generator is
needed at the transmitter side, and an 180° phase difference occurs if the transmitted
bit is —1 (i.e., multiply by —1) (Sandhu & Berber, 2005). The noisy channel distorts
the transmitted signal, and the input of the receiver » at time ¢ is given as
N
Ift:ZS,”+n, (2.18)
n=1
where the first term is the output of the N transmitters at time ¢, and the second term,
n; is the zero mean AWGN. By assuming that exact synchronized samples are
available at the receiver, the output of the correlator of the n™ user at the end of the "
bit duration is obtained as
zl= Dorx, (2.19)
1=2p(B-1)+1

The demodulating process is then completed by comparing z;'to the threshold value

of zero.

2.5 Types of Chaotic Analogue Modulations

Baseband chaotic communication systems have been introduced in the previous
sections. Although one of the basic features of the chaotic signals is to have broad-
band spectrum, it has been noted that the power is concentrated at low frequencies
for most of the chaotic systems (Rasband, 1990). Therefore, the noise robustness
performance of the baseband chaotic communication schemes becomes poor against
realistic channels containing distortions, channel noise and interference. This
drawback has been considered to overcome by using modulation techniques
including chaotic pulse position modulation (CPPM), chaotic frequency modulation
(CFM). In section 2.5.2, chaotic amplitude modulation (CAM) scheme has been

newly proposed. In the following, the basic structure of the chaotic frequency
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modulation from the literature are given briefly. The proposed chaotic amplitude

modulation scheme is given in detail as the contribution of the thesis.

2.5.1 Chaotic Frequency Modulation

The CFM is a chaotic communication system which is used for spreading the
spectrum. The block diagram of the chaotic frequency modulation is shown in Figure
2.12 below. The voltage controlled oscillator (VCO) generates CFM signal together
with chaotic harmonic oscialltor (CHO) where the frequency of VCO is modulated
by the message.

b, \¢
cio =Y veo 1Yo L veo L0 cro
A
\ 4
) LPF
Message Noise
v
Estimated
Message

Figure 2.12 Block diagram of the CFM communication Scheme (Volkovskii et al., 2005).

In the receiver part, phase discriminator (PD) generates a signal which is the phase
difference between received signal and the local VCO. The synchronization between
VCOs at the transmitter and receiver is performed by the Phase Locked Loop (PLL)
which is composed by local VCO, PD and the low-pass filter (LPF).

2.5.2 New Chaotic Amplitude Modulation and Demodulation Scheme

In the following, modulation and demodulation schemes of the proposed chaotic

amplitude modulation system are explained.
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2.5.2.1 Modulation Part
The first stage of the proposed communication scheme consists of chaotic

communication based on drive-response system given in (Cuomo & Oppenheim,
1993) where the input signal is embedded into the dynamics of the chaotic system. In
this study, Rdssler chaotic system is used to hide the narrow-band message
signal m(¢). The drive system is given as

Xg = _(yd ~Za )

Va = X4+ ay +mlt) (2.20)

2o =ay +24(x, —a3)
where the constants are a; =a, =0.2 and a; =4.7. Due to their broad-band nature,
chaotic signals have frequency components on entire spectrum. In order to avoid the
frequency overlapping and to achieve maximum bandwidth efficiency, the chaotic

signal y, (t) is filtered to have frequency spectrum in [O, /. /2] by using a
Butterworth low-pass filter h(t) with order of 10 and cut-off frequency of f, /2

where f. is the carrier frequency. In the following, double sideband-suppressed

carrier signal 7(¢)= cos(w,¢) is multiplied with the filtered chaotic signal y/(¢) as

c(t)= yh(t)cos(w,t) (2.21)
where w, is the carrier frequency and yg (t) is the low-pass filtered signal. The

block diagram of the transmitter associated with the proposed communication

scheme is shown in Figure 2.13.

= Val?) ye (t) c(t) = yj(t)cos(w,t)
m(t) —» V4 —» A1)

Zq

Chaotic Signal Low Pass Filter

Generator cos(a)c t )

Figure 2.13 Chaotic amplitude modulation transmitter structure.

As a numerical example, the transmitted signal is shown in Figure 2.14, where

m(t)zcos(27g‘t) with f, =50Hz, the carrier frequency f. =200Hz and the

sampling frequency is f, =2 kHz. The signal yg (t) and the modulated signal c(t)

N
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with corresponding frequency spectrums are shown in Figure 2.15a and 2.15b,

respectively.
6
a)
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Figure 2.14 a) Low-Pass filtered Chaotic Signal yg (l‘)associated with Réssler system with a cut-

off frequency f,. /2, b) Amplitude Modulated signal at the transmitter output.
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Figure 2.15 Frequency spectrum of a) Low pass filtered signal yZ (t ) in the transmitter and

b) The modulated signal c(t )

In the sequel, the demodulation and an appropriate filtering procedure is explained to

estimate the message signal.

2.5.2.2 Demodulation Part
The receiver part shown in Figure 2.16 includes demodulation and low-pass

filtering to obtain the estimate of the message signal. The demodulation is expressed
as

r(t) = clt)cos(w,?) (2.22)
Since the frequency components of the demodulated signal corresponding to 2 f is
filtered by A(t), an estimate of the drive signal can be obtained as

70 = K- (40 () (2.23)

where the term * denotes the convolution and K is the empirically determined scale

factor.
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Figure 2.16 The receiver structure of the chaotic amplitude modulation.

The response of system given in Eq. (2.24) can be composed once the approximate
of the drive signal *(¢) is found
JE:r :_();Zh _Zr)
yr =X, +a1yr (224)
2r =da; +Zr(xr —03)
The response signal y,(¢) is filtered to obtain $"(¢)=y,(¢)*A(z) which has
frequency content in [0, f,/2]. The error between the filtered drive and response
signals could be obtained by
&t)=5q"(e)=y; (0) (2.25)
The error term involves the synchronization error, noise and the message. Although
the complete synchronization can not be achieved, the message signal could be

recovered by applying a high-pass filter with 20 Hz cut-off frequency to eliminate

the components due to the synchronization error.
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Figure 2.17 a) The error signal given in Eq. 2.25, b) The frequency spectrum of the error

signal which includes message.

The error term after high-pass filtering in time domain and its frequency spectrum is
illustrated in Figure 2.17. Subsequently, Figure 2.18 illustrates the estimated signal in
time domain and its frequency spectrum when a signal to noise ratio of 10 dB is

applied.
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Figure 2.18 a) The error signal given in Eq. 2.25 b) The frequency spectrum obtained by
Eq. 2.25 by a high pass filter.

The new chaotic communication method using double sideband-suppressed carrier
modulation has been proposed in this section. It has been shown that the message
signal can be successfully recovered without any significant distortion or loss. One
can conclude that the message signal can be recovered if the frequency spectrum of
the synchronization error signal and message signal is separable. Therefore, the
frequency of the message signal should be chosen sufficiently high to avoid an
interference in the error term. Another critical point is that the scale factor K should

be well determined to minimize the synchronization error.

The contribution of the proposed CAM system is to give an alternative
modulation method in addition to the existing methods to carry the spectrum of
chaotic signals to high frequency bands. Hence, this method can lead to alternative
practical implementations for secure communication. The performance of the

proposed method has been investigated for noiseless case and under additive white
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Gaussian noise (AWGN) channel. It is observed that the frequency of the sinusoidal
message signal can be recognizable under channel noise. Further study is needed on

analyzing the performance of the proposed method for different channel models.

2.6 Chaotic Breaking Methods

In the following, some of the chaotic breaking methods are described. Using these
methods it is shown that chaotic modulation systems including the masking can be

broken.

2.6.1 Breaking Chaotic Communication Using Empirical Mode Decomposition
(EMD)

This practical method decomposes any observed multi-component signal defined
by superposition of the mono-component signals which are called as intrinsic mode
functions (IMF). This decomposition method is called as the empirical mode
decomposition (EMD) (Huang et. al., 1998). Using this method the study on
extracting harmonic signal from chaotic interference has been given in (Li Guo-Hui,
2006) by the intrinsic mode functions which satisfy the following two conditions
(Huang N. E., 1998):

1. In the whole set, number of extrema and the number of zero crossings must
either equal or differ at most by one,

ii. the mean of the local maxima and the local minima is zero in every point of
the data.

The empirical mode decomposition procedure can be summarized as follows; the

upper and lower envelope signals x,, (t) and x,,(¢) are obtained from the

observation signal x(t) using cubic interpolation and the mean is evaluated as

ml(t): xup(t)+xlow(t)

: (2.26)

Then the first component /(¢ )is computed as

Iy (1) = x(t)—my (1) (2.27)
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If h,(¢) is an IMF, then it is the first component of x(¢). If %,(¢) is not an IMF then
the steps in Eq. 2.26 and Eq. 2.27 are repeated and /hy,(¢) is obtained as
hy,(¢)=h(t)=m,,(¢) until h,(¢) is an IMF. Then the rest of the signal
7(t)=x(¢)— h,; (¢) is obtained and the same procedure is repeated iteratively until the

residual signal r(t) is mono-component signal from which IMF can not be extracted.

This breaking system has been applied for the chaotic communication scheme
given in Section 2.3.2. Figure 2.19 illustrates the chaotic signal carrying a sinusoid as
the message with a frequency of 50 Hz. The upper and lower envelopes of the

transmitted signal have been found and used to extract the intrinsic mode functions.

4

—— Transmitter

—— Lower Enelope
3| —— Upper Envelope
2 -

Amplitude of x(t)
o

Figure 2.19 Chaotic signal masking a sinusoidal message signal with 50 Hz and its upper

and lower envelopes obtained by cubic interpolation.

The decomposition of the transmitter signal with their frequency spectrum are
shown in Figure 2.20. The first component directly gives the message signal whose

frequency can be easily extracted.
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Figure 2.20 The first three intrinsic mode functions and their corresponding

frequency spectrums of the of the chaotic transmitter signal shown in Figure 2.19.

This method can break the chaotic communication schemes where the message is
directly added or it has been applied as an external input to the dynamics of the

system.

2.6.2 Breaking Chaotic Communication Using Spectrogram

The spectrogram has been considered to reveal the time evolution of spectral
density of the transmitted signal in order to break the chaotic communication. In
chaotic masking schemes, using short time Fourier transforms the message signals
can be detected in the broad frequency spectrum of the chaotic signal by evaluating
the frequency content of the masked signal in short time intervals. The average
power density in equally divided frequency ranges is evaluated and the components
in which the power is concentrated are thresholded. Thus, the frequency intervals
including the frequency of the message signal is determined by using band-pass

filters.



38

10- 1
20, _
30, _
£ o |
Py
g *
5 60 f
T
70+ .
8(), 4
g_‘), _
| 1 | 1 | 1 | | 1
2 4 6 8 10 12 14 16 18
Time (Sec)

Figure 2.21 The spectrogram of the transmitted Lorenz signal including an analog

sinusoidal message signal with a frequency of 50 Hz.

In Figure 2.21 the time-frequency distribution of the chaotic signal with message
is shown. As clearly be seen, the message signal can be easily detected using

morphological filters described in (Yang et. al., 1998).



CHAPTER THREE
PARTICLE FILTERING OF THE CHAOTIC SIGNALS IN NON-
GAUSSIAN ENVIRONMENTS

In recent years, tracking the states of the nonlinear dynamical systems from the
noisy measurements has been analyzed in non-Gaussian environments. Many
applications require proper filtering techniques to uncover the underlying dynamics
of a physical system. This problem can be solved by using optimal and suboptimal
Bayesian algorithms. In addition to the optimal methods such as Kalman filtering and
Grid-Based filtering, suboptimal methods such as extended Kalman filtering (EKF)
and Particle Filtering (PF) have been given in (Arulampalam et. al., 2002). The basic
assumptions of the optimal algorithms are that the dynamic systems are linear and
both measurement and process noise models are considered as Gaussian. Since the
linearity assumptions do not hold in practise the extended Kalman filtering is
proposed for estimation of the states of the dynamical system in the Gaussian noise
environment. Particle filters are given as a proper filtering method for the nonlinear
dynamics in non-Gaussian noise environments. In Section 3.1, the mathematical
background related with these filtering methods has been briefly given, including
extended Kalman filter in Section 3.1.1, and particle filtering in Section 3.1.2. An
application for estimating the nonlinear states and chaotic signal obtained from the
Henon map in Cauchy distributed noise environment has been proposed in Section
3.2 and in Section 3.3, respectively. In the following, the nonlinear tracking problem
and its Bayesian solution are given briefly. The non-Gaussian noise can be used as
jammer in order to improve the security of the chaotic communication schemes

explained in Chapter 2.

3.1.  Suboptimal Bayesian Filtering Methods

Evolution of the state sequence can be represented by the state vectorx, ,k € N,

Xk :fk(xk—livk—l) (3.1)

39
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where xx eR™, vk eR™, is an independently identically distributed (i.i.d) noise
sequence, fuR™ x R — R™ s a function of state vector x,.; and a process noise
vector vi.1, nx and nv are the dimensions of the state and process noise vectors,

respectively. The aim is to estimate the state vector xx from the measurements
Vi = hi (X, wy ) (3.2)
where hicR™ x R™ — R™ is a function of measurement of state x,, measurement

noise wy, nx and nw are the dimensions of the state and measurement noise vectors,

respectively.

Bayesian estimation is based on constructing the conditional posterior pdf
p(x|< | ykk) recursively from the previous observations by assuming the prior or
initial pdf p(x0 | yo) is known. The prediction of the posterior pdf at time k can be
obtained by Chapman-Kolgomorov equation as given below

p(x | y:l_'k—l):_[ P(%y | X1 )P(Xiet | Yira Xict (3.3)

The Bayesian solution can be obtained by the prediction step given in Eg. 3.3 and the

update step which is obtained via Bayes’ rule

(Yic | %) P(Xi | Yas) (3.4)
p(Yk | yl'k—l)

where the normalizing constant term p(y, | Yy, ) is obtained as

p(xk | Yxk)= P

P(Yic | Vixr) = '[ P(Yi | X4 )P(Xic | Vi1 )X (3.5)

In general, the recursive solution of the posterior pdf given in Eqg. 3.4 can not be
obtained analytically. Therefore, optimal algorithm which is Kalman filter or
suboptimal algorithms such as Extended Kalman Filter (EKF) and Particle Filters
(PF) can be applied to approximate the optimal Bayesian solution. Since the state
evolution function given in Eq. 3.1 is non-linear in chaotic systems, the nonlinear
Bayesian filters EKF and PF will be described in Section 3.1.1 and 3.1.2,
respectively.
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3.1.1. Extended Kalman Filter

Linear Kalman filter and extended Kalman filter assume that the process noise
and the measurement noise is Gaussian distributed. If the state and measurement
equations given in Eq. 3.1 or Eq. 3.2 are nonlinear, then local linearizations can be

used to model the nonlinearity. The required posterior density p(xk | ytk) is

approximated by EKF using Gaussian densities given in the following equations
(Arulampalam et. al., 2002),

P(Xier | Yarr) = N(Xy i My i1 Pk ) (3.6)
(X | Vi a) = N(Xk;mk|k—1v Pk|k—l) (3.7)
P(X,c | Vs ) = N(X,.; My » Pklk) (3.8)

where N denotes the Gaussian distribution. The update equations associated with

mean m,_; and covariance P,_;are given as

My = Ty (mk—uk—l) (3.9)
Pk = Qi + Fe Pk—ﬂk—llfkT (3.10)
My = Mg + Ky (yk —hy (mk|k—1» (3.11)
Pk|k = Pk|k—1 - Ky |:| k Pk|k—1 (3.12)

The functions fi(-) and hg(-) are nonlinear and their local linearizations Ifk and H , are

given as
£, = M) (313
dx X=My_qk-1
A, - I (3.14)
dx X=My 1
Ky = Pk|k—1|:lgslzl (3.16)

Above equations are obtained from Taylor series expansion of the nonlinear
functions. In the next Section particle filtering method is explained which can be

used for estimating the nonlinear states in non-Gaussian noise environment.
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3.1.2. Particle Filtering

Particle filtering is a sequential Monte Carlo (MC) method which represents
posterior density using a set of random samples which are also called as particles and
the corresponding normalized weights. There are several particle filtering methods
explained in (Arulamplam et. al., 2002). In the sequel, sampling importance
sampling (SIS) particle filter is defined briefly. The estimated value from the noisy

measurement y, at time instant k can be found by the particles

X, i =1,---, N where Ns is the selected number of the particles and the normalized

weights wf(. Then the posterior probability associated with the states X, up to time

k can be found as

Ng )
p(XO:k | Y1k ) ~ ZWII( 5(X0:k - X(I):k) (317)

i=1
According to the SIS algorithm, the weights are determined by using the importance

density abbreviated as g and shown below

wi o 2% (3.18)
g\x

where the density 7z(x) is proportional density to the density p(x) and 7(x) can be

evaluated.
i
Q((Xo:k | y]_'k%
A(%ox | Ya) = A0 | Xox1)a(Xok 1 | Zac1) (3.20)
X JP(X | X

P(Xox | Yux ) = Py Fl’(ykk)|p)(’1-kk_1|) ) P(Xok1 | Yk 1) (3.21)

o p(zc | X4 )P(Xi | Xk 1) P(Xoia | Yaea) (3.22)
Using the equations (3.20) and (3.22), the weights are expressed as

W|i< o p(Yk | XL)p(Xf( | Xli—l)p(x(i):k—l | y]_-k—l) (3.23)

Q(X|i< | Xci>:k—11 Yik )Q(Xcixk—l | yj.'k—l)
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If the importance function is taken as q(xk | X4 1, ytk): q(X | Xk1, Vi), then the
importance density is dependent on only X, ;and vy, . In that case the weights are

expressed as in Eqg. (3.24)

wi = wi p(yk |X||<)p(xll< | X|i<—1) (3.24)
“ ) Q(Xf( | X1, Yrk)

when the importance function is chosen as q(xf( | Xbyts yrk): p(xf( | xli(,l) then the
weights for each particle becomes

wi = wiyply, 1x§) (3.25)
After the values of the weights have been determined, the estimated value of the state

can be found as

Xy = Z Xiwi (3.26)

|
In the next Section, the particle filtering has been applied to the nonlinear dynamical
system in Cauchy distributed noise environment as the impulsive noise in the

measurements.

3.2.  Particle Filtering Application for Tracking under Impulsive Noise

In this Section, an application on the analysis of tracking the nonlinear states
under impulsive noise has been performed. Consider the nonlinear discrete time
dynamical system given as

Xy

Xy 1 =%xk +25 +8cos(1.2k)+v(k) (3.27)

1+ %2

Y = Xer T Wiin (328)
where the process noise v, is a Gaussian and the measurement noise w, is a Cauchy

noise whose density f(w)is given as

20
f(w)= ”((W_ P 402) (3.29)
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with scale parameter o and the shift 4. In the application, the Cauchy noise has the

pdf with o =1and £ =0. The process noise has a density N(0,0.5) and the initial

density of particles has been chosen as N (0%} +N(8,0.5)+ N(-8,0.5).

Initial density for the generated particles is heuristically chosen based on the

estimated pdf (histogram) of the observed states.

Evolution of Generated Particles

Particle Number

Figure 3.1 Time evolution of particles under the mapping given in Eq. 3.27.

Figure 3.1 indicates the time evolution of the generated particles which depends on
the state dynamics. The filtered signal is shown in Figure 3.2 together with noisy and
actual measurements. It can be clearly seen that reasonable filtering performance has
been achieved.
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Figure 3.2 Noisy, clean and filtered signal sequences.

3.3.  Particle Filtering The Chaotic Signals Under Impulsive Noise

In this Section the tracking problem of the chaotic trajectory in impulsive noise
contamination has been analyzed. Differing from the signal processing application
given in the previous Section, the process noise is not added since the dynamics of
the system is assumed exactly known. The Henon map expressed in one dimensional

space has been used as state model given in (3.30)
Xy =1—axt +bx, 4 (3.30)

Yirr = X T Wi (3.31)
The measurement noise w has the scale parameter o =1 and the shift
parameter # =0. In Figure 3.3 the filtered signal versus noisy and clean signal is
illustrated. As clearly be seen, the particle filter can estimate the actual signal with a

small error. The performance of the filter has also been indicated by the phase space

reconstruction shown in Figure 3.4
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Figure 3.3 Noisy, clean and filtered signal sequences for the chaotic system given in

Eq. 3.30.
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Figure 3.4 Phase space of the noisy, clean and filtered signal sequences for the chaotic

system given in Eq. 3.30.
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According to the obtained results, it can be said that particle filtering has a certain

filtering effect but can not provide a satisfactory estimating performance in the

chaotic dynamics. This is due to proper selection of the prior densities in the chaotic

dynamics associated with the weights and the generated particles and there is not

such a rule for determining the initial density in the particle filtering method.

3.4.

Particle Filters in Chaotic Communication System

In this Section, the new chaotic secure communication system has been described.

The block diagram of this communication system is shown in Figure 3.5 and it can

be described as

the message signal m(t) drives the chaotic signal generator (chaotic dynamical
system),
impulsive noise r(t) is used for masking the output of the chaotic dynamical

system c(t),

iii. the masked signal c,,(t)=c(t)+r(t) is sent through the AWGN channel,

particle filtering is used to filter the masking signal r(t) to obtain estimated
output signal é(t) At this stage, since the initial density of the particles is
estimated by the histogram of the dynamical system in the transmitter it can be
used as a key in the receiver part to filter the masking signal. The receiver
chooses particles from the initial density of the dynamical system in the
transmitter accordingly and then evaluates the likelihood p(cli | XL) where c; is
the incoming signal to the receiver. Since the density of the impulsive noise
r(t) is only known by the transmitter and the receiver, therefore an intruder can
not filter the masking signal r(t). Thus, secure chaotic communication system
can be achieved.

The filtered signal 6(t) is applied to the identical chaotic dynamical system in

the receiver to synchronize the receiver with the transmitter to estimate the

message signal.
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Figure 3.5 The block diagram of the chaotic secure communication system.



CHAPTER FOUR

DIGITAL COMMUNICATION SYSTEM USING RANDOM SIGNALS WITH
ALPHA STABLE DISTRIBUTIONS

In this chapter, the new random secure communication scheme is introduced in
which a message signal is hidden in the parameters of random carriers which have a-
stable distributions. After the definitions and the basic properties of the stable
distributions are given in Section 4.1, the proposed digital communication system is
described and its performance in AWGN channel is studied. In Section 4.2, three
receiver models based on the least-squares estimation method, the moment type

method, the fractional lower order moment method (FLOM) are given.

In Subsection 4.3.1, the bit error rate performance of the communication system
which is composed of the proposed a-stable ON-OFF keying transmitter and the
FLOM based receiver model in the AWGN channel have been analyzed. In
Subsection 4.3.2, the proposed transmitter model “unipodal a-stable keying” is given
and the bit error rate performances have been analyzed for each three receiver
models which are based on the least-squares method, the correntropy method and the
FLOM based method, respectively. In Subsection 4.3.3, the transmitter model
“antipodal a-stable keying” is proposed and its bit error rate performance is given by
FLOM based receiver model; In Subsection 4.3.4, the transmitter model “quadrature
a-stable keying” is described and the bit error rate performance for FLOM based
receiver model is evaluated. In Subsection 4.3.5, the transmitter model “antipodal o-
stable keying with random parameters” is proposed and then bit error rate

performance for the FLOM based receiver model is given.

4.1 Alpha-Stable Distributions (aS)

Most of the physical and financial data have an impulsive nature which can be

described by a-stable distributions. Stable distributions construct a family of

49
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distributions with the property of skewness and heavy tailness. aS distributions
include well known distributions as Gaussian, Cauchy and Lévy distributions.
Definition 4.1.1 (Samorodnitsky, 1994):

A random variable X is said to have a stable distribution if for any positive real

numbers A and B, there are positive real numbers C and D such that

d
AX, +BX,=CX+D 4.1)

d
=" denotes

(13

where X, and X, are independent realizations of X and the term

equality in distribution.

The following definition states that stable distributions can be found as limits of
normalized sums of independently identically distributed (i.i.d.) random variables.
Definition 4.1.2 (Samorodnitsky, 1994): A random variable X is said to have a
stable distribution if it has a domain of attraction, i.e., if there is sequence of i.i.d.

random variables Y,,Y,,--- and sequences of positive numbers {dn} and real numbers
{a,}, such that
Y+Y,+---+7 d
: 2d “ta,=>X 4.2)

n

d
where the notation “=>"" denotes convergence in distribution.

The characteristic function of a stable random variable is defined as:

Definition 4.1.3 (Samorodnitsky, 1994): A random variable X is said to have stable

distribution if there are parameters O<a <2, o020, -1<f<1 and

— o0 < u < oo such that its characteristic function can be expressed as below:

exp{— 0"‘|a)|a (1 - iﬂ(signa))tan%} + i,uco} ifa#l
olo)= (4.3)

exp{— 0|a)|(1 + iﬂz(sign a))ln a)ji,ua)} ifa=1
V4
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1 ifo>0
where the function sign @ is defined as signw =7 0 ifwo=0
-1 ifo<0

Univariate stable distributions are characterized with their four parameters. The
stability index which is a measure of impulsiveness in the random sequence is called
as characteristic exponent and denoted by « . Impulsiveness of the random data

causes heavy tails in its distribution. The skewness parameter £ indicates the
symmetry, the scale o or the dispersion parametery = oc” is analogous to the

variance of the distribution and the parameter # denotes the amount of the shift.

The stable random variable X can be simply denoted as X ~S_ (o, 8, 1) and

symmetric a-stable distribution is also denoted as SaS whenf =u=0. The

probability density function (pdf) of X can be found by evaluating the Fourier

transform of the characteristic function (Janicki & Veron,1994)

o0

1x) =5 [olo)e ™ do @4
T

The main problem with the stable distributions is that except for few values of
four parameters describing their characteristic functions, their probability density
functions can not be expressed analytically. These exceptions are the following
distributions:

I. Gaussian distribution (a=2), S, (6,0, ,u),

(x—p)°

1
flx)= mexp{— T} (4.6)

1. Cauchy distribution, (a=1), S,(c,0, 1),

20
ﬂ((x - ,u)2 + 40'2)
III. Lévy distribution, (a=1/2), §,, 2(0',1, ,u),

f(x)= [%)m (r =)™ exp(— 2(; ﬂ)j (4.8)

f(x)=

(4.7)
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Using the numerical approximations of the formula in Eq. 4.4, one is able to
construct a-stable density and cumulative distribution function (cdf) for various

values of a, f and o which are illustrated in Figures 4.1-4.6. The shift parameter u

is taken as 2 = 0 for all cases.

0.8
06 — o712

P — o=0.8
0.4 ; - a=05

Figure 4.1 Pdf illustrated as f’ (x) and cdf (x) are shown for f =0,0 =1.

From Figure 4.1, while increasing the impulsiveness of the data, and hence the
probability density distribution (i.e., by decreasing a), the tails of the
distribution becomes heavier. For the same characteristic exponent as increasing
the scale parameter ¢ the distribution becomes more flat which is shown in
Figure 4.2. The effect of the characteristic exponent for the skewed distributions
is shown in Figure 4.3 and Figure 4.4. It can be said that for lower characteristic
exponent the distribution is sharper and has a non-symmetric structure. The
effect of skewness parameter S for different values of characteristic exponent
parameter is illustrated in Figure 4.5 and Figure 4.6. One can observe that the

non-symmetric behavior increases when a decreases and S gets near to 1.



0.8

— o=0.5
0.6+ — - o=0.7

Figure 4.2 Pdf illustrated as [’ (x) and cdf (x) are shown for ¢ =1.2, f=0.

0.8
— o=0.5
— - o=0.8

Figure 4.3 Pdf illustrated as [’ (x) and cdf (x) are shown for #=0.8, o =1.
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Figure 4.4 Pdf illustrated as [’ (x) and cdf (x) are shown for f#=—-0.8, o =1.

0.4~

0.2

— =18
e
-~ =105

0.4+

0.2

Figure 4.5 Pdf illustrated as [’ (x) and cdf (x) are shown for ¢ = 0.8, o =1.
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fx

cdf

Figure 4.6 Pdf illustrated as [’ (x) and cdf (x) are shown for & = 0.5, o =1.

4.1.1 Properties of a-Stable Distributions

Among all of the properties given by (Samorodnitsky, 1994), some of the most

important ones are described in the following sequel:

Property 4.1.1.1 (Addition) Let X, ~ S, (0,4, 4, )and X, ~S_(c,,8,,1,) to be

independent random variables. Then X, + X, ~ S, (o, §, 1)

0"‘=(Gf"+0§‘) NENIRYS

piot + pros
e
o
Property 4.1.1.2 (Shifting) If X ~ S, (0', B, ,u) and c is a non-zero real constant, the
density function of the random variable X +cis X +¢c~ S, (0', Bou+c).

Property 4.1.1.3 (Scaling) If X ~ S, (G, B, ,u) and c is a non-zero real constant, the

density function of the random variable cX is expressed as
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0',sgn(c),[)’, c,u) ifa#1
o,sen(c)p, cu —gc(1n|c|0'ﬂ)j ifa=1
7

cX ~ Sa(]c

cX ~ 8§, (|c
Property 4.1.1.4 (Mirror) Forany 0 < o <2

X~S8,(0,80)= -X~S,(0,-80).

Property 4.1.1.5 (Symmetry) X ~ S, (0', B, ,u) is symmetric if and only if =0
and £ = 0. The distribution is called as symmetric about uif and only if f=0.
Property 4.1.1.6 (Finiteness of the moments) Let X ~ §, (0, ﬁ,,u) with O<a <2.
Then

E|X|p<oo forany O<p<a,

E|X|p =oo forany p>a.
Note that a-stable random variables with a<2 have an infinite second and higher

order moments and also when o <1, E|X| =00,

4.1.2 Generation of a-Stable Random Variables

Any symmetric o-stable random variable X ~ S, (1,0,0) with o € (0,2] can be

obtained by the following transformation (Janicki, Veron 1994)

L )

where V ~U(~7z/2,7/2) and W has an exponential distribution with mean 1. The

(4.9)

skewed stable random variable ¥ ~ S(1,8,0) with a < (0,1)U(1,2] and g e[-1,1]

can be generated using the random variables V" and W and by applying the following

transformation
v, sin(a(V + ?;a,ﬂ ) . {COS(V —alV + C,p ))} (4.10)
T deos() W
where the constants C,, ;, and D, , are given as
Cop- arctan(/3 tan(7/2)) @.11)

1—|1—a|
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D, s = {cos(arctan(/3 tan(7a/ )Y (4.12)
After giving the fundamentals of a-stable distributions, another important topic
named as covariation (corresponds to the covariance for the Gaussian distributions)
describing the correlation between the samples of the stable random process is

explained in the following Section.

4.1.3 Covariation

The covariance function defines how much two random variables are correlated
with each other (i.e., how similar they are). Since the covariance is used in the
analysis of Gaussian random variables (i.e., a=2), the interaction between random
variables with 1<a <2 1is expressed by the analogous term covariation. More
conveniently, the covariation could be obtained by set of observations using

fractional lower order statistics (FLOS) and rewritten as (Miller, 1978),

<p-1>
[x.Y], %m 4.13)

where 1< p<a and <-> denotes signed power X<p>:|x|psgn(x). yy is the

dispersion parameter of Y. The expectations including the fractional lower order

moments (FLOM) from a set of observations X, and Y;,, n =1,--- N can expressed as

N
elxPl--Lyix,p (4.14)
Nn:l
and
o] 1Y
EﬁX| ]:WZ|Xn|p-sgn(Xn) (4.15)

n=l1

Some properties related with covariation are given by (Nikias & Shao, 1995) as
below:
Property 4.1.3.1 (Independence) If X and Y are independent and jointly Sa.S then
[x,Y], =0. (4.16)

Property 4.1.3.2 (Symmetry) If X and Y are jointly Gaussian (i.e., a=2) random
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variables with zero mean, the covariation of X with Y is expressed as the covariance
between X and Y which is symmetric.

[x,Y], =[Y,X], = E[xY] (4.17)
Property 4.1.3.3 (Linearity) If X;, X; and Y are jointly SaS and a and b real

constants then the covariation [X, Y], is said to be linear in X as given below
laX, +bX,,Y], =a[X,,Y], +b[X,,Y], (4.18)
Property 4.1.3.4 The Cauchy-Schwarz inequality given below holds by any jointly

SaS random variables X and Y.

<a—1>

[x.y ]| <[x] [Y] (4.19)

where”X ||a =(x,x], )l/“ =yy and y, is the dispersion parameter of X. The

asymmetric definition associated with the covariation coefficient of X with Y is
expressed by (Nikias & Shao, 1995)

_xrl,
Ayy = v.vl, (4.20)

In general it is difficult to obtain analytic expression associated with covariation
between stable random variables. Using Eq. 4.13, the expression associated with
asymmetric, unbounded covariation coefficient becomes
[x.v], _ Elxy]

r.yl, EhY|p]

4.21)

/1X,Y =

Unlike the correlation coefficient obtained from the covariance, asymmetric and
unbounded structure of the covariation coefficient makes it useless for a proper tool
in most practical applications. In recent studies, the symmetric and bounded
covariation coefficient has been given by (Garel et. al., 2004) and (Garel & Kodia,
2009)

_lxr], rx],

p(X,Y)zﬂ,X’Y Ay x = [Y Y] [X X] .

(4.22)

Using (4.22) the covariation coefficient can be used as a measure of interactions
between the random processes having stable distributions. In digital communication
the covariation is considered to be essential tool for the design of receivers under

different channel models involving different fading channel types.
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4.2 Proposed Receiver Models for Random Communication Systems

In this thesis, covariation has been considered as a tool for a receiver design in
white Gaussian noise environment. When the received signal is defined as
Y=X+N (4.23)

where the transmitted signal X ~ S (,0,0) carries the information in the Gaussian

channel where N ~S,(y;,0,0) and y; denotes channel noise variance. The

covariation p between the estimated signal X and the received signal ¥ can be used
to estimate the characteristic exponent of the information carrying signal X (i.e.,

random carrier).

Since in the proposed communication system an information carrying signal is a
random signal, the ratio of the energies of the stable and the Gaussian distributed
random signals (DR) can be defined as

DR = IOIOg(LJ (4.24)
e

In Figure 4.7, the mean value of the Monte Carlo simulation of 100 realizations
associated with the covariation for the model defined in Eq. 4.23 is illustrated with
respect to the characteristic exponent « and the dispersion ratio (DR) which is used

as analogous to the signal to noise ratio (SNR).
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(03 Dispersion Ratio (dB)

Figure 4.7 Covariation p of the stable distribution given in Eq. 4.23 with respect to o
and dispertion ratio (DR) in dB.

As seen from Figure 4.7, one can conclude that the covariation increases when the
dispersion ratio is increased. This is because, the energy of the noise in the channel
comparatively becomes low. Another critical point is that when o gets closer to two,
i.e., Gaussian, then the covariation decreases for the same dispersion ratio. It can be
concluded that by choosing smaller a (i.e., by choosing more impulsive carrier
signal), better covariation between the random carrier and received signal can be

obtained.

On the other hand, the standard deviation of the Monte Carlo simulation with
respect to the characteristic exponent o and the dispersion ratio (DR) illustrated in
Figure 4.8 indicates that the probability of error in estimating the covariation
increases when o gets closer to two, especially for low dispersion ratios. These

findings can be a guide to design a receiver using covariation.



61

-30 Dispersion Ratio (dB)

Figure 4.8 Covariation p of the stable distribution given in the model 4.23 with respect

to a and dispertion ratio (DR) in dB.

In the following Sections, the proposed receiver models for the a-stable density
parameter modulated communication system are proposed based on estimating the

parameters using the least-squares, the moments and the correntropy methods.

4.2.1 Receiver Model Using Least-Squares Estimation Method

The received signal at time instant # € R through the AWGN channel is
X(1)= Xas (1) + X6 0) (4.25)
where X ¢ (t) is the random carrier, and X (t) is the Gaussian noise in the channel.

Although the pdf of the received signal does not exist in analytical form, the

characteristic function of the received signal can be analytically written as

0(0) = expl- 7.l ~ rclof’) (4.26)
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where yg,s >0 and yg; >0 are the dispersions of the SoS and Gaussian signals,

respectively. This fact can be easily seen from the characteristic function of the
received signal in equation (SaS + Sg) which is equal to the multiplication of the
characteristic functions of the SaS signal and the channel noise since the density of
the received signal is obtained by convolving the density of SaS signal and the
density of channel noise:
S (x)= s (x)* £ () (4.27)
()= 0,5(0) 95 (@) (4.28)
where f,(x), fs(x) represent the pdf of oS and Gaussian distributions,
respectively. The estimate of the characteristic function could be obtained by
empirical characteristic function as given by (Ilow & Hatzinakos, 1998) in Eq. (4.29)
1 &
pl@)=—>"exp(- jX (ko) (4.29)
NiS
Using the closed form expression of the characteristic function given in Eq. (4.26)

one can obtain the following relation

A
2 a
y= log|go(a))| = 27Sas|a)| + 2}/Ga)2 (4.30)
The relation given above is nonlinear in a and linear in dispersions. The regression
model becomes as
€ (a’l)

S“S} : (4.31)
703 o)

y(a’l) |a)1|a |501|2
: : : {7/

a 2

y (G)M) |a)M| |a)M |

where g(a)) is called as residual sum of squares (RSS), (Brcich & Zoubir, 1999)
corresponding to the error term. For fixed o, the parameter vector including

dispersions 9:[75as VG ]T may be estimated using linear least squares (Kay,

1993a) as follows

A

0= (mT(o)_l(oTy (4.32)

where ® is the coefficient matrix in Eq. 4.31.
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The characteristic exponent which minimizes the estimation error ‘é— 9‘ or the

norm of the RSS vector ||£(a))|| can be chosen as the estimated characteristic exponent

of the stable distribution. Figure 4.9 illustrates the variation of the estimation error
and RSS norm with respect to o while the actual characteristic exponent is a=1. The

magnitude of the RSS has a better performance where & =0.97 for y5 =0.5and

a=1.14for y5 =1.

Since the channel noise variance is assumed to be unknown, exact values
associated with the parameter vector 0 is not known. Therefore, the estimated o

which minimizes the RSS norm has been used for parameter estimation.

The bit error rate performance of the proposed receiver model has been evaluated

for the unipodal a-shift keying transmitter given in Section 4.3.2.

Estimation Error with Respect to ¢, Estimation Eror with Respect to o

10 10
8,
6,
(==X
a) &
< 4l
2,
0 ! i | i 7
0 02 04 06 08 1 12 14 16 18 2 0 02 04 06 08 1 12 14 16 18 2
a o
08 , 07
o6l 06/
= =05
c) o4t d) =2
= = 04
oz 03f
0 . . . . . . . . . 02 . . . , ! ; . . .
0 02 04 06 08 1 12 14 16 18 2 0 02 04 06 08 1 12 14 16 18 2
a o

Fig 4.9 The error ‘/;’ - ﬂ‘ with respect to the characteristic exponent o; a)y =1, yg =0.5b)

y=1,yg =1; the norm of RSS ||g(a)l| with respect to the characteristic exponent a; ¢) y =1,

76 =05d) y=1,76 =1.
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4.2.2 Receiver Design Using Moment Type Method

Another empirical characteristic function (ECF) based density parameter
estimation method is called as “moment type method”. Referring to Eq. 4.26, the
estimate of the empirical characteristic function of the received signal is given by

(Ilow & Hatzinakos,1998) as below

10g|a)1| ==N |a)1 |a1 - 72|a)1 |a2 (4.33)
and
1 . 1]*
log—|=-7|—| —7— (4.34)
2 2 2

where ¢, is the characteristic exponent of the transmitted signal (random carrier
signal) «, is the characteristic exponent of the channel noise. Using the estimates of
the ECF, the difference of the characteristic exponents Aa = a, —a, can be found

by solving the following nonlinear equation

o — 0y + o — ;™ log(pley))log(@(l/ @, )~ log(é(w, ))log(¢(l/ @, ))
0" - 0" + 0™ 0™ log(p(w;))log(@(l/ ;) - log(p(@, ))log(p(l/ @, ))

(4.35)

Since we have considered the channel noise with Gaussian distribution, then the

characteristic exponent of the transmitted signal can be found asa; =2 - A« .

Note that the rate of convergence depends on the number of data points N and on

the values of @,,w,,®;,w,. Since the points ®; and 1/w; are both used to estimate

the density parameter Ao and therefore the values ®,,---,®,should be chosen close

to 1. Since the standard deviation in the estimation of characteristic exponent A« is
large (Ilow & Hatzinakos, 1998) then we have not preferred this type of estimation

otherwise satisfactory bit error rate performance would not be achieved.
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4.2.3 Correntropy Based Receiver Design

Correntropy is a similarity measure between two random variables X and Y
incorporating second and higher order moments of the random variable X —Y (Liu
et. al., 2007), (Jeong et.al., 2009). This similarity measure gives the correlation
between these variables therefore it is also called as Generalized Correlation
Function (Santamaria et. al., 2006). The correntropy function is defined as below

V(X,Y)=E[x, (X -7)| (4.36)

where E is the mathematical expectation and . is the Gaussian kernel given by

K (X—Y):Lexp —M (4.37)
‘ \/EO' 207

In practice, the correntropy is computed from the finite observations with the length

N=5000, therefore the sample estimator of correntropy can be expressed as (Liu et.

al., 2007)

Vo (X,Y)= ZK‘ (x,-Y,) (4.38)

n 1
Considering a discrete-time strictly stationary stochastic process, the auto-

correntropy function (Santamaria et. al., 2006) can be found as
Vlm]=

Using Taylor series expansion for the Gaussian Kernel, it can be defined as a type

1 N
Nemal K, =X, (4.39)

n=m

of metric expressed by a kernel function (Santamaria et. al., 2006)

o n 2n
V(t.t,) = — 1) Eﬂ‘xtl—x ] . (4.40)

«/2710',;)2”02”11! g

Since the stable distributions have infinite higher order moment greater than o,

Gaussian kernel may not be a proper candidate to measure the auto-correntropy. The
function including fractional lower order moments has been used for the estimation
of the auto-correntropy of x, given by

V[m]= Z|x Xpoml” (4.41)

-m+1;
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where x, ~ S, (7,0,0) and p<a.

The simulations given in Figure 4.10 and 4.11 have been performed by 50
realization of stable distributions with the length of N =5000 points. It can be seen
in Figure 4.10 that while o decreases (i.e., impulsiveness increases), the deviation
associated with the median of the auto-correntropy also decreases and there is not
any significant overlap between the median auto-correntropy values for different
characteristic exponents. Thus, one can specify a threshold for the auto-correntropy
of the received signal for deciding the characteristic exponent of the transmitted
signal. In order to specify this threshold, the maximum and minimum values of the
auto-correntropy over the realizations are illustrated in Figure 4.11. Choosing closer
a values to encode the binary information in the transmitted signal may cause poor
BER performance because Gaussian channel noise will increase the auto-correntropy
values and the deviation of the median of the auto-correntropy of the received signal
over a certain number of realizations will also increase when a of the random carrier
is increased. Therefore in order to obtain a satisfactory BER performance in the
receiver low a values for the transmitted noise signal should be chosen. However, if
the security in communication is desired, higher o values for the carrier signals

should be chosen for trading-off satisfactory BER performance.
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Fig 4.10 The median of auto-correntropy function expressed in Eq. 4.41.
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4.2.4 Receiver Design Using Fractional Lower Order Moment Method

In this Section, the receiver model based on estimating the parameters of the
characteristic function of the stable distribution function which uses the fractional
lower order moment (FLOM) described in (Kuruoglu, 2001) has been proposed.
Using the set of observationsx(k), k=12,..,T,, where the length of the data is

denoted as T}, the estimate of the characteristic exponent has been evaluated by the

sinc estimator (Kuruoglu, 2001) as formulated below

-1

A A
o?zargminsinc(p”j— PR Tp “op +S,-8_, tan 27 (4.42)
“ @ 2| an2” 2

where p is the fractional moment order 0 < p < &, T} is the number of samples for

each message bit and the absolute fractional moments 4, and signed fractional

moment S, are given by Eq. (4.43) and (4.44), respectively.

T}

- er
k=l
Ty

Sp = %Zsign(x(k))- |x(k]p . (4.44)
k=l

Once the estimate of the characteristic exponent & has been computed above, the
estimate of the skewness parameter £ can be obtained by solving ¢ from the ratio

estimator (Kuruoglu, 2001) as

S, /A4, = tan(’;f”] / tan(”;J (4.45)

After computing the estimate of ¢, the skewness parameter f can be obtained as

below

- tanle) (4.46)
ar
tan| ——
-
A detailed analysis of the alternative methods for computing f is explained in

(Kuruoglu, 2001). The consistency of the method has been compared by extreme

value method (EVM) given in (Tsihrintzis & Nikias, 1996). This method divides the
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observed SaS distributed random signal with the length N into L non-overlapping

segments as X=[x1 Xy e xN]=[X1 X, - XL] and then estimates the

characteristic exponent o as given below

yo -~ (1.1
a—2£(§+§j (4.47)

where the terms s and s are

1 & 1 &
§=\/HZ(@—%); X=—) % (4.48)

=1 lel

J Lo 113
s=—D X, -x); x=—) x (4.49)

L_llzl Ll:l

2
15} 4
3 <3 1F *
0.5r —— BEVM
A~ FLOM
O | | | | | | |

0 02 04 06 08

1.2 14 1.6 18 2

QR b

Figure 4.12 Comparison of Extreme Value Method (EVM) and FLOM Method for SaS
random variables a) Mean value of the estimated o b) The standard deviation of estimation

error with respect to a.
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Figure 4.12 illustrates the estimation accuracy of the extreme value method
(EVM) and fractional lower order moment method (FLOM). Note that while a is
increasing, the standard deviation between the estimated value and the actual value
of the characteristic exponent increases. One can conclude that selection of higher a
values for parameter modulation may cause increased estimation error. Therefore
small o values should be chosen and more distant o values provide appropriate

threshold.

Since the binary message can be coded not only by the characteristic exponent but
also using the skewness parameter, the density parameter estimation method by
FLOM have been used for a receiver design in the proposed communication schemes

explained in the following Section.

4.3 Transmitter Model Using a-Stable Distributed Noise Parameter

Modulation In Digital Communication

In this Section, differing from the conventional spread-spectrum systems which
use deterministic signals as a carrier signal, instead, a-stable distributions are used as
a random carrier in the newly proposed random communication system: a random
signal with a-stable distribution which carries the digital information is sent through
the additive white Gaussian noise (AWGN) channel. Since the parameters of o-
stable distributions are used to code the digital information then the random signal

acts as carrier and therefore a random signal is called as a random carrier.

In the following Sections, the bit error rate performance analysis of each receiver

models in AWGN channel will be given for each proposed transmitter model.
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4.3.1 a-Stable ON-OFF Keying

The first approach on the random digital communication using SaS distributions
is based on the a-Stable ON-OFF keying. In this communication scheme, the
message bit is encoded by the characteristic exponent o where the stable noise

samples x; k =1,---,T} are drawn from the distribution S (1,0,0) during the bit length

T, if the n™ message bit to be sent is “0” and any random signal is not sent if the n'

message bit of the binary message sequence m is equal to “1”.

The modulation rule can be expressed as below

{0 if m(nT,)=1
L~

S,(1,0,0) if m(nT,)=0 (4.50)

where, k =nT, +1,---,nT, + T, and n=0,1,....

The critical point is to determine the proper threshold at the receiver. There is not
any analytical approach for the selection of threshold. According to the modulation
rule defined in Eq. 4.50, the receiver observes only Gaussian noise signal existing in
the channel if the message bit to be sent is “1”. Since the estimation error of
characteristic exponent increases when o increases, then the threshold should be
chosen distant from the characteristic exponent of Gaussian noise in the channel i.e.,
2. When the channel noise variance increases, then the characteristic exponent of the
received signal also increases. The characteristic exponent associated with the sum of
stable random variable with a Gaussian random variable gets near to 2. Therefore the
threshold should be chosen as relatively near but bigger then the characteristic

exponent of the SaS distribution.

The bit Error Rate (BER) performance given in Figure 4.13 has been realized over
10000 bits with a length 7,=10000 point which is sufficient to recover the

characteristic exponent parameter from the observation.
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Figure 4.13 Bit error rate performance of the a-stable ON-OFF keying communication
scheme with respect to the different characteristic exponents. The threshold has been

chosen as 1.7.

The BER results show that when more impulsive random signal is chosen to
modulate the binary information, then BER performance is improved. The advantage
of this method is that the less energy is consumed since the random signal is sent

from the transmitter only for the binary message “0”.

4.3.2 Unipodal a-Stable Keying

The second proposed communication scheme is called as unipodal a-stable
keying whose block diagram is shown in Figure 4.14. Similarly, this communication
scheme also uses SaS random signals at the transmitter. Differing from the previous
method both of the binary message bits are modulated with the random signals which

have different characteristic exponents ¢, o, <2.
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Figure 4.14 Block diagram of the proposed unipodal a-

stable keying communication scheme

During the bit length Ty, the samples xi, k =1,---T, are drawn from a probability
density “S, (1,0,0)” i=1, (respectively i=2) if m(nT b)zl (respectively m(nT b): 0)

1.€.,

(4.51)

S, (1,0,0) if m(nT,)=1
718, (0,0) if m(nTy)=0

where k =nT, +1,---,nT, + T, and n=0,1,....

As an illustrative example, the message sequence and the corresponding stable
distributed signal are shown in Figure 4.15a and Figure 4.15b, respectively. The bit
duration is Ty=10* and the characteristic exponents have been chosen as a;=1,
=0.5. Due to the high impulsive behavior of the signal with &»=0.5, the signal
having characteristic exponent o,;=1 can not be observed clearly. This indicates that

the characteristic exponents should be chosen near to each other to provide security.

The BER performances of unipodal o-shift keying have been performed by
density parameter estimation method described by (Kuruoglu, 2001) given in Section
4.2.4 and the least squares estimation method described by (Brcich & Zoubir, 1999)

given in Section 4.2.1.
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Figure 4.15 a) The message bit stream. b)Transmitted noise sequence.

Figure 4.16 gives the BER performance of the unipodal o-shift keying using the
method given by (Kuruoglu, 2001). The simulation has been performed through
10000 bit where each bit has length 10000 points. It is shown that when the
characteristic exponents of the random carriers a; and o, are chosen far from each

other then the error probability decreases, as expected.

In order to maintain the security without reducing the BER performance, one
should choose both a;, o, near to each other but far from the characteristic exponent

of the Gaussian, i.e., 2.
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Figure 4.16 BER performance for unipodal a-stable shift keying, o,=1.85. with the
threshold = 1.65

The second method representing BER performance using the parameter
estimation described in Section 4.2.1 is shown in Figure 4.17. Due to computational
complexities and consuming very long simulation time, the random signal length
could be chosen maximum 7,=5000 points and the BER simulation could be
performed by 1000 bits. Compared to the density parameter estimation method, the
reduced data length causes the estimation accuracy to become poorer even when the
dispertion ratio is relatively high. It is observed that this method gives an
unsatisfactory BER performance. However, the BER performance of the method is

satisfactory for low values of o, while sacrificing for security.
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Figure 4.17 BER performance of the least-square based parameter estimation based

receiver. o.;=1.6 and the threshold has been taken as 1.45.

The BER performance of the unipodal a-shift keying with correntropy-based
receiver is given in Figure. 4.18. It can be seen that the performance of the
correntropy based receiver becomes saturated near 5 dB and gives a restricted error
performance. The signal length could be chosen as maximum 5000 points due to the
computational restrictions. This caused to observe more deviative results. Therefore,
one can say that correntropy based receiver needs to be improved about threshold

selections about the correntropy values and binary clustering.
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Figure 4.18 BER performance of the correntropy based parameter estimation based

receiver. o.;=1.8 and the threshold has been taken as 1.65.

4.3.3 Antipodal a-Stable Keying

In this proposed communication scheme, while the characteristic exponent a is
kept constant the skewness parameter £ is used to modulate the binary information.

The block diagram of the proposed communication scheme is given in Figure 4.19.

During the bit length Ty, the samples x; produced by the transmitter, k =1,---7, are

expressed as

N Sa(LIBJO) lfm(nTb)zl
© 18, (L-8.0) if m(nT,)=0

where k =nT, +1,---,nT, + T, and n=0,1,....

(4.52)
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Figure 4.19 Block diagram of digital communication

scheme based on skewed a-stable distributions.

The Gaussian noise in the channel will cause the deviation in the true value of the
characteristic exponent and since the skewness parameter will also be estimated by
using the estimated characteristic exponent by the method given in (Kuruoglu, 2001)
then the deviation in the true value of the skewness parameter will also occur. But,
since in the receiver, the message bit is estimated according to the sign of the
estimated skewness parameter therefore by proper thresholding, a satisfactory BER
performance is obtained and this proposed scheme is more robust to the errors in the
estimations. In Figure 4.20, the BER performance is shown with respect to the
different characteristic exponent values. It can be clearly seen that the BER
performance increases by decreasing the characteristic exponent of the random

carrier while keeping the skewness parameter constant.

The Figure 4.21 illustrates that the selection of more skewed distribution will
improve the BER performance while the characteristic exponents are kept constant.
This is because the convolution of the transmitted random signal with the skewed
stable distribution and the Gaussian noise in the channel results in the more

symmetrized and the less skewed distribution at the receiver.
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Figure 4.20 BER performance for Antipodal a-stable shift keying, 5=0.7.
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Figure 4.21 BER performance for Antipodal a-stable shift keying, a=1.6.

4.3.4 Quadrature a-Stable Keying

In Sections 4.3.1 - 4.3.3 either the characteristic exponents or the skewness
parameter have been used for the coding in the proposed random communication
systems. In this Section, both the characteristic exponent and the skewness parameter
have been used to modulate the binary information. By the two parameters of a stable
random carrier, two message bits are encoded, thus, the twice data transmission rate
is obtained. In the receiver, the density parameter estimation method given by
(Kuruoglu, 2001) has been applied since [ parameter is estimated by using the
estimated o parameter therefore the two stage estimation procedure is applied for
each bit pair. The block diagram of the proposed communication scheme is shown in

Figure 4.22.
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Figure 4.22 The block diagram of the quadrature a-stable keying communication scheme.
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Figure 4.24 The BER performance of the quadrature o-stable keying communication

scheme with a;=1.7, B=0.9 and the threshold 1.65.

As an illustration, a realization of the time domain signal for each bit pair is
represented in Figure 4.23. The BER performance of the communication scheme is

shown in terms of the variations of, , ;and S parameters of the random carriers in

Figure 4.24 and Figure 4.25, respectively.
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Figure 4.25 The block diagram of the quadrature a-stable keying communication scheme

a,=1.7, ay=1.5 and threshold = 1.65.

When compared with the BER performances of the communication schemes
proposed in the previous Sections, it can be seen that in order to obtain the same
BER performance, modulation with low characteristic exponent values (i.e., more
impulsive random carrier) is done at the expense of more energy consumption in the
transmitter and losing security. Since for the skewed distributions, the estimate of the
characteristic exponent is more erroneous in limited number of samples. Therefore in
order to estimate the first message bit depending on the characteristic exponent

correctly the number of samples should be increased.

BER performance is more sensitive to the threshold values of the characteristic
exponent compared to threshold values of the skewness parameter of the random
carrier since the sign of the skewness parameter decides the true message bit, not the

true value of the skewness parameter.
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In spite of its poor performance by the quadrature a-stable keying twice the data

transmission rate is achieved.

4.3.5 Antipodal a-Stable Keying With Random Parameter

In the previous Sections, different types of a-stable noise parameter modulation
based digital communication schemes have been given. In this Section, in the
transmitter side, instead of choosing the parameter of the a-stable distribution
deterministically, the noise parameters have been chosen from uniform distribution
to encode the binary information. The application of random parameter modulation

has been applied for antipodal a-stable shift keying transmitter type.
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Figure 4.26 The distribution of the skewness parameter 3 for different dispersion ratios

(o=L.1).
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In order to illustrate experimentally, 100 realizations of skewed a-stable noise signal
having o=1.1, feU[0.l 0.5] and BeU[-0.1 —0.5] has been transmitted
through the channel with no-noise case and with dispersion ratios 0.1 and 1,
respectively. The distributions corresponding to actual and estimated values of S are

shown Figure 4.26. The same experiment has been repeated with a=1.5 and the

results are given in Figure 4.27.

Probability Distribution of g Parameters (o.=1.5)
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Figure 4.27 The distribution of the skewness parameter £ for different dispersion ratios

(0=1.5).

One can conclude that even though the estimation of f becomes erroneous under
Gaussian noise contamination and while o increases, the estimated f does not
change its sign so that receiver can estimate the message bit without an error. Hence,
antipodal a-shift keying communication scheme can also be proposed by selection of

p from a specified distribution.
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During the bit length Ty, the samples x; produced by the transmitter, k =1,---7, are

expressed as

{%@ﬂﬁ)ﬁm@%ﬁﬂ
L~

S, (1,=,0) if m(nT,)=0 (4.53)

where k =nT, +1,---,nT, +T,, BU[0.5 09], -pcU[-0.5 —0.9], U denotes

the uniform distribution and n=0,1,....

The BER performance of this communication scheme is given in Figure 4.28 and

Figure 4.29.
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Figure 4.28 The BER performance for antipodal a-keying with random parameters
peUfos 09].
It can be observed that almost the same estimation performance compared with the
antipodal a-shift keying with constant parameter modulation could be achieved by

this proposed communication scheme.
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Figure 4.29 The BER performance for antipodal a-keying with random parameters (o=1.6).

4.4 Detection of a-Stable Distributed Signals in White Gaussian Noise

In this Section, the detection probabilities of symmetric a-Stable (SaS) and
skewed o-stable distributions in additive white Gaussian noise (AWGN)
environment have been derived. It has been observed that satisfactory BER

performance is obtained when the detection probability becomes higher, as expected.

4.4.1 Detection Of Symmetric a-Stable Distributed Signals In White Gaussian

Noise

In this Subsection, the detection performances of the communication scheme
which use unipodal (Cek & Savaci, 2009) a-shift keying in its transmitter part and

the FLOM method in its receiver part have been given. Receiver Operating
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Characteristics (ROCs) (i.e., the probability of detection P, versus the probability of
false alarm P,,) have been evaluated by applying Neyman-Pearson test to obtain

detection performance. The main contribution of this Section is to find the detection

probabilities of SaS distributions embedded in Gaussian noise environment.

Binary Hypothesis Testing (BHT) for detecting SaS distribution in Gaussian
noise environment:
The detector structure is designed under the hypotheses formulated below

Hiy=x+n,  x~S,(c.00) (4.54.2)
Ho:y=x,+n,  x,~5,(0,00) (4.54.b)

where the Gaussian white noise model is also a member of SaS distribution with

a=2 and represented as 1 ~ S,(c;,0,0).

For each hypothesis, the probability density function (pdf) f (y;H k) of a single
observation y shown in Figure 4.30 has been obtained by convolving pdfs of the

SaS and the Gaussian distributions as in Eq. 4.54a and Eq. 4.54b.



&9

fly;H)

Figure 4.30 Resultant normalized pdfs f (y;H k) for the hypothesis H, a, =0.5
(Solid), the hypothesis *H, @, =1.5(Dotted), o =1 for both hypotheses

ando; =0.1.

Neyman Pearson Detector for SaS Distribution Embedded in Gaussian Noise: The

decision statistics are obtained by applying the Neyman-Pearson test (Kay, 1993b):

A f(v;H)
Lly)="———-+<% 4.55
(y) f(y;Ho) >y ( )

where y is the threshold.

Since there does not exist an analytical expression for the probability density (pdf)
of the aS random variable, then the pdf of sum of SaS distribution with Gaussian
distribution has been numerically determined by using the characteristic functions of

the resultant densities in each hypothesis as

o0

f(y;Hk)=2l | exp(—iey—a“k o —aé@z)d@, k=0,[1. (4.56)
ﬂ.—oo
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Note that only asymptotic expansions for the pdf of SaS and for the pdf of the sum
of SaS random variables are available in (Tsihrintiz & Nikias, 1993), (Tsihrintiz &
Nikias, 1995). The probability of detection P, and the probability of false alarm P,

are defined as:

o0

P, = j 2l jexp(—iay ~ 6" - aé@z)dﬁdy (4.57)
viL(y)sy <%

0

_ 1 (_- g
PFA_V-L(J;)>},ZJ‘6XP ih—-o

—00

o] - aéez)dedy (4.58)

where the characteristic exponents a;, o and the scale parameters G, og are
assumed to be known because they are used for encoding the message signal in the
transmitter part of the random communication system proposed in (Cek & Savaci,
2009). The performance of the receiver has been analyzed obtaining ROCs (i.e., Pp
versus Pps) shown in Figure 4.31 for the different choices of characteristic

exponents.

0 ! ! ! ! ! ! ! ! !
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P FA

Figure 4.31 The variation of the ROCs with respect to the different characteristic

exponents where the fixed &; = 0.5 and «, =1.5 (Solid), &, =1.0 (Dashed-Dotted),

o, = 0.75 (Dotted). The scale parameters have been chosenas o, = 0.1, o =1.
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Figure 4.32 illustrates the effect of the Gaussian noise in the channel to the receiver
performance. It can be seen that when the Guassian interference increases then the

detection probability decreases.

0 1 1 1 1 1 1 1 1 1
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

|:)FA

Figure 4.32 The variation of the receiver operating characteristics with respect to the

different scale parameters of Gaussian noise where &, =0.5, a,=1.5, o =1 and

o, =0.001 (Solid),o; = 0.1 (Dashed-Dotted) and &, =10 (Dotted).

In fact, the distance between the densities can be a clue about the detection
performance of the detector. Therefore, under the binary hypothesis defined in
(4.54.a) and (4.54.b), we have computed the Hellinger distance (Scott, 1992)
between the pdfs as

N 12
d(f(v:H,). f(v;H, )= U(x/f(y;Hl) - Jf(y;Ho))zdyj : (4.59)

It can easily be seen in Figure 4.33 that the probability of detection increases if the

impulsiveness of the distribution “¢,” is increased in the Gaussian environment.
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Figure 4.33 For fixed ; (a; = 0.2), the Hellinger distance with respect to ¢, for various

Gaussian scale parameters O ;.

As conclusion, this Section addresses the problem of detection of the symmetric o-
stable distributed random signals which are mixed with white Gaussian noise by
observing single sample as:
The ROC:s indicate that the detectability of the single observation decreases when
the variance of the Gaussian noise increases. Because, if the variance of the
Gaussian density in the channel increases, then Hellinger distance between the

resulting densities fy(-) in each hypothesis decreases and hence due to the similar
f, s in each hypothesis the detection performance of the detector reduces,

If we do not choose the characteristic exponents (CE) of the SaS distributions in
each hypothesis close to each other, then the Hellinger distance between the
densities is increased and the detection probabilities can thus be increased. The

above discussions imply that the security can be increased if the closely chosen
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characteristic exponents of SaS distributions approach to the characteristic

exponent of the Gaussian noise in the channel.

4.4.2 Detection of Skewed a-Stable Distributed Signals in White Gaussian

Noise

In this subSection, the detection performances of the communication scheme which
use antipodal o-shift keying in its transmitter part and the FLOM method in its
receiver part has been given. Receiver Operating Characteristics (ROCs) (i.e., the
probability of detection P, versus the probability of false alarm P.,) have been
evaluated by applying the Neyman-Pearson test to obtain detection performance as
given in the previous Subsection. The contribution of this subSection is to find the
detection probabilities of skewed a-stable distributions embedded in Gaussian noise

environment.

Binary Hypothesis Testing (BHT) for detecting skewed aS distribution in
Gaussian noise environment:
The detector structure is designed under the hypotheses formulated below

Hi:y=x+n, xp~ Sy (a,ﬂ,O) (4.60.2)
Ho:y=x,+n, xXo ~ S, (0:=.0) (4.60.b)

where the Gaussian white noise model is also a member of SaS distribution with

a=2 and represented as 7 ~ S,(c,,0,0).

The probability of detection P, and the probability of false alarm P,, associated

with the skewed case are defined as:

(oo}

Po= | o fewlior-otid® siotoa.p)- oot o e
vilypr “F S

Pu= [ L Jewlior ool - it(0.0.p)- 020 ety 46
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Figure 4.34 Probability density function of summation of skewed a-stable and Gaussian
random variables is illustrated under various Gaussian noise variances and opposite

skewness (0=0.5).

It can be seen in Figure 4.34 that the Gaussian interference decreases the skewness of
the a-stable distribution and results in wider pdf. Therefore, more skewed
distribution will provide an increase in the detection probability. The detection

probabilities of the skewed a-stable distributed signals are shown in Figure 4.35.
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Figure 4.35 Illustration of probability of detection Pp versus probability of false alarm,

PFA ((120.6, GZO.S, GGZI).

The problem of detection of the skewed a-stable distributed random signals which
are mixed with white Gaussian noise by observing single sample has been addressed
in this subSection and the ROCs indicate that delectability of the single observation
decreases when the variance of the Gaussian noise increases. The above discussions
imply that the selection of more skewed stable signal will result increased detection

probability.



CHAPTER FIVE
CONCLUSIONS

In this thesis, novel signal processing techniques for designing secure
communication systems have been introduced. Instead of using any deterministic
signal as in the conventional spread spectrum techniques the newly introduced secure
digital communication scheme uses random signals which have a-stable distributions

as a random carrier.

Before discussing the proposed random communication schemes, fundamentals of
the chaotic communication schemes have been explained in the beginning of the
thesis since historically chaotic signals due to their noise-like spectrum have been
first studied extensively in the past twenty five years as an alternative spread

spectrum communication technique.

Besides the existing chaotic modulation techniques such as chaotic frequency and
pulse position modulation in the literature the new chaotic communication scheme
involving double sideband amplitude modulation has also been introduced as a novel
contribution. Since the modulation techniques using chaotic signals to spread the
spectrum can not be used in the high frequency range, the proposed study aims to
shift the frequency content of the message signal which is masked by the chaotic
signal by the carrier frequency in order to provide the chaotic communication for
possible wireless applications at high frequencies. The drawback of the proposed
method is weak robustness of the receiver when the signal to noise ratio decreases.

Therefore improvement in the performance of the receiver is needed as further work.

Although chaotic signals have been accepted as proper candidates because of their
broad-band nature, like noise signals but since the chaotic signals have low
fundamental frequencies and their power is concentrated at low frequencies, the
chaotic communication especially based on the masking techniques can be easily

broken by the methods explained in Chapter 2.

96
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In Chapter 3, as a contribution to the chaotic communication systems the security
performance have been improved by masking the chaotic signal with an impulsive
noise having alpha-stable distribution with specified distribution parameters before
transmitting the signal through the Gaussian noise channel. Since the noise model is
non-Gaussian, the tracking problem of the chaotic trajectory could not be solved by
suboptimal filters such as extended Kalman filtering. Therefore, the particle filtering
techniques which are based on Bayesian estimation have been considered for
filtering the noisy observations of the receiver. The proposed methods use SaS
random signal as a jammer through the channel and a broad-band signal can thus be
obtained. Since the characteristic exponent of the impulsive noise is assumed to be
known by the receiver, the noisy observation can be filtered by using particle
filtering techniques. It has been shown that SaS noise is a candidate tool for
increasing the security but the receiver performance for tracking the chaotic
trajectory may be poor. The disadvantage of the particle filtering based receiver is to
determine the prior density for the initiation of the filtering algorithm. To overcome
this problem initial densities have been estimated by observing the histogram of the
noise-free chaotic trajectory. The chaotic dynamics of Henon map has been
estimated in the non-Gaussian environment by using the particle filtering method. It
has been shown that the proposed method has a certain spectrum-spreading effect but
it can offer limited filtering performance if the distribution of the particles and prior

densities can not be chosen properly which is already an open problem.

In Chapter 4, novel random communication systems have been introduced based
on ca-stable distributions. The binary message has been modulated by a-stable
distributed signals with specified parameters such as characteristic exponent « and
skewness parameterfs. These parameters have been used to encode the binary
message signal. It was shown that the impulsiveness parameter “alpha” can be
properly estimated at the receiver if the length of the generated noise sequence is
properly chosen and from these estimated alpha values the binary message can be
decoded. Although, the effect of additive white Gaussian noise (AWGN) channel has
been observed as small deviations in the actual alpha values, by properly choosing

threshold in the detector the same amount of deviations occur in the alpha values and
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hence the actual message bits can be estimated. The receiver derives discriminating
information associated with the observed random signal which carries the binary

message.

Several methods have been given to design the receiver for estimating SaS
distributed random carrier signals in Section 4.2. The first method given in Section
4.2.1 is based on the least-square estimation and uses empirical characteristic
function. Although the stable distributions can not be formulated analytically, the
characteristic function of the stable distributions can be expressed analytically. The
estimate of the empirical characteristic function (ECF) can be directly obtained from
the observations. Using regression analysis, parameter estimation of the stable
distribution has been tried to be obtained by the least squares estimation. The bit
error rate (BER) performances have been realized for the least-squares estimation
method and it has been observed that the error probability in detection saturates even
though the energy of the random carrier comparatively higher with respect to the
Gaussian noise in the channel (i.e. dispersion ratio increases). This is because the
standard deviation of the parameter estimation is dramatically high so that erroneous
estimation has been obtained even while there is a weak interfering Gaussian noise in
the channel. On the other hand, since the method is computationally expensive, the
length of the SaS random signal is insufficient to perform a proper estimate. In
Section 4.2.2 by investigating the moment type estimator which is also based on the
use of ECF it has been concluded that the empirical characteristic function based

parameter estimation methods are not preferable for random communication systems.

In Section 4.2.3, the correntropy based receiver has been considered as an
alternative receiver model. Varying impulsiveness of the stable random signals by
changing the characteristic exponent has been modeled by using similarity measure
(auto-correntropy) between the samples of the observed signal in the receiver and the
random carriers. Since the Gaussian kernel can not successfully discriminate the
stable random signals with different characteristic exponents which represents the
binary codes of the message signal, fractional lower order moment has been

considered for defining the similarity. Due to computational complexity, the signal
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length for one bit duration has to be decreased compared to the other receiver
methods defined above that caused poorer bit error rate performance. Moreover, it
was observed that the standard deviation of the estimated auto-correntropy value for
the specified characteristic exponent increased while the characteristic exponent is
decreased. Therefore it is critical that the proper selection of relatively low
characteristic exponents near to each other to reduce the error performance of the

correntropy method.

The last receiver model given in Section 4.2.4 is based on density parameter
estimation method which uses the fractional lower order moments (FLOM) to detect
the distribution parameters of the observed random signal. More generally, since the
moments greater then the characteristic exponent of the stable distribution is infinite,
fractional lower order statistics is significant to extract the discriminative information
from the observations at the receiver. The performance of communication scheme
associated with density parameter estimation has been analyzed by computing bit
error rate (BER) performances. It is observed that, there are some critical points in
deciding the BER performance. First, when the alpha values of distributions are
decreased then the impulsiveness of the noise increases which causes poor bit error
rate performances. Second, when the characteristic exponents of the stable noise
signals are selected far from each other, the bit error rate increases. In order to reduce
the estimation error, the length of the noise sequence should be chosen sufficiently

large.

In Section 4.3.3, the skewness parameter S of the alpha-stable distribution has
been used to modulate the binary message while the characteristic exponents of the
random carriers are chosen equal to each other. The BER results illustrate that when
the value of skewness parameter is increased, the positive-skewed and negative-
skewed distributions can be more easily estimated. This causes decrease in the BER

performance of the system.

In Section 4.3.4, both characteristic exponents and skewness parameters of the

random carrier have been used for random communication in order to double the
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transmission speed. It has been observed that while the transmission speed is
increased, the BER performance becomes poorer since the estimation of the
skewness parameter depends on the estimated characteristic exponent. A possible
deviation on estimating the characteristic exponents brings a misleading estimation

on skewness parameter.

In Section 4.3.5, as another random communication scheme, instead of coding the
binary message bit with constant noise parameters, it has been considered to use
skewed a-stable distributed noise signal where the parameters of the parameters of
the noise is also taken from a known distribution. Since the stable noise parameters
are also changed for each message bit the possibility of the determining the
parameters by an intruder is also avoided and a higher security can thus be achieved.

The BER performance of the method can be increased by appropriate selection of the

threshold.

Since the purpose of using random signals for communication is to provide
security, in Section 4.4, the receiver operating characteristics (ROC) which identify
the detectability of the random signals under Gaussian contamination having

different stable distribution have been evaluated.

In Section 4.4.1, the problem of detection of the symmetric a-stable distributed
random signals which are mixed with white Gaussian noise by observing single
sample has been analyzed.The ROCs indicate that the detectability of the single
observation decreases when the variance of the Gaussian noise increases. Because, if
the variance of the Gaussian density in the channel increases, then the Hellinger
distance between the densities associated with each hypothesis decreases and hence
due to the smaller distance between the densities, the detection performance of the
detector reduces. If we do not choose the characteristic exponents of the SaS
distributions in each hypothesis close to each other, then the Hellinger distance
between the densities is increased and the detection probabilities can thus be

increased.



101

The above discussions imply that the security can be increased if the closely
chosen characteristic exponents of SaS distributions approach to the characteristic
exponent of the Gaussian noise in the channel. In Section 4.4.2, the construction and
performance of a skewed a-stable noise detector has been presented. As it is
expected, when the impulsiveness of the stable noise is increased, i.e. o parameter is
decreased, detection performance increases. The detectability of the proposed system

increases when the stable distribution is more skewed.

After the analysis given in Chapter 4, one can conclude that the random signals
with a-stable distributions can be proper carriers for secure random communication.
Bit error rate performance can be improved by choosing the more impulsive and/or
more skewed stable distributions. Since the detectability increases while the
impulsiveness and/or skewness are being increased, there is an inverse relation with
security and error performance. This trade-off should be taken into account before

designing the proposed random communication systems.

The proposed random communication schemes have been analyzed in memoryless
channels. In order to interpret the applicability of the method in wireless
communication systems, it is essential to analyze the proposed method under
interference of both random and deterministic signals, in different fading channels
such as Rayleigh and Rician fading which have memory. Analyzing the proposed
random communication scheme in such channel models will be the further
projections by deriving analytical or approximate models using covariation of the
stable distributions with time-delay models and source separation techniques like
independent component analysis (ICA). Although the proposed methods in the thesis
introduce several communications models for only single user, adaptation of time-
division multiple accesses (TDMA) for stable distributions and the analysis of the
multivariate stable-distributions will provide to develop multi-user secure-

communication systems as a further work.
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