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MODELING AND DESIGNING WIRELESS NETWORKS FOR
CORPORATIONS: SECURITY POLICIES AND RECONFIGURATION

ABSTRACT

This thesis gives an overview of fundamental weslaeetwork information and
wireless security issues. It provides a new poinwiew for successful wireless
network setting that will be followed in the plangiand implementing phases of
critical Wireless Local Area Network (WLAN) systemsspecially in the area of
potential Military applications. We analyze thestinmplications of the network
managers who will set up an official independent AMLor a secondary wireless
network as the extension of the currently used dvireetworks. Before the
deployment of a new wireless network, a detailegjgat plan should be taken into
consideration to figure out the pros and cons efribw architecture. After having
the necessary information on Army requirements emstraints for WLANs, and
discussing the implementation issues, a samplelessenetwork infrastructure
model is validated according to the conditions teritin the official directives. Next,
a reasonable policy that can be followed up byAhay is presented for future use.
This written document will help and lead networkmagers to follow up the future

probable WLAN practices.

Key Words: Wireless networks, wireless standards, wirelesargggcrequirements,

constraints, wireless policy, multi-layer security.



KURUMLAR ICIN KABLOSUZ BiLGISAYAR AGLARININ
MODELLEME VE TASARIMI: GUVENL K POLITIKALARI VE YEN iDEN
KONFIGURASYONU

0z

Bu tez ile Ozellikle Silahli Kuvvetler gibi goreve kullanilan bilgi yéninden
kritik sayilabilecek birimlerde tesis edilecek ol&ablosuz yerel alangarinin,
planlama ve projelendirmes@malarinda tGizerinde durulmasi gereken temel hususla
aciklanmgtir. Mevcut kablolu glarin uzantisi olarak veya farkli bir bélgede ikfal
kurulacak olan kablosuz bigdan dnce, ayrintili bir proje plani ele alinmaliyesi
yapinin kurulumu igin zorunlu olan hususlar ortgyeariimalidir. Tespit edilecek bu
bilgiler dogrultusunda resmi yonergelerde belirtilersldtara uygun olarak érnek bir
politika olusturulacaktir. Kritik fonksiyonlari oldgunu diglinen organizasyonlar bu
politika ile g kullanim karari dncesinde veya daha sonraki muétdemablosuz

uygulamalarda dgru bir yol izleyebileceklerdir.

Anahtar sozcukler: Kablosuz bilgisayar@ari, kablosuz g standartlari, kablosuza

guvenlii, gereksinimler, kisitlar, kablosuz @olitikasi, cok-katmanli givenlik.
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CHAPTER ONE
INTRODUCTION

1.1 General

Wireless LAN has become increasingly popular in recent years due to its
advantages of simplicity and mobility. However, lots of WLAN deployments are also
held back because of security concerns. When it is thought about connecting wireless
devices into a mission-critical network system, such as Military and Private
Networks, it istotally prohibited for a number of extremely serious risks, threats, and

vulnerabilities associated with wireless communications.

The idea for this thesis is based on that the most important improvements in the
21st Century for Information Technologies are in the area of wireless systems. There
is aways a new story of a government or any other organization setting up a WLAN
for public use. The most common thought for the users in either organizational or
individual applications is whether wireless networks are adaptable to some criteria
such as cheapness, portability, practicality, security, reliability, durability, and time
saving. If it is thought what the wireless network means for an end user, the first
issue that he/she will look for the answers is to learn what the mobile equipment can

be and which applications can help him/her to use this network.

The purpose of this research is to build up a general model of Wireless LANSs for
corporations and find proper ways to implement it with the necessary security and
configuration policies in the Army. Since Army is a mobile and deployable force, it
requires both classified and unclassified data transfers over the wireless links.
Therefore, integrating Wireless Local Area Networks (WLAN) to existing official
wired network infrastructure could be beneficial to certain tactical military
operations. Because it would decrease the time needed to set up, costs associated
with laying wires, and manpower needs required to install, operate, and maintain the
local area network (LAN).



With technological advances in WLAN communicationsecurity and
management, the existing threats and vulneralsilitieay be mitigated to an
acceptable level. In recent years, several reseexdiave studied the vulnerabilities
present in the encryption protocols and authemtinainechanisms associated with
IEEE 802.11 based networks and the proactive mamege capabilities. These
researches have led to the creation of protocensitins and replacement proposals
such as WPA, 802.11i, 802.1x, and suitable managerno®ls for on-demand

wireless LAN infrastructures.

1.2 Motivation

It shouldn't be neglected how important communarat are, even though the
utmost importance is water, food, and medical depplit may be seen wireless
internet as a way to surf the net, download vidmas$ music, conduct business, and
just for plain fun. Communications of all sortsvery important. Those that are
“missing” but still alive, who have no other waydommunicate with loved ones all

over the world, could mail their family to let theknow their status.

Wireless Internet is probably the only viable me&or rescue and relief workers
to communicate when the cellular or the conventiselaphony is down. Hospitals,
shelters, relief agencies need to communicate @@th other for disaster relief.
Agencies in the devastated areas could use thenéttéo communicate with their
units in other countries, to order supplies, oreguest what is needed. Additionally,
in terms of tracking data and making informed deais from command centers,
Internet-transmitted information in the form of texyictures, video, etc., is an

effective tool than telephone.

Over the last century, advances in wireless tedgyohave led to the radio, the
television, the mobile telephone, and the commuiticasatellites. All types of
information can now be sent almost every cornghefworld. Recently, a great deal
of attention has been focused on satellite comnatinie, wireless networking, and

cellular technology.



Wireless LANs provide flexible installation, cogfiration and mobility in

network environment. Key issues in implementingieeless LAN are:

-Range and coverage,

-Throughput,

-Interoperability with wired infrastructure,
-Interoperability with wireless infrastructure,
-Interference and co-existence,

-Simplicity and ease of use,

-Security and Safety,

-Network management,

-Cost, Scalability,

-Battery life for mobile platforms.

Wireless systems have to be treated just likewire net. Both nets require
registration, and both nets need to know who andravlyou are and how you are
accessing to them. If you are not a known entityeavor wireless, you get shut
down. A wireless LAN is not much more expensivantta wired LAN, and the
maintenance costs are even lower. There is no oisvork solution that is more
flexible, secure and easier to implement than tiveless LAN (Nichols, R.K., &
Lekkas, P.C., 2002).

1.3Problem Statement And Approach

Due to their characteristics, the wireless and ifaaletworks have much harder
security requirement. Wireless communications cammiore easily hacked than the
wired networks. The other area where the secws#iydas of the mobile environment
are stressed, focuses at providing a seamless ngoégvironment for mobile users
where the wireless network is as secure as thedwistwork to prevent security

holes.



Even more than the traditional hardwired LANs,wwk security is an essential
complement to IEEE 802.11 network connectivity. 8exe the traffic is transmitted

over the radio and nobody has a direct controt @ is listening or transmitting.

There are two major components of the Wi-Fi ségymioblem. One is assuring
the privacy of the data transmitted over the nekvemainst eavesdroppers. The other
is protecting the network itself against intrusiemauthorized PCs may attempt to
piggyback on the network, stealing bandwidth thstpaid for. Even worse,
unauthorized Access Points can be used to mourdrigty of other dangerous

attacks including listening to, diverting, or imapting network traffic.

Finally, the goal of this thesis is to create @#i procedures for modeling and
designing a WLAN for corporations with the propeecsrity concerns and

configuration techniques.

1.40verview And Style Of This Thesis

The security issues of wireless networks are wdiffe from the wired networks.
The basic objective behind securing networks nambl confidentiality, non-
repudiation and data integrity holds good respeatiteless as well. However, the
dynamic environments make it more difficult to @@ security. This thesis gives a
detailed look into various security schemes in l@ge networks incorporated into
wireless LAN standards, cryptographic and authatita protocols, and wireless

applications and management functions.

The rising of Wi-Fi for home networks may raisecwdty concerns for
organizations. With the increase in telecommuting eonsulting, IT managers need
to be alert to the possibility that employees asndmitting sensitive data over
unsecured networks. As a result, the employee’sehoeeds to be at least as secure

as his office environment.



It is hoped that this paper will provide a valabummary of wireless local area
networks and introduce a possible wireless netwmokcy and an architecture

model. The plan of the thesis is considered asal@ving list:

Chapter 1 is an introduction to the subject, idclg a summary of historical
information for wireless technology and network$fieTchapter provides the basic

effects of wireless systems.

Chapter 2 is devoted to a review of Wireless Nekwolt concentrates on the
general information about important wireless issusnely wireless technologies,

architecture, wireless network standards, and aaitagement systems.

Chapter 3 gives a typical overview of basic sdgussues that will be followed in
the planning and implementing phases of critical AMLsystems especially in the
area of potential Military applications. It inclielundamental security issues,

concerns, and wireless security standards.

Chapter 4 examines wireless networks and the egselnfrastructures together

with different aspects of wireless problems anditsmhs considered.

Chapter 5 describes a new approach to set upedessrlocal area network model
with the proper ways in an area and explain the mom procedures for the
companies that are willing to apply them. It begivith a set of guiding principles,
and identifies the historical context from whicle thesign borrows many facets. It
then provides an overview of the major componehthi® design and presents each
of them in turn. It mainly focuses on the secuisgues, the latest security protocols,
and reconfiguration techniques for wireless devitiesnalyzes the first implications
from the point of network managers or CIS planndrs,set up an official

independent WLAN or as an extension of the curyeudled wired networks.



Chapter 6 represents a layered approach to WérdlAsl security concerns. It
provides and overview of current security probleand reviews a general model of

the applicable multi-level security policy.

Chapter 7 details the implementation of the sangpplication programs of a
probable wireless LAN prototype for the army umitlahe evaluation of it with the
aforementioned policies. The chapter begins widsé¢hgoals and then presents some
technical details of the contents, and proceedesaribe the implementation of each

basic component. It includes the description ofatieptive applications.

Chapter 8 concludes with a summary and identificabf key contributions and
main findings of this thesis and addresses theilpesavenues of further research

based on this work.



CHAPTER TWO
WIRELESSNETWORKS

2.1 Overview

Wireless Networks focus on networking and différeiser requirements like
network architecture for personal communicationsteays, wireless LANs, radio,
tactical, and other wireless systems (Rappapoi$., TL996). The demand will

continue to grow in the new century.

A wireless system brings fundamental changes téwarking. It uses
electromagnetic airwaves (radio or infrared) to ommicate from one point to
another instead of cabling. Radio waves are ofefermred to as radio carriers,
because they simply perform the function of delivgrenergy to a remote receiver.
The data being transmitted is modulated on theoradirrier, so that it can be

accurately extracted at the receiving end.

2.2WirdessLAN Technologies

Wireless LANs employ radio frequency (RF) and anéd (IR) electromagnetic
airwaves to transfer data from point to point. Eabl1 below lists the frequency and

wavelength numbers of the three wave types us#teiwireless networking.

Table 2.1 Frequencies and Wavelength

Wave Type Frequency (Hz) Wavelength (m)
Radio <1x10 >1x10"
Microwave 3x10 - 3x106* 1x10° — 1x10"
Infrared 3x10™- 4x10" 7x10" - 1x10°

The Federal Communications Commission (FCC) agdreeral world agreement

set aside radio frequencies that are availablauhlicensed commercial use. These




Industrial, Scientific and Medical (ISM) bands indé the 900 MHz, 2.4 GHz, and 5

GHz bands that are used by many commercial wiregl@ssnunication devices.

Several transmission mediums are capable of &eisf) data across airwaves.
Each technology comes with its own set of advargtagel limitations. Narrowband,
wideband radio systems and Infrared systems aredaéng technologies being used

by the wireless industry.

2.2.1 Narrowband Technology

A narrowband radio system transmits and receiges information on a specific
radio frequency. It keeps the radio signal freqyeas narrow as possible to pass the
information. Undesirable crosstalk between chanrislsavoided by carefully
assigning different users on different channeldetgies (Wireless LAN, 2004). In
a radio system, privacy and noninterference areraptished by using separate radio
frequencies. The radio receiver filters out allioadignals except the designated
frequency. A private telephone line is like a sengddio frequency. When each home
in a neighborhood has its own private telephone, lthey can not listen the calls

made in the other homes.

From a customer standpoint, one drawback of ndraoa technology is that the

end-user must obtain an FCC license for each sigranit is employed.

2.2.2 Spread Spectrum Technology

Most wireless LAN systems use the spread spectaamnology. Initiated from
military technology, spread spectrum became thal vibmponent for systems
ranging from cellular to WLAN systems. More thamalf century ago, the spread
spectrum concept was introduced to solve the prolreliable communications in
the presence of intensive jamming (Marvin K.S., &@a, J.K., 2001). It uses
wideband, noise-like signals that are hard to defidus technique spreads the signal

over a wider band by spreading the code in botéssidhis increases the bandwidth



of signals. The receiver should know the parametktise band. If the receiver is not
tuned to the right frequency, the signal looks Bkbackground noise. There are two

types of spread spectrum technology used in WLANS;

2.2.2.1Frequency Hopping Spread Spectrum (FHSS)

FHSS uses a narrowband carrier that shifts frecyuena pattern known to both
transmitter and receiver. This means that the fRqu shifting spreads the
transmission over a wide frequency band. When iprisperly synchronized, it
functions as a single logical channel. It appearset a short-duration impulse noise

to a receiver that doesn’t know the hopping pattern

The hopping sequence should try to avoid seleatfadjacent cells. FHSS shows
resistance to jamming unless the Jammer jams edjuéncies. Collision in one or
more frequencies can be recoverable. Spendinginte tb change the frequency
introduces delay in transmission time. The FHSS3esys are very cheap. Due to its
limited ability to achieve higher data rates, tloloiwing techniques overtake the

market shares.

2.2.2.2Direct Sequence Spread Spectrum (DSSS)

In DSSS, a radio carrier is modulated by a diggiginal. DSSS generates a
redundant bit pattern for each bit to be transmhitfEhis bit pattern is called a chip
(or chipping code). The longer the chip, the gret¢éhe probability that the original

data can be recovered.

NO VISIBLE RF SIGNAL
AT CENTER FREQUENCY

NOISE-LIKE _
AF OUTPUT ™

* TOTAL BANDWIDTH 500kHz TO SEVERAL MHz

Figure 2.1 Direct Sequence Spread Spectrum
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The disadvantage is that it requires more bandw(Eigure 2.1). If one or more
bits in the chip are damaged during transmissitatistical techniqgues embedded in
the radio can recover the original data without tleed for retransmission. DSSS
appears as low-power wideband noise and is rejdstedost narrow band receivers

to an unintended receiver.

The main problem with DSSS is the “Near-far effethis problem exists when
an interfering transmitter is closer to the receitrean the original transmitter. The
DSSS system also consumes more power than the B#S§&m, since it is more
complicated. On the other hand, the DSSS is mose&stamt to interference than
FHSS. Transmission time in DSSS is shorter than &H$nce it doesn’t wait to

change the frequency.

2.2.2.30rthogonal Frequency Division Multiplexing (OFDM)

OFDM divides the allocated frequency range intb-seanges that simultaneously
transmit the pieces of the data stream. The maaearais the system has, the more
data can be transmitted in parallel, and the greladamdwidth can be achieved.
Depending on the bandwidth requirements, OFDM nmagley different modulation
methods like phase-shift or amplitude-shift (Wissldechnology, 2003).

2.2.3 Infrared Technology (IR)

The IR is another specification introduced by IEE.11. Infrared transmission
requires line of sight and is very susceptibleetitection. As a result, it has very low

range and confined to a room, since the signalsioaipass through the walls.

Infrared technology is rarely used in WLANs. IRs®ms use very high
frequencies to carry data. IR cannot penetrate wpagpjects. This limits the
transmission capability to a direct line of sight a diffuse method of
communications. Diffuse communications alleviate treed for line of sight path.

Transmission distance is limited in comparison wifHSS and DSSS
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communications. Reflective IR wireless LAN systedts not require line-of-sight,
but IR cells are limited to individual rooms. Inexysive directed systems provide
very limited range (1 m.) and typically are used personal area networks, but
occasionally are used in specific wireless LAN aggtions. It is already commonly
used in remote control of TVs, VCD and DVD playdrdrared technology is also
used and developed for remote control of envirortaleystems, personal computers
and talking signs. High performance directed IRmgractical for mobile users and
is therefore used only to implement fixed sub-nekso(Krolak, M.K, & Novak,
M.E., n.d).

2.3 Wireless LAN Contents

When we look at the devices used at the clierg sida WLAN, they are not
totally different from the ones in a regular wireetwork. The only differences are
wireless devices, network adapters, Access Poard, Application Connectivity

Software.

2.3.1 Wireless Devices

Many types of computer devices operate on a vasahetwork (Figure 2.2). Users
can adapt many existing computer devices to opeoatea wireless network.
Computer devices are often small to support madydplications, and practical for
people to carry with them.

Figure 2.2 Wireless Devices
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2.3.2 Wireless Network Cards

Each computer on the wireless network needs aptexdal’ he network interface
card (NIC) provides the interface between the caempdevice and the wireless
infrastructure. End users access the wireless LANugh these adapters which are
implemented as PC cards. The NIC fits inside thenputter device, but external
network adapters are also available that plug id esmain outside the device.
Wireless network interface cards come as PC c&/88 adapters, compact flash

cards, or PCI cards.

A wireless NIC includes an antenna that convelgstecal signals to radio or
light waves for propagation through the air. Ant@aremploy many structures, and

they can be external, internal, permanent, or tetale.
2.3.3 Access Points and Access Controllers

Access points are the primary components in WLANaistructure (Figure 2.3).
In a typical wireless LAN configuration, a transtaifreceiver (transceiver) device,
called an access point, connects to the wired rm&tfrom a fixed location using
standard cabling. An access point represents aigdrase station for wireless LAN.
The 802.11 standard defines an access point asnengoication hub for wireless
users to connect to a wired distribution system.aAminimum, the access point
receives, buffers, and transmits data between theless LAN and the wired
network infrastructure. A single access point cappsrt a small group of users and

function within a range of less than one hundreskteeral hundred meters.

-l
5

,

Figure 2.3 Access Points
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A collection of access points within a WLAN, supisoroaming throughout the
facility. Access points also play a major role noyiding better wireless security and
control of users in a shared radio environmenthitnabsence of adequate security,
qguality of service, and roaming mechanisms in wsel network standards,
companies offer access control solutions to sttegtwireless systems. The key
component to these solutions is an access comralléch is typically hardware that
resides on the wired portion of the network betwéa®m access points and the
protected side of the network. Access controllamvipe centralized intelligence
behind the access points to regulate traffic betwibe open wireless network and
important resources. In some cases, the acces$ qamtains the access control

function.

2.3.4 Application Connectivity Software

Each wireless device has an operating systemopérating system runs software
needed to realize the wireless network applicationsome cases, the operating
system has built-in features that enhance wiretlessorks. For example, Windows
XP has the ability to automatically identify andsesiate with WLANs. Moving
between different network technologies and locatioan be a problem for many
users with mobile and wireless devices. Switchiegween Ethernet and WLAN

connectivity requires a detailed setup of someigordtion parameters.

Common applications like Web and e-mail performmyverell on the wireless
client device. Users may lose a wireless connectiom time to time, but the
protocols in use are always resilient. Beyond thagglications, however, it will
likely be necessary to incorporate connectivitftvgare that provides an interface
between a user’s client device and the end systemtaining an application or

database.



14

2.4Wireless System Architecture

In many ways, 802.11 networking are very much Hkleernet networking (Figure
2.4). As seen in the figure, mobility is limited tbe link layer. Network layer
mobility is not generally available on the IP netk® The topology shown in the
figure provides mobility between APs connectedhis Wwired network backbone. All
of the usual TCP/IP services, such as Domain Naemeic® (DNS), and Dynamic
Host Configuration Protocol (DHCP) should also bevpled in this network.
Beyond considerations due to the physical envirorimeireless networks often
extend an existing wired infrastructure The wiredrastructure may be quite

complex to begin with, especially if it spans sevéwildings in a campus setting.

RADIUS / Server
Sarver

Internal
nerwork

PKI / Wain firaveall

-

Imtemet

Acress mnltrol device DHLF server
{rauter, firewall, VPN, 2tc.) [Web documentatian,
drivers, ete,)

| Access point fackbane
| nerwk

Y Y 6 &

A

- .
J ~

-
Wireless chient

Figure 2.4 A sample Wireless Infrastructure

However, the current industry debates about thative merits of a centralized
WLAN architecture using WLAN switch (Figure 2.5) rgas the more common

distributed IEEE 802.11 access point architecture.
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Wireless LAN Architecture
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Wired Network Backbone [Ethernet)

Figure 2.5 WLAN switch versus access point archiber

2.4.1 Infrastructure Mode

Infrastructure mode wireless networking joins aeldss network to a wired
Ethernet network. It also supports central conneagpboints for wireless clients. Most
of the wireless mobile computing applications todaguire single hop wireless

connectivity to the wired network.

AP is required for infrastructure mode wirelessnmeking. To join the WLAN,
AP and all wireless clients must be configured $e the same network name. The
AP is than cabled to the wired network to allow eléss clients access to the
network, for example, Internet connections or st Additional APs can be added
to the WLAN to increase the coverage of the inflagtire and support any number

of wireless clients.

Infrastructure mode networks offer the advantadesaalability, centralized
management of security and improved coverage. T$addantage of infrastructure

wireless networks is simply the additional cosptmchase AP hardware.



16
2.4.2 Ad Hoc Mode

When there is no wired backbone infrastructurdlabke for a group of mobile
hosts or there also might be situations in whidtireeup fixed access points is not a
viable solution due to cost, convenience, and perdmce considerations, an Ad Hoc

network can be formed.

On wireless computer networks, ad hoc mode is thodefor wireless devices to
directly communicate with each other. Operatinghis mode, allows all wireless
devices within the range of each other to disc@aret communicate in peer-to-peer
fashion without involving central access points. Set up an ad hoc network, each
wireless adapter must be configured for ad hoc mudesus the alternative
infrastructure mode. Ad hoc wireless networks elmté the complexities of
infrastructure setup and administration, enabliagicks to create and join networks

“on the fly” anywhere, anytime, for virtually anpplication.

In Ad hoc networks, each node is a mobile routguigped with a wireless
transceiver. A node message goes to the other thatlés in the transmission range
of the first node or transferred between nodes #rat indirectly connected via
multiple hops through some other intermediate nodbg is shown in Figure 2.6.
Node C and node F are outside the wireless trasgmisange of each other, but still

able to communicate via the intermediate node Duttiple hops (Craig, M., 2004).

©
~
O N e

Figure 2.6 Basic structure of an ad hoc network

Ad Hoc Mobile Wireless Networks introduce detaileg@plication scenarios

ranging from home and car to office and battlefiélgplications of ad hoc networks
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include military tactical communications, emergencglief operations, and
commercial and educational use. The field is rgpicthming of age, reflecting

powerful advances in protocols, systems, and realewnmplementation experience.

2.4.2.1Mobile Ad hoc Networking (MANET)

MANET is an autonomous collection of mobile uséise nodes are mobile and
the network topology may change rapidly and unmtetly over time. The network
is decentralized, where all network activity indhgl discovering the topology and

delivering messages must be executed by the nbdesselves.

Factors such as variable wireless link qualitppaigation path loss, fading, multi
user interference, power expended, and topologltaihges, become relevant issues.
The network should be able to adaptively alterrthgting paths to alleviate any of
these effects. Moreover, in a military environmeamgservation of security, latency,
reliability, intentional jamming, and recovery frofailure are significant concerns.
Military networks are designed to maintain a lovelability of intercept and/or a
low probability of detection. Hence, nodes preferradiate as little power as
necessary and transmit ia$requently as possible, thus decreasing the fittyaof

detection or interception (Mobile ad-hoc networkd)n

2.5Wireless LAN Standards

The standards are one of the important parts efd#cision making involved in
deploying a WLAN. Standards rarely introduce a rehnology. Instead, they
create common ways for a WLAN to be created, moaitpand managed. Vendors
use the standards as a foundation and add unigakleast distinguishing features

and functions to the standard.

Allocated frequency bands for wireless LAN apgiicas are typically in 2.4 GHz
and 5 GHz ranges where the bandwidth is scarceirmmduch demand. WLAN
system at 2.4 GHz must meet ISM (Industrial, Sdientand Medical) band
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requirements. The IEEE 802.11 standard supports BASS and DSSS techniques

for this band.

Table 2.2 helps to differentiate between the aWdd#l wireless networking

standards and choose which standard might beghefii for the organization.

Table 2.2 Wireless LAN Standards

Standard Data Rate Frequency Modulation

IEEE 802.11 up to 2 Mbps 2.4 GHz FHSS or DSSS
IEEE 802.11a up to 54 Mbps 5 GHz OFDM
IEEE 802.11b up to 11 Mbps 2.4 GHz DSSS
IEEE 802.11g up to 54 Mbps 2.4 GHz DSSS or OFDM
Bluetooth up to 2 Mbps 2.4 GHz FHSS
HomeRF up to 10 Mbps 2.4 GHz FHSS
HiperLAN/1 up to 20 Mbps 5 GHz CSMA/CA
HiperLAN/2 up to 54 Mbps 5 GHz OFDM

2.5.1 802.11

802.11 refers to a family of specifications depeld by the IEEE for wireless

LAN technology. 802.11 specifies an over-the-aieiface between a wireless client
and a base station or between two wireless clidiis.bandwidth of 802.11 is 1 or 2
Mbps and operates at 2.4 GHz band using FHSS oiSD¥Be IEEE accepted the

specification in 1997.

The advantages of a 2.4 GHz wireless network d@ela higher data rate and it's
an Institute of Electrical and Electronics Engirse@EEE) open standard-enabling
mobile devices to communicate with a wired netwankl run any software, just like
an ordinary workstation. 2.4 GHz wireless LAN i® throper technical foundation
for the future. It allows remote computers to us8raphical User Interface (GUI),

transfer files and can support emerging Voice-dRPefvolP) technology.
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2.5.2 802.11b

Wireless LAN technology standard 802.11b has ttiengest momentum to
becoming the main standard for corporate internaéless LAN networks. The
bandwidth of 802.11b is 11 Mbps and operates atGH4 Frequency. 802.11b was
1999 ratification to the original 802.11 standaatipwing wireless functionality

comparable to Ethernet.

802.11b specifies the High Rate extension of tH¥ For the DSSS system in 2.4
GHz band designated for ISM applications. This esien of the DSSS system
provides 5.5 Mbps and 11 Mbps payload data rategrévide the higher rates, 8-
chip complementary code keying (CCK) is employedttes modulation scheme
together with DSSS (IEEE Std. 802.11b, 1999).

2.5.3 802.11a

The successor of the current 802.11b standar@®sl®a and is designed to be
faster and operate at a different frequency. IEBE.Bla has been developed to
provide high data rate service at 5 GHz U-NII barl&&E 802.11a selects multi-
carrier modulation. Multi-carrier modulation is drang candidate for packet
switched wireless applications and offers sevedhlaatages over single carrier
approaches. The OFDM system is a viable solutioacddommodating 6-54 Mbps
data rates.

802.11a specifies the Physical Layer entity foO&DM system and the additions
that have to be made to the base standard IEER B@2.accommodate the OFDM
PHY. It runs in 5 GHz band, free from the crowded @Hz band used by 802.11b
and g (and microwave ovens and Bluetooth). HoweNdg mainly used in U.S,
since the band generally are used by Civilian Omgdions in Europe. The OFDM
system provides a wireless LAN with data payloachmnication capabilities of 6,
9,12, 18, 24, 36, 48, and 54 Mbps (IEEE Std. 802.1999).
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802.11a quietly is gaining ground as a wirelesdNLgtandard of choice. At sites
where these deployments are unfolding, users s&y188 delivers two critical
advantages with its added capacity and lack ofrfirtence (Singh, S., 1996). It
offers 12 to 24 radio channels instead of 802.Ibgs three channels, so far more
throughput to many users can be given. When 802ptdducts emerged in 2001,
early products had range problems and were morensie than 802.11g or b
products. However, 802.11a users say the addeditapad lack of interference are

worth the extra money.

Faced with an array of network infrastructure rse@d end-user demand, network
executives are adding 802.11a technology to oldérAMé or deploying from
scratch wireless networks that can support the 8V892.11a and g and the older
11Mbps 802.11b.

A company can choose to overlay 802.11a on anl&02network or go with
802.11a/g for brand-new networks. They are futumsfing themselves. While
some organizations with 802.11b or even 802.11dtmigcourage big file transfers,
others are turning to 11a as a means of making WA&.&\er more capable. They run
with streaming video now (It is just like a TV, yaualk all around campus and
watch TV on the notebook).

2.5.4 802.11g

802.11g is a new physical layer within the IEER28Q standard family. 802.11g
specifies further rate extension of the PHY for B8SS system. This is known as
the Extended Rate PHY (ERP) and operates in th&BZISM band. Data rates are
1, 2, 5.5, and 11 Mbps. 802.11g provides additipagload data rates of 6, 9, 12, 18,
24, 36, 48, and 54 Mbps (Molnar, D., 2003). It plEEE 802.11b that has achieved
enormous success in the marketplace, and the lkeseam but higher performance
IEEE 802.11a (Craig, M., 2004). In addition, in tfa802.11g will be completely
backwards compatible with 802.11b.
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It will work with the existing 802.11 MAC (mediurccess control layer) and all
of the proposed enhancements for 802.11, like 892vithich will have improved
security. Moreover, all other network operatingteys features which are looked for
file transfers will still be available in the 802d standard. There are wide varieties
of 802.11g infrastructure products, including theisat are aimed at the enterprise
market. The Wi-Fi Alliance, which certifies intemability, will have a chance to do
that with 802.11g products.

If there is an access point with 11g, and thermnis computer connected to it with
11b, then everyone else on that access point hasitat the 11b rate. If the access

points are on the same channel, interference occurs

2.5.5 Problems with 802.11

Enterprise users rarely ran into bandwidth prolslemapacity issues, or radio
channel conflicts, because 802.11b and then 802y MM AN deployments tend to
be relatively small,. More users are wireless, i@pfibns are more demanding and
the executives are considering adding VolP to theirANs. As a result, WLAN
infrastructures are being designed with both freaguéands in mind, and sometimes
all three WLAN standards.

Aside from complex software and hardware issugsk bf a uniform wireless
protocol in the U.S. is hampering product developimend making compatibility
difficult if not impossible. Wireless industry stards could emerge within the next

year, in time to support third-generation (3G) \gss product development.

2.5.6 HiperLAN/2

HiperLAN/2,which stands for High Performance Radaral Area Network, is a
wireless LAN standard. HiperLAN/2 defines a veryiaént, high-speed wireless
LAN technology that fully meets the requirementssairope’s spectrum regulatory.

Similar to IEEE 802.11a, HiperLAN/2 operates in th&Hz frequency band using
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OFDM and offers data rates of up to 54 Mbps. Int,fabe physical layer of
HiperLAN/2 is very similar to the one that 802.1de&fines.

2.5.6.1Basic Differences

The similarities between 802.11a and HiperLANAZpsat the MAC layer. While
802.11a uses CSMA/CA (Carrier Sense Multiple Acaegls Collision Avoidance)
to transmit packets, HiperLAN/2 uses TDMA (Time Bion Multiple Access). The
use of TDMA offers a regular time relationship feetwork access. TDMA systems
dynamically assign each station a time slot basedthe station’s need for
throughput. The stations then transmit at reguléervals during their respective
time slots, making more efficiently use of the mediand improving support of

voice and video applications.

2.5.6.2HiperLAN/2 Features

HiperLAN/2 has a number of attractive features@spared to 802.11. The first,
and probably most important, is higher throughputalso implements quality of
service protocols for different sorts of connecsiohis allows HiperLAN/2 to
support the transmission of data, video, and vdicanique feature of HiperLAN/2
technology is the ability to interface with othagtspeed networks, including 3G
cellular, ATM (Asynchronous Transfer Mode), and estinternet protocol based
networks. This is a real advantage when integrafifigeless LANs with cellular

systems and wide area networks (Geier, J., 2003).

2.5.7 Bluetooth

Bluetooth is a wireless personal area-networkiVAN) standard. Its goal is to
enable users to connect many different computirdytalecommunications devices
easily and simply, without the cables. It operatethe unlicensed 2.4 GHz band of

radio spectrum. Its range is too short and itsughput speed is too low (1Mbps).
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Bluetooth devices can coexist peacefully and inesa@amses interoperate with Wi-Fi

network (Wireless technology, 2005).

Bluetooth connects peripherals without cables.déayds, optical mice, printers,
digital cameras, and PDAs that employ Bluetoothadready available. All of these

devices can communicate and operate without usswvantion.

2.5.8 Metropolitan Area Network /WiMAX

WIMAX is a wireless networking standard (based I&EE 802.16 wireless
broadband standard specification) that providesh-tiigoughput broadband
connections over long distances. WiMAX will transtiata at about 70 Mbps over a
distance of 30 miles to thousand of users fromsz lsgation. WiMAX technology is
about to revolutionize the broadband wireless h@eaccess industry. It can be used
for a number of applications, including “last milefoadband connections, hotspots,
and cellular backhaul, and high-speed enterprismextivity (such as DSL, T1/E1)
for business (WiMAX in Action, n.d).

2.6Management Systems

Wireless LANs are just like other LANSs, exceptttii@ connection. This implies
that managing a wireless LAN shouldn’t be differéeim managing a wired LAN.
Such matters as traffic monitoring, user throughpatl security are managed in the

wireless domain just as they are on wire (Craig,2004).

However, wireless introduces a number of otheeredting problems and
challenges. First, wireless network performancebéecoming more and more
important for enterprises deploying business-a@itigvireless networks. As the
networks grow in size and become an integral parouw daily life, throughput
intensive applications like voice over WLAN, contetelivery are also gaining
popularity. In such applications, where networkotlghput performance is critical,

detailed network planning, monitoring, and managenbecome essential. Network
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planning includes detailed site surveys, deterngirtimle number of access points,

locations, AP configurations.

2.6.1 Airwave Management

Airwave management deal specifically with the wess part of a wireless LAN.
Capabilities like monitoring for unauthorized usedgnial of service attacks, and
rogue APs are included. Airwave management tooés aften implemented as
software in notebook computers or even PDAs, amdfamdamentally ad-hoc in
nature. It's also possible to use tools called oetvanalyzers or spectrum analyzers
to look at the energy present in the air at sped¢ifquencies in specific locations,
independent of WLAN (and other) protocols. Thesevicks can be useful in
debugging interference-related problems and otheguels related to radio

propagation.

2.6.2 WLAN Management

This is the set of capabilities usually providehva WLAN product or a third-
party WLAN management tool. It is implemented iftware that runs on a server or
appliance. User management, monitoring, and segcuyrdlicy definition and
execution, are included among other functions thought that WLAN management
will eventually contain many of the airwave managemtools, as APs and air

monitors.

2.6.3 Network Management

This is the functionality included in large-scaletwork-management tools, like
HP’s OpenView, and Micromuse’s NetCool., IBM’'s Tivand CA’s Unicenter.
These products have many features for the WLAN mament. They are further
motivated by customer demands for more integratetwaork and WLAN

management features.



CHAPTER THREE
WIRELESS SECURITY

3.1 Introduction

An increasing number of government agencies, legs#s, and home users are
using or at least considering using wireless teldgies in their environments.
Agencies should be aware of the security risksaatem with wireless technologies.
A WLAN is different from a wired LAN, in the fachat RF waves travel through
physical barriers that enter into the public domaimich are now accessible by
anyone. There is not a clear violation of the comyfsmproperty rights, if the WLAN
is locked down to prevent open authentication.t&fjias need to be developed in
order to mitigate risks as wireless technologies iategrated into their computing

environments.

The flexibility and mobility of wireless LAN teclofogy can deliver significant
advantages. Because WLAN technology is based aa veale transmissions, it has
provoked legitimate concerns about network securithie further widespread
deployment of WLANs depends on whether secure miing can be achieved. In
order for critical data and services to be delideveer WLANS, a reasonable level of
security must be guaranteed. Both network accedglata protection issues known
as authentication and encryption need to be adebigs4olnar, D., 2003) to protect a

wireless LAN network,

Wireless technology, by its nature, violates fundatal security principles. It
does not ensure the identity of the user and theedauthentication), nor prevent
the sender of the message from denying he or skeséat (non repudiation)
(Nichols, R.K., & Lekkas, P.C., 2002).

In the corporate world, it is unthinkable to implent an IT strategy without a

significant emphasis on security. Faced with a Igighompetitive business

environment, enterprises are under great presewrnsure the security of a broad

25
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range of both internal and external informatione3é enterprises face potentially
crippling loss if information such as personal cammications, personal records, and
customer data and more importantly Government ofitavif based data is

inappropriately changed, accessed, or stolen.

802.11 networks have unigue vulnerabilities. Wssl networks cannot be
physically secured the same way a wired network loan An attack against a
wireless network can take place anywhere: frormthé office, the parking lot of the

building, or across the street in the park.

Understanding the details of various attacks agahme wireless infrastructure is
critical to determining how to defend the netwo&ome attacks are easy to
implement but aren’t particularly dangerous. Othtteicks are much more difficult to
mount but can be devastating. Like any other aspfescurity, wireless security is a
game of risk. By knowing, the risks involved in thetwork and making informed
decisions about security measures, you have arlodtiance at protecting yourself,

your assets, and your users (Potter, B., & Fleck2@02).

3.2Basic Security Issues

As more wireless technology is developed and implged, the complexity of
types of the attacks will increase. These attacky e very similar against other
wireless type technologies and is not unique to.BlIZa or g. By understanding
these risks and how to develop security solutiar8fi2.11 overall, it will be a good

stepping-stone for providing a good security solutio any wireless problem.

3.2.1 Authentication and Authorization

The two main goals of wireless LAN security plammiare ensuring adequate
access control and preserving the confidentialitgaia, as it traverses the wireless
network. Security requirements may be dictatedegal requirements or the legal

threat of unauthorized data disclosure.
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Authentication has long been a weak point of 8Détworks. The two main
options provided by 802.11 are to filter on the Medccess Control (MAC)
addresses of wireless stations allowed to connectse shared Wired Equivalent
Privacy (WEP) keys for stronger authenticationpactice, MAC address filtering is
too cumbersome and error-prone, so the choicesoanse WEP authentication or
depend on external solutions. Authentication for extranet should always tie
identity to an individual, not a machine or IP asikf. User-based authentication
ranges from simple passwords on the low end to taxpometrics at the high end.
Most companies today are deploying some form offaebor authentication, which
means something the user has and something the&kisers, such as a token card
and PIN.

3.2.2 Encryption

Data confidentiality is provided by encryption \dees. One option is the WEP
standard, though higher-security sites may opaéifitional VPN technology on top
of the 802.11 layers.

Because encryption can affect performance, turtiegencryption off when it is
not required can be useful. However, any infornratizat are confidential (patient
records, research, personal account data, etcyldstadways be encrypted. The
longer the key length of the cryptographic algaritithe stronger is the encryption.
Today, 168-bit 3DES is the strongest commercialpilable key length in the
United States and other European countries. Nexesb, there are legal limits on
the strength of the encryption that can be exportéutil this issue is resolved,
companies should look for extranet solutions thah offer multiple levels of

encryption.

3.2.3 Integrity

Data integrity issues in wireless networks areilaimo those in wired networks.

Because organizations frequently implement wirelasd wired communications
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without adequate cryptographic protection of dataegrity can be difficult to
achieve. A hacker, for example, can compromise datiegrity by deleting or

modifying the data in an email from an accountfmwireless system.

Other kinds of active attacks that compromise esysintegrity are possible,
because the existing security features of 802.d4ddstrd do not provide for strong
message integrity. Message modification attackspassible when cryptographic

checking mechanisms such as message authenticaties and hashes are not used.

3.3Wireless Security Concerns

In addition to knowing which devices are in usgeeprises must understand their

specific capabilities and hardware/software charatics. Key elements include:

- How might mobile devices connect to elementghef enterprise technology
infrastructure?

- What capabilities exist on the devices for aggilon execution?

- What capabilities exist on the devices for enraiteption and attachment
storage?

- What level of security is currently built intdve devices (e.g. encryption,

password protection, remote disablement)?

3.3.1 Infrastructure Mode Wireless Security

The specifications for the protocols of 802.11a aery similar to 802.11b;
therefore many of the security risks are shared&th 802.11a and 802.11b. Many
of the security issues around 802.11b will continoebe an issue with 802.11a,
therefore by understanding current issues will haiganizations deal with future
issues as well. The default configuration of wissleccess points do not have any

security features turned on.
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Service Set Identifier (SSID$ a simple password that identifies the WLAN.
Clients must be configured with the correct SSI¢oess their WLAN.

MAC address filtering restricts WLAN access to computihat are on a list

created for each access point of the WLAN.

WEPIis an encryption scheme that protects WLAN dateasts between clients
and access points (AP) as specified by the 802atitard.

3.3.2 Ad Hoc Mode Wireless Security

In ad hoc wireless networks the communicating sode not rely on a fixed
infrastructure, which sets new challenges for tbeessary security architecture they
apply. In addition, as ad hoc networks are oftesigieed for specific environments
and may have to operate with full availability evMandifficult conditions, security
solutions applied in traditional networks may net directly suitable for protecting
them. Anybody can easily hack the network by smiffithe packets that are
broadcasted that also leads to eavesdropping aecception. Apart from these
security hazards there are a few security probl¢imas are in particular more
common in wireless networks.

The ad hoc model is naturally attack prone, bexaofs both the hardware
limitation and communication media. The hardwanatktion poses tight constraints

on both communication and computing power.

3.4Wireless Security Standards

Organizations should be aware that maintaininga@ure wireless network is an
ongoing process that requires greater effort thahrequired for other networks and
systems. Moreover, it is important that agenciesess risks more frequently, and

evaluate system security controls when wireledsnelogies are deployed.
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3.4.1 Wired Equivalent Privacy (WEP)

WEP is an encryption algorithm used by shared Kethentication process for
authenticating users and for encrypting data pa@azver only the wireless segment
of the LAN. The IEEE 802.11 standard specifiesube of WEP. It was intended to
provide “confidentiality” that is equivalent to tlwenfidentiality of a wired local area
network that does not employ cryptographic techesqUEEE specifications for
wired LANs do not include data encryption as a meguent. This is because all of
these LANs are secured by physical means such Bedveructures and controlled
entrance to buildings, etc. However, no such playsioundaries can be provided in
case of WLANS, thus justifying the need for an gption mechanism (The formal
WEP specification, n.d).

WEP is a simple algorithm that utilizes a pseualodom number generator
(PRNG) and the RC4 stream cipher. RC4 stream ciphdast to decrypt and
encrypt, which saves on CPU cycles. RC4 is alsplgimnough for most software
developers to code it into software.

When WEP is referred to as being simple, it mehas it is weak. The RC4
algorithm was inappropriately implemented in WERIding a less-than-adequate
security solution for 802.11 networks. Both 64-nitd 128-bit WEP have the same
weak implementation of a 24-bit Initialization Vect(IV) and use the same flawed
process of encryption. The flawed process is thastnimplementations of WEP
initialize hardware using an IV of O (zero), anéren after incrementing the IV by 1
(one) for each packet sent. For a busy networkisstal analysis shows that all
possible 1IVs (%) would be exhausted in half a day, meaning thewuld be
reinitialized starting at zero at least once a ddys scenario creates an open door

for determined hackers.
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3.4.2 IEEE 802.1x and Extensible Authentication Protd&#AP)

This is an IEEE standard that addresses WEP s$gdlaws. This was widely
implemented in the late 2001 and throughout 2002vibgless LAN. 802.1x is an
IEEE port-based authentication standard that wookgrovide authentication for
both wired and wireless LANs. For a WLAN environrjeB02.1x provides dynamic
keys instead of the static keys used in WEP autteidn. This clearly improves
security for WLANs (Molnar, D., 2003).

The 802.1x protocol has been incorporated intoymaireless LAN systems and
has become almost a standard practice among matprge When combined with
EAP, 802.1x can provide a very secure and flexdsigironment based on various

authentication schemes in use today.

EAP, which was first defined for the point-to-poprotocol (PPP), is a protocol
for negotiating an authentication method. EAP ingel in RFC 2284 and defines
the characteristics of the authentication methodluging the required user
credentials (password, certificate, etc.), protecaind the support of mutual
authentication. Neither the industry players ndelEhave come together to agree on
any single type of a standard. There are still mgmpgs of EAP currently on the
market.

3.4.3 Temporal Key Integrity Protocol (TKIP)

TKIP is essentially an upgrade to WEP that fixe®wn security problems in
WEP’s implementation of the RC4 stream cipher. TiBvides for initialization
vector hashing to help defeat passive packet sngopi also provides a Message
Integrity Check to help determine whether an unatigzked user have modified
packets by injecting traffic that enables key cnagk TKIP includes use of dynamic
keys to defeat capture of passive keys- a widellipaed hole in existing WEP
standard.
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3.4.4 Wi-Fi Protected Access (WPA)

Over the past years, many “Wi-Fi Alliance” membargl their customers have
become increasingly concerned about the vulnetiasiliof WEP, the basic
mechanism to date for interoperable security in RiVi€Certified products. In
response, the Wi-Fi Alliance in conjunction witrethEEE, has driven an effort to
bring strongly enhanced, interoperable Wi-Fi saguramely WPA to market in the
first quarter of 2003. WPA is a response by the WLMdustry to offer an
immediate, strong security solution. WPA not ontp\pdes strong data encryption
but also adds user authentication to correct WERknesses. It is being deployed in
wireless LAN products as a standard feature, andmes are making this protection

available with a software download.

WPA is a specification of standard-based, interaiple security enhancements
that strongly increase the level of data protectind access control for existing and
future wireless LAN systems. Designed to run orstaxg hardware as a software
upgrade, WPA is derived from and will be forwardeeing compatible with the
IEEE 802.11i standard. The Wi-Fi Alliance has takesubset of the draft 802.11i
standard, calling it WPA, and now certifies devidbat meet the requirements.
When properly installed, it will provide WLAN usevgth a high level of assurance
that their data will remain protected and that oalythorized network users can

access the network.

WPA uses TKIP as the protocol and algorithm toronp security of keys used
with WEP. While WPA goes a long way toward addmgsihe shortcomings of
WEP, not all users will be able to take advantaige. d hat's because WPA might
not be backward compatible with some legacy devécekoperating systems. What's
more, TKIP/WPA will degrade performance unless aAMLsystem has hardware
that will run and accelerate the WPA protocol. Mawer, not all users can share the
same security infrastructure. Some users will haiDA and lack the processing
resources of a PC. For most WLANS, there's cuyemtirade-off between security

and performance without the presence of hardwarele@tion in the access point.
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3.4.5 802.11i

The IEEE formally approved the long awaited 802 édtension to the 802.11
wireless LAN standard for more robust security. WeFi Alliance began vendor
product certification testing in September 20042.8Qi is building the standard
around 802.1x port-based authentication for uset @evice authentication. The
802.11i standard includes two main developmentsFWRrotected Access (WPA)
and Robust Security Network (RSN) (Cohen & O’h&@03).

Most portions of 802.11i, informally known as WPAre already at work in
products. WPA, for example, requires products tateoencryption keys on a per-
packet basis and use the industry standard 802aireivork for authentication.
Preauthentication benefits security and performarcescheme called “Pairwise
Master Key (PMK) Caching” sets up a shared key betwa client device and its
authenticator”.

When a client roams between access points, tleatdicredentials no longer
must be completely reauthenticated which is a thsk can take more than 100
milliseconds. In the case of a voice session, xamgle, a connection would likely
be dropped if handoff were to take this long. Histlly, WLANSs could support fast
or secure roaming, but not both. Over time, mangdees have come up with
proprietary ways of achieving both capabilitiesvNiere ‘s a standard for doing so.
The preauthentication scheme comes into play wisensuroam and in cases when
signal strength fades and a client needs to firatheem access point with which to

associate.

3.4.5.1Robust Security Network (RSN)

RSN uses dynamic negotiation of authentication @&ndryption algorithms
between access points and mobile devices. The rdtightton schemes proposed in
the draft standard are based on 802.1x and EAP. eftoeyption algorithm is
Advanced Encryption Standard (AES). Dynamic negjotiaof authentication and
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encryption algorithms let RSN evolve with the stafethe art in security, adding
algorithms to address new threats and continuimyduide the security necessary to
protect WLAN information.

Using dynamic negotiation, 802.1x, EAP, and AESNRSs significantly stronger
than WEP and WPA. However, it will run very poodwy legacy devices. Only the
latest devices have the hardware required to aedeléhe algorithms in clients and
access points, providing the performance expedtéoday's WLAN products. WPA
will improve security of legacy devices to a minilpaacceptable level, but RSN is

the future of over-the-air security for 802.11.

3.4.6 Advanced Encryption Standard (AES)

AES is gaining acceptance as an appropriate replent for the RC4 algorithm
used in WEP. It uses the “Rijindale” algorithm i88tbit, 192-bit and 256-bit key
lengths. AES is considered to be un-crackable bgtmuyptographers. As part of the
effort to improve the 802.11 standard, the 802wldiking committee is considering
the use of AES in WEPV2. It will be implemented firmware and software by
vendors. AP firmware and client station firmwarke(tPCMCIA radio cards) will
have to be upgraded to support AES. Client stasoftware (drivers and client

utilities) will support configuring AES with secrkeéys.

AES is a block cipher that can be used in differeades of operation. In 802.11i,
two modes have been discussed: Offset Codebook J@@Be and Counter mode
with CBC MAC (CCM). These two modes use AES diffehgto provide encryption
and message integrity. OCB is a mode that provid#is encryption and integrity in
one run. CCM uses the Counter mode for encrypt@h@BC MAC for integrity.

3.4.7 Wireless Robust Authenticated Protocol (WRAP)

WRAP is an encryption protocol like WEP and TKIPtire 802.11i standard and
based upon the OCB mode of AES. WRAP protocol moed from the last
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specification of 802.11i. The AES implementatioguiges hardware support and the
majority of legacy 802.11b products would not bedb run WRAP.

3.4.8 The CTR with CBC-MAC Protocol (CCMP)

CCMP protocol is based on the AES encryption dlgor using the Counter
Mode with CBC-MAC (CCM) mode of operation. The CCMode combines
Counter (CTR) mode for confidentiality and Cipheto& Chaining Message
Authentication Code (CBC-MAC) for authenticationdamtegrity. These modes
provide good security and performance in eithedWare or software. But legacy
wireless equipment does not have the necessarywaerdio support the CCMP

protocol.

3.4.9 VPN and IPSec

VPN technology provides the means to securelystrain data between two
network devices. This technology has been usedesstidly in wired networks
especially when using Internet as a physical medilinis success of VPN in wired
networks and the security limitations of wireles$works have prompted developers
and administrators to deploy VPN to secure WLANraxtions. There are still lots
of appliances and applications supporting VPNsrdeoto connect large number of
remote sites or wireless clients in a WLAN enviramn VPN works on top of the IP
protocol. It provides three levels of security (Bam, L., 2003):

Authentication and Authorizatio# VPN server should authorize every user who
is logged on at a particular wireless station gyia connect to the WLAN using a

VPN client. Thus authentication is user based atstsf machine based.

Confidentiality: To provide confidentiality at the network laydnete is only one
standard, IPSec, which is very complex. The coniplecf IPSec contributes to a
relatively high management overhead, at leasteab#fginning of deployment. IPSec

solutions require the installation of client softe/aon wireless stations to protect
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outbound traffic. Perhaps the most frustratingilaite of IPSec is the difficulty in

configuring two different systems to be interopégab

3.4.10 Secure Socket Layer (SSL)

SSL works by using a private key to encrypt datt’s transferred over the SSL
connection. It is a protocol developed by Netscdpe transmitting private
documents via the Internet. Both “Netscape Navigasmd “Internet Explorer”
support SSL, and many WEB sites use the protocabiiain confidential user
information. By convention, URLSs that require arL®nnection start withHttps:”
instead of http:”

The industry-standard SOCKSV5, in conjunction wettierprise SSL, is currently
one of the best available technologies for progdugry granular access control.
Enterprise SSL, a standard used for authenticadioth encryption, now extends
across all IP applications, not just http-basedtrsd it can be used to strongly
authenticate users and encrypt traffic in even thest demanding extranet

environment.

3.4.11 Secure Shell (SSH)

SSH is a program to log into another computer cwvemetwork, to execute
commands in a remote machine, and to move files fooe machine to another. It

provides strong authentication and secure commtioisaover unsecure channels.

SSH is a well-known de facto standard for remaieeas and file transfer, as an
easy to use alternative option to IPSec based ise@olution. “SSH Sentinel”
provides smooth integration with the corporate ueses via the Internet regardless
of the type of connection, providing remote accass enabling file transfer, e-mail,

Web browsing, messaging, and IP telephony.
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3.4.12 Lightweight Extensible Authentication Protocol (LBA

LEAP is a proprietary protocol which was developgdCisco. It is an extensible
authentication protocol that provides stronger entication for newer 802.11

WLANS that support 802.1x port access control.

3.4.13 Protected Extensible Authentication Protocol (PEAP)

PEAP is a proprietary protocol which was creatgdvlicrosoft, Cisco and RSA
Security. It is an EAP type that addresses thiar#gdssue by first creating a secure
channel that is both encrypted and integrity-praeavith Transport Level Security
(TLS). Then, a new EAP negotiation with another E#pe occurs, authenticating
the network access attempt of the client. Passwas#d authentication protocols
that are normally susceptible to an offline dicipn attack, can be used for
authentication in wireless environments, because ThS channel protects EAP
negotiation and authentication for the network ascattempt (&curing Wireless
LANs with PEAP and Password@)04).

3.4.14 Cisco Key Integrity Protocol (CKIP)
CKIP is Cisco's version of TKIP, compatible witlis€ Aironet products. It adds

security, performance, and manageability benefitsat wireless LAN network

consisting of Cisco Aironet infrastructure and catiigle third-party clients.



CHAPTER FOUR
THE PROBLEM CONSIDERED

4.1 Introduction

Many people entering the industry need to devote time to learn about it. It is
important that the right tools and mechanisms are adopted from the start to ensure a
well-managed approach to deployment. As the number of wireless users begins to
grow, and Wi-Fi is used for high-speed and mission critical applications, the
centralized management of the WLAN becomes important to provide network
administrators with the ability to discover, manage, and upgrade access points across
the network (Deploying 802.11 Wireless LANS, n.d).

It is really an important question how to deploy license-free wireless networks.
Using free resources responsibly has never been easy. Anybody who is ready to
deploy needs to cooperate and coordinate each detail. After weighing the pros and
cons of the new deployment, it can be decided to implement a wireless LAN for the
organization. One consideration in choosing the right wireless technology and
topology is how well it will scale to meet your future needs.

4.2 Options For WLAN Standards

Most wireless networks today use one of the three variations of Wi-Fi technology:

-802.11b
-802.11a
-802.119g

It should be noted that the speeds given in Table 2.2 are stated maximum
throughput. In practice, transfer rates will probably be lower than these. But, it
should be kept in mind that even the dowest rate (about 5 Mbps effective throughput
on most 802.11b networks) is till faster than the typical Internet connection.

38
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There are other wireless networking technologiash as Bluetooth and WiMAX
(being developed as a long-distance wireless solutb connect computers over
distances greater than the scope or the typical Mjl.Aot to mention satellite-based
networking. This thesis will concentrate on the 802variants that are commonly

used to give wireless connectivity to a local netwo

Several factors affect WLAN design. Some importariables such as, wireless
network structure, wireless standards, number ¢émial users and their custom
patterns, building layouts, security policies, prodcapabilities, ease of use, support
and management, performance and future technologiesder to integrate with

different networks need to be considered (Gust, M2@02).

There are extensions that address weaknessesvideradditional functionality
to the current Wi-Fi standards (Deploying 802.11réMiss LANs, n.d). These are
802.11d, e, f, h, i, and j:

-802.11d addresses regulatory considerationsuntdes that do not have rules
in place for the operation of 802.11 LANSs. It ereuinteroperability of WLANS in

those countries.

-802.11e defines quality of service (QoS) levetsapplications such as voice
and video. 802.11 access points should be upgrideab new firmware in the

future.

-802.11f is the Inter Access Point Protocol (IAPP improves the handover
mechanism in 802.11 between access points andh&ditsegments as users roam

between them.

-802.11h adds better control over transmissiowgooand radio channel

selection to 802.11a.
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-802.11i provides enhanced security. It includdé® use of 802.1x
authentication protocol, an improved key distribatiframework and stronger

encryption via AES (Advanced Encryption Standard).

-802.11j addresses adding channel 4.9 GHz to 5GH&02.11a.

4.3Main Concerns

It should be considered the scalability factors fach of the available
technologies before plunging into wireless, or apgng the existing 802.11b
network. There is no “one size fits all” solutichg best choice for an organization
depends in compatibility, distance range, and Ibditg. Most organizations will
probably opt for the 802.11b/g combination becanfs¢he ease of transition, but
those who use wireless communications for missitgical tasks and who need more

security may find 802.11a to be a better option.

4.3.1 Speed

Speed and distance can be important factors ilalstty of a WLAN. As an
organization grows, more users will be added. lditeah, more bandwidth will be
needed for the transfer of larger files and fohkigbandwidth technologies such as
streaming audio/video, real-time conferencing, &t@at means the more bandwidth,
the better.

802.11a and 802.11g provide more scalability is tegard than 802.11b. With
802.11a, channels can be combined to get higheughput.

4.3.2 Distance and Coverage
Distance range can also be a factor in the sd#yabf a WLAN. As an office

expands physically, more access points to reachmekeareas have to be deployed.

Access point devices typically have coverage amfasip to 100 meters. This
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coverage area is called a cell or range. Users rfreedy within the cell with their
laptop or other network device. Access point ceda be linked together to allow

users to even “roam” within a building or betweenldings (Phifer, L., 2003).

The maximum data rate is only available withinnaited distance from an access
point. Typically, this is 30m for 802.11b and 8QRyland 10m for 802.11a. If a
client moves farther away, data speed is reducedekample, an 802.11b client’s
performance will diminish from 5.5 Mbps to 2 Mbpsdafinally to 1 Mbps as a user
moves away from an access point. Therefore, iisortant that access points are

not placed too far apart.

Attenuation due to obstacles such as interiorsmedin reduce coverage as well.
This is more of a problem for 802.11a, which isardntly less able to penetrate such
obstacles. For larger sites, or buildings withgalterior walls, and RF site survey is
a valuable tool in coverage planning (Cohen, A.O&ara, B., 2003). Coverage
planning is referred to as a site survey. Netwodnagers gather data and make
specific recommendations as to the types of acpessts, antennas, and other

equipment to be installed and the specific locatimm these installations.

Omni-directional design gives an increased wiekignal range in all directions
(Figure 4.1). It also avoids the cost of addingithoigal access points. However, the
directional design offers dramatically increasetk¥gss signal coverage in a specific
direction allowing for improved data throughputfatther distances. One common
error is to use omni directional antennas in twits@short distance away from each

other.

Figure 4.1 Omni-directional and Directional Anteridasign
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4.3.3 Compatibility

Another factor that affects scalability is compditly, and this is a two-pronged

consideration:

-Compatibility of wireless technologies with omeother,
-Compatibility with wireless devices, especidtg network adapters built into

many of today's notebook computers.

A big advantage of 802.11g over a is its backwamehpatibility with 802.11b. It
can be started with an inexpensive 802.11b wired¢sand then be replaced with an
AP that supports both b and g. Computers that B&211b network adapters will
still work, but at the lower 802.11b speeds. NIGs be replaced for making a
smooth transition. If it is decided to switch ir862.11a, everything will have to be
replaced immediately because it is not backwardiyngatible with the former

802.11b equipment.

Another problem with 802.11a is that the builtaimeless equipment in notebooks
is almost of the more common 802.11b or “g” vaestiThis will cause a problem
for the 802.11a infrastructure, because it is resgsto turn the built-in wireless
cards off and add 802.11a NICs.

Finally, employees who connect to a wireless ndtwoay also want to connect
to other wireless networks at their homes or afipidrcess points ("hot spots") in
hotels, airports and restaurants. Most home anticpwiveless networks use 802.11b
technology, so they'll need to swap out two differBICs (or use built-in wireless

for home/public networks and a separate NIC forcibiporate wireless network).

4.3.4 Channels

Channels are important, because they affect teeathcapacity of the WLAN. A

channel represents a narrow band of radio freque&iyce radio frequency
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modulates within a band of frequencies, theremétéid amount of bandwidth within
any given range to carry data. It is important that frequencies do not overlap or
else the throughput would be significantly lowerad the network sorts and

reassembles the data packets sent over the air.

It should be ensured that the selected channebrspatible with the channel
ranges supported by the wireless clients. To eaBringstrative burden, it is
necessary to look for an access point that canrattoally scan the spectrum of all
available regulatory channels, and select the attethe least interference. The best
channel is the channel where no other wirelesscdsvare causing interference on
the RF.

Clever architectures to suit the range and demsguirements can be constructed
using the non-overlapping channels of 802.11a @®118b. For instance, “cellular
architectures” can be deployed by mixing the threm-overlapping channels
(channels 1, 6, and 11) of the 802.11b standardewthinimizing the risk of inter-

access point interference.

Knowing that the 802.11a specification operateadib frequencies between 5.15
and 5.875 GHz, and the 802.11b and 802.11g spaiidfit operates at radio
frequencies in the 2.4 to 2.497 GHz range, it Gasden that the 802.11a has a wider
frequency band, allowing more channels and moreativéhroughput. The wider
frequency band allows 802.11a to support up toteigh-overlapping channels and

802.11b/g to support up to three non-overlappiranokels.

Each channel will carry a maximum throughput fisr sStandard. Therefore, the
802.11b and 802.11g standards have a maximum @¢ ton-overlapping channels
carrying 11 Mbps throughput each (33 Mbps total) &4 Mbps (162 Mbps total)
throughput. The 802.11a standard has a maximurngbf ron-overlapping channels

carrying 54 Mbps throughput each, or 432 Mbps tittadughput.
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4.3.5 Capacity

Capacity planning is an absolute with Etherndg:iumber of users connected to
a single hub is the same as the number of usdhginollision domain. With Wi-Fi,
on the other hand, the number of users can vargtlgras they enter and exit the
coverage area. Additionally, with transmission onaatio waves, throughputs present

themselves in the coverage area.

The goal of capacity planning is to provide useith what they need, the goal of
coverage planning is to provide them with what thegd where they need it. The
central question that needs to be answered is: “ldaweh throughput should be

provided to each user of the WLAN, on average?”

4.3.6 Reliability

Up to this point, it may seem that 802.11b/g is thear choice, but there is one
more important factor to consider. In order to edal meet the networking needs,
WLAN must be reliable. An unreliable technology’isscalable because it doesn’t

make sense to expand its deployment if it isn'tnted on to work properly.

This is where 802.11a has the home-court advant®grause of its
incompatibility since it operates on a differergcfuency from other popular wireless
networking and consumer communications technologies far less prone to

interference that can bring the network down orugistransmissions.

Another aspect of reliability is security, and 80A enjoys a form of “security
through obscurity”. Simply because it's not as Wydaéeployed and the equipment
costs more, fewer hackers target networks basé&fari la.
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4.4Network Management

Network management encompasses a number of keyidng: monitoring the
network’s activity; dynamically evaluating its aladility;, measuring its
performance; and logging its errors. These funstiare more important, not less,
where the wireless portions of the network are eamed. Since the wireless zones
are more portable, more variable in usage, ancsuty greater interference than the
conventional ones, performance tracking and eoggihg are more important than

ever if it is hoped to optimize the network’s eiiiccy.

It's not just about efficiency, of course. By dgithis sort of management, what
happens at the access points can be monitorededwonk intrusion attempts can be
spotted at. So, implementing network managemetiteofvireless network zones is a

wise move.

4.4.1 Network Audit

Wireless components in a LAN do not affect thdighbio audit the network as a
whole. There is nothing essential to wireless d=vior access points. One can

continue to audit the network as it is normally eon

An additional consideration in the audit procesisere wireless access points are
concerned, is that the access points themselvegararate logs. These logs record
the activity of stations connecting to them to gagtwork access. These logs need to

be integrated into the audit process and regutaxiewed.

4.4.2 Control Rogue APs

Rogue access points are one of the biggest heaslaich wireless network
security. Rogue access points are those installédow the IT departments
knowledge and are generally not configured with s@gurity settings, which leaves

an open door for unauthorized access.
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That's a great deal of vulnerability, and it tetlsat rogue APs alone are
justification for implementing stringent network negement procedures. APs
placed strategically throughout the network envinent that can be managed from a
central, remote location should be a consideratiben deploying a WLAN. With
SNMP-based network management software in place, ngtwork can rapidly
identify any rogue APs that employees have deployed

Another way to detect rogue APs is use a WLAN geaithe way hackers do it).
A laptop with a wireless network card and WLAN-d#ien software such as

“NetStumbler, Air Magnet, or Wave Runner” can smwifft all the APs.

4.4.3 Test Your Fences

The best way to feel good about the company’slesseperimeter security is to
test it personally. Anyone with a laptop, a wirslegtwork card, and “NetStumbler”
can cruise the streets around the HQ and map ttveorie WLAN intruders use

these tools and various nefarious means of entggtanto the network.

4 5 Effectiveness of Basic WLAN Features

With any network technology, standardization iy ke widespread adoption.
More specifically a standardized protocol is regdirthat governs how WLAN
system devices communicate with access points soireninteroperability and to

avoid having to buy from only one vendor.

WLANS also create some extra administrative arndisiy headaches. Centralized
security and management of wireless LANs is a fgpdowing trend in which a
WLAN device such as a switch, appliance, or roigensed to create and enforce

policies streamlined.
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4.5.1 Network Performance Requirements

Depending on the applications used on the wirelasswork, different
requirements are imposed. One of the most impoitamis, and the one that is least
under the control of the network architect, is tmaracteristics of the application.
Most applications can be run over TCP/IP, but thegy require widely varying
throughput, delay, or timing characteristics. Mamgoortantly, though, is how an

application reacts to network address translafonT).

4.5.2 Mobility

Wireless devices (with the exception of laptopsgiswvireless cards) possess
limited computer-processing power. Since databasesume a lot of memory,
companies that must have wireless databases shlaaddonly essential subsets of

data that could fit on smaller devices.

The most prominent characteristic of the wirelas®bile networks that
differentiates them from fixed wireline networkstlie requirement to share a limited
spectral bandwidth. They also cope with the coientand mutual channel
interference resulting from a large number of ranijolocated mobile users.
Furthermore, the wireless communication links thelres can be described as time-
varying frequency-selective fading multipath chdsneThe topology, link
performance and quality of service (QoS) deliveteduser applications in this

communications environment is characterized asyigne-varying.

Another differentiating characteristic, especiaitlydata networks is that the user
mobility imposes new requirements on the architectaf these networks. Existing
data networks, which were designed and implementadt be extended to allow
users to attach to different parts of the netwarll eeceive services as they were
attached to a fixed home location. To judge fromltick of commercial offerings in

wireless mobile data networking, supporting thigetyof operation in today’s data
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networks is a much greater challenge than simpbwigng roaming telephone

service.

4.5.3 Roaming

One of the most valuable capabilities is suppant foaming and session
persistence. Some organizations implement WLANBgusi flat address space and
enforce policy where wireless and wired networkeimklowever, most enterprises
want the flexibility to install wireless access misi on multiple subnets and when

devices roam between subnets, problems can occur.

Roaming is a critical component of the mobilityuatjon. Wireless clients must
be able to roam among all access points withirséme or different subnets. Routing
mechanism rely on the assumption that each netnadke will always have the same
point of attachment to the network, and each nodea&ddress identifies the network
link where it is connected. If a mobile devicedisconnected from the current
network and reconnected through a different netwdhe device should be

configured with a new IP address, the appropriatemask, and default gateway.

4.5.4 Interference

An interfering signal causes an energy jump inaddhnsmission and may start
abruptly in the middle of a transmission causingddlision. The presence of
unavoidable interfering RF signals disturbs IEER.8Q operation. When the power
of the interferer is significant, it may cause thent stations to become inactive for

indefinite periods until the interference disapgear
4.5.5 Discovery and Configuration
Administrators need to have tools that allow thendiscover various wireless

devices within the network segment, configure paans, run diagnostics, monitor

performance, view device properties, and sele&vécd for individual configuration.
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They protect each network infrastructure accessntphiy setting necessary

parameters to control access to the configuragttmgs.

To ease administrative burden for larger netwockpabilities such as “save and
load facility” are useful because they allow to figure one device and propagate

the same configuration to similar devices on thevaek.

4.6Main Security Problems

Security is also a primary concern. The accessdmetwork and data protection
are two elements of WLAN security. They are knowapectively as authentication
and encryption. Security breaches commonly comma fmgue APs which are set up
by employees without the knowledge of the netwatinimistrator and installed with
the security features turned off. The individual P&h also be a security risk if it
connects to a network in ad hoc mode or operatps@n-to-peer fashion. To protect
a wireless LAN network, both security elements némde addressed (Ryan,V.,
2003).

4.6.1 Challenges to Securing Wireless Networks

In modern network technologies, physical boundabietween public and private
networks no longer exist. Wireless network is arareple and the security
implications are apparent. Whether a user has ¢essary permissions to access a
wireless system can no longer be assumed on th&gahyocation. First, wireless
networks do not have firm physical boundaries, drmmes are transmitted

throughout a general area. Attackers can pasdigsdy for frames and analyze data.

Second, data is broadcast using radio frequenaiegh can travel beyond the
control of an organization. To defeat attacks agfasecrecy, network security
engineers must employ cryptographic protocols tsuenthe confidentiality of data

as it travels across the wireless medium.
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Third, wireless hosts may compromise integrity. idRu wireless LAN
deployments are often connected directly to a ssgqily secure internal network,
allowing attackers to bypass the firewall. In manstitutions, internal stations are
afforded higher levels of access privileges. Attaagainst integrity may frequently

be defeated by strong access control (Piscitellil. 2002).

4.6.2 Access Control and Authentication

Connection to wireless networks is designed tedsy. The ease of connection is
one of the major advantages to many newer wirdiesisnologies. Strong access
control should be applied to protect networks agfathe threat of unauthorized

access. APs are like open network drops in the area

802.11 networks can benefit from access controlvatpoints: Before associating
with an access point, wireless stations must éinshenticate. At present, this process
is either nonexistent or based on WEP. After assioci with the access point, the
wireless station is attached to the wireless ndéwidowever, strong authentication
can be applied to any wireless stations to endua¢ ¢nly authorized users are

connecting to protected resources.

One approach is to allow only a specified set oklss LAN interface MAC
addresses to connect to access points. A secondagppis to allow connections
from stations that possess a valid WEP key. Statibat pass the WEP challenge are
associated, and stations that fail are not. In spmeucts, these methods may be

combined. However, both are easily defeated.
4.6.3 Confidentiality
Confidentiality is the second major goal in wisdd AN deployments. Traffic is

left unprotected by default, and this is an inappeie security posture for most

organizations. Users can choose among four options:
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4.6.3.1Using WEP

The choice really comes down to whether WEP isdgenough. WEP is not
strong encryption, and it should be assumed thatfficiently motivated attacker
could easily capture traffic, recover the WEP layl decrypt the data. In most WEP
deployments, keys are distributed to every autkdrigtation. When all users have
access to the key, the data is protected fromdrrtsionly. WEP does not protect an
authorized user with the key from recovering thd¢adaansmitted by another
authorized user. If users need to be protected f#anh other, which is a common
requirement in many computing environments, theditehal security precautions

are required.

4.6.3.2Using WPA

Every device on a wireless network must be upgtadeWPA in order for the
new standard to take effect. If some devices st WEP, the entire network will
fall back to the older, weaker security algorithiithis could be a problem in
configurations of Wi-Fi products assembled from tiplé vendors, especially if
vendors are slow to offer the software upgrade. W&P#ploys a central server to

authenticate each individual seeking to join a oekw

4.6.3.3Using a Proven Cryptographic Product Based On Opsstocols

Choosing a cryptographic protocol or product ibject to a few basic ground
rules. If a protocol or algorithm has withstood exdive public analysis, it is
probably better than something just invented.

4.6.3.4Using a Proprietary Protocol

This method locks the users into a single vendak laaves them at their mercy

for upgrades and bug fixes. Proprietary cryptogi@ginotocols also have a poor

track record at ensuring security.
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4.6.4 Mobile Device Security

Wireless technologies generally come with someesgtdbd security features. But
many of the features are disabled by default. Asiynaewer technologies, the
security features available may not be as robusteasssary. Because the security
features provided in some wireless products maywdsk to attain the highest levels
of integrity, authentication, and confidentialixgencies should carefully consider

the deployment of robust, proven, and well-developand implemented
cryptography.

Mobile devices now offer features and functiowyasipproaching those offered by
desktop and laptop computers. The role of mobilgicgs in the enterprise is
expanding quickly, ranging from use by individuahmoyees to full enterprise
deployments. Price, size and end-user attentiotharenain characteristics of these
mobile devices that make them inherently vulnerdblex wide range of security
threats. In addition to the databases of businesdgacts and appointments that
commonly exist on both personally owned and enisgpteployed mobile devices, a
wide range of new functionality, including emailtaathment viewing, office
document editing, and file storage, makes it gpitesible that these devices may
hold more sensitive data within their memory. Qigahe potential for the storage of

sensitive data on mobile devices is high and grgwin

4.6.4.1Loss or Theft

Lost or stolen mobile devices represent the mostreon threat scenario. Placed
for a moment on a table, dropped from a pockelefbrin a vehicle, mobile phones
or handheld devices can be easily misplaced by @mpk. Once in the hands of an
unauthorized user, most mobile devices have oniitdid basic security solutions to
protect stored information. Furthermore, many @&sth basic solutions require end-
user commitment to their use and can be easilybldidaif the end user considers

them unnecessary.



53

If employees do not protect their mobile devicéth\a password, then data stored
on these devices becomes immediately availablegaihauthorized user. Even if a
password is used, if the data itself is unencryptedogged intruder with the correct
tools can lift that data directly from device megmoAs a result, fraud and theft of

data as well as corporate espionage become e#&sy tas

4.6.4.2Interception and Intrusion

The growing methods of data transmission represeany virtual conduits
through which sensitive corporate data may flowatal from a mobile device.
Although solutions exist to ensure the security tbBse conduits, insecure
transmission of information is quite common. Furthere, omnipresent wireless

connectivity provides fertile ground for remoterirgtion into devices themselves.

4.6.4.3Malicious Code

Because mobile devices offer capable platformsde®b applications capability,
they are easy targets for viruses, Trojan horses,ather types of malicious code.
These codes can not only corrupt and destroy ldat on the mobile device, but
they can also spread to the host enterprise netwarkomputer synchronization or

send sensitive information wirelessly.

4.6.5 Security Management

Administrators should be able to define user pesfi‘on-the-fly” and manage
them quickly and consistently across multiple mlatis. They should be able to
back-end to standard databases in order to pregphtation of user groups and it
should be easy to enforce security policies, ciwntraemotely, or through a
distributed system. Traffic can be proxied throogle or more central servers, where

security policies and user profiles are managedsanditing data is collected.
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Client software should not require any training fiee end user and should run
transparently on the desktop without interferinghwany applications, drivers. It
should also work on all key platforms and be easyah administrator to configure
and distribute centrally. It is simply not a praati option if someone has to visit

every desktop to install or configure the clierftware.

4.7Key Problems

Some of the important problems that will be adskedsby this research are:

1.What are the criteria to build a wireless netniara specific time and place?
. How can Wi-Fi best be integrated into the wieedironment?

. Where does Wi-Fi add a vital mobility elemematnetwork?

. How much time is needed to configure the wagleAN?

. How flexible is the configuration of the netw@r

. Can a user roam freely on the network?

. What restrictions on roaming are there?

. Does the infrastructure of the network suppeguired security policies?

© 00 N O 0o B~ WD

. What are the problems before setting up a WIdANNng the field exercises of
the Army?



CHAPTER FIVE
A NEW APPROACH TO WLAN

5.1 Introduction

There is an increasing need in the military for high-rate reliable wireless
communications in a limited and crowded spectrum. Wired and wireless networks
have to be treated as one entity. This is a good way to keep WLANS under control

and safe from security breaches.

This chapter gives atypical overview of basic security issues that will be followed
in the planning and implementing phases of critical WLAN systems especially in the
area of potential Military applications. First, it analyzes the implications of the
network managers or CIS planners before setting up an official independent WLAN
or as an extension of the currently used wired networks. Before the deployment of a
new wireless network, a detailed project plan should be taken into consideration and
the pros and cons of the new architecture should be figured out. After providing
background information on Army requirements and constraints about WLANS, and
discussing the implementation issues, a template of wireless network model is
validated for the required critical values written in the official directives. Next, a
reasonable wireless policy that can be followed up by the Army and will help and
lead network managers to a proper way to follow up the future probable WLAN

practices, is presented for future use.

5.2 WirelessL AN Usage Concept

Wireless LAN has become increasingly popular in recent years for its advantages
of simplicity and mobility. However, lots of WLAN deployments are held back in
the Army and the other main governmental organizations, because of security
concerns. The reason is that the Army has strict security rules in this type of
networking. This is mainly due to the risks, threats, and vulnerabilities associated

with the wireless communications.

55
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Since the Army units are mainly mobile and dephldgawith the tactical and
operational purposes, they require both classdigdi unclassified data transfers over
the wireless communications links. Therefore, iraéigg WLANs to existing
official wired network infrastructure could be bé&oml to the tactical military
operations. Because, it will reduce the setup @mé costs associated with laying
wires. It also decreases the manpower needs redoiiestall, operate, and maintain
the local area network (LAN). With technologicalvadces in WLAN standards and
security, the existing threats and vulnerabilittesn be mitigated to an acceptable

level in the future.

Army and the Civilian Organizations have begunakléshment of the first
WLAN use. WLANSs are being used primarily for publitternet access and as an

extension of the current wired networks.

Building a wireless project plan that will alignitivthe organization strategy is
essential to ensuring success. For many networkneexy and CIS planners, the
amount of time it takes to develop such a plan, thedcomplex process required to

complete it, makes this planning a frightening task

5.3Army Requirements

Introducing wireless technologies would provide thossibility of much more
rapid setup of communications during tactical oermpional deployment or re-
deployment. Additionally, the flexibility, mobilityand performance characteristics
offer a lot of advantages. Security for voice amdadransfers is of utmost concern
during WLAN deployment. The requirements for essibhg a WLAN would be
particular to the military units or organizatiomsdeploy in the area of a few hundred

meters in diameter, not for covering longer disémnc

Some of the basic step-by-step process of degjgain installing a successful

WLAN should be examined. The first set of stepsg#&hering and analyzing
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requirements. “Make sure that all of the real-liisage requirements are well

understood for the users’ performance expectations.

5.3.1 Quick Set-up and Mobility

Army typically deploys to the different locatiotigr exercises, reconnaissance
and a variety of alert status, where some of thheg@ns do not have a regular
commercial communications infrastructure. InformatiSystems personnel would
like to have the capability to set up the Headauart(HO) communications

requirements in the new location with a minimunrslo$time and service.

In a new deployment, an initial entry patrol i®dgo physically secure the area.
Their only need is simple voice capability. Once thain unit gradually deploy into
the region, communications capability will focusorfr force protection to
administrative tasks for the HQ. This will increat® number of users and data
circuits. Communications Information Systems (CL8)its have to be ready to
provide voice and data in this phase, accordinthéowritten Standard Operating
Procedures (SOP) of the HQ. WLANs would be extrgmedeful in this type of

deployment, with their flexibility and easier plang considerations.

As the units grow, the Tactical Operations Ce(if€&C) tends to be a very fluid
and dynamic workplace in the field. Many new usanes added and shifted as new
specialties (e.g. logistics, medical, intelligenaejve at the area. Once the situation
matures and the size of the unit becomes moreestdid WLAN would still benefit
the CIS planner. Because CIS planner will have great deal of flexibility, save
manpower hours of running wires and cables, andicedcost sustaining and

supporting the network (Powers, J., & Hynes, KQ20

5.3.2 Cost

When the cabling is expensive or physically imgadesto run due to the

geographical structure of the region, WLANs appeabe an alternative. By using
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fiber optic cables, the communications range fo® Mbps bandwidth can be
increased to a few kilometers more. However, tiséaitation difficulty and cost will

be very high. Therefore, fiber solutions are natsmnable if this rate is not really
required. Finally, WLAN use in long distances fonsiderable amount of bandwidth

performances is more than enough.

One of the WLAN benefits is that CIS planners cee Commercial Off The
Shelf (COTS) technology instead of developing teeeassary devices in-house. At
first glance, this would not seem to be a secutetiso for the Army, instead of
developing their specific WLAN technology. Army issed to develop their own
technology and automation products in order to éss Ivulnerable to known
malicious attacks. However, this is unfeasible fioe Army due to the budget
constraints and compatibility problems. Until aitaily product is being improved, it

has already been passed by the civilian sectobagdn to be used.

By using COTS products, Army increases the secatéte by having more up to
date products instead of developing its own deviPesvers, J., & Hynes, K., 2005).
This will shorten the development life cycle of theoducts and allow Army and

Defense Industry to focus more on their core comuzaes.

5.3.3 Longer Range

WLANSs should provide the necessary bandwidth thatusers require for their
applications and a large coverage for the whola.a@arrrent WLAN technologies
offer 50-200 m. ranges with their standard and rmasorg power output limits.
Increasing the cell sizes and range requires diftertechnologies and brings
additional device cost for each cell. In order ®dure that the right selections of
higher frequencies are made, it has to be assurh@thwechnologies offering higher

bandwidths can be applied.
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Assessing environmental radio coverage includitng tselection of trial
component, installation areas where signal loas@sded or minimized. The optimal

positioning of access points and antennas is atermined.

5.4Army Constraints

If military WLAN requirements are translated irtechnical specifications, it will
discovered that the wireless environment is full with constraints and
incompatibilities. There are constraints and reS8tms related to physical
infrastructure and the environment. It may be disced that the original solution
cannot be deployed as envisioned as limitationsilitary areas. Some wireless
constraints are temporary. Over time, the rapidugvm of wireless capabilities will

reduce constraints in areas such as, securitywidtig coverage, and support tools.

5.4.1 Security

The security vulnerabilities of wireless LANs aarentioned in chapter 3 have
already been discussed since 1999 and taken ingid=ration to be developed until
now. WLANSs should meet the necessary security rigitend standards as written in
the official directives used by the Army. Even thhuhey aren’t presented in detalil,
some of the main security issues which are uniquewireless networking, is
explained in the following paragraphs and give @eaihow to design and build a
secure network (Potter, B., & Fleck, B., 2002).

5.4.1.1ldentification and Authentication

Preventing unauthorized access to sensitive nmssitical wireless networks is a
key requirement. Maintaining 100% network availdypiland confidentiality for
sensitive information processed, transmitted, aoded in a WLAN is extremely
critical. According to the Army Communications almformation Systems Security
Directives, cryptographic and encryption techniqu®uld be determined by

National Agencies, because they provide the moBtieit and recommended
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methods to safeguard the information on wired anideless LANs. In an
International Military Environment, NATO standardéscuss the applicability of
wireless technologies ranging from “Bluetooth” adLANs through Line-of-Sight
Radio Relay for different tactical in different segios. New wireless standards like
802.11i use AES integrated with 802.11x authentcastandard. Therefore, such a
robust security mechanism allows a capability thiee quick and cost-effective
establishment and deployment of WLAN infrastructuréhe HQ or related locations
(NC3A Technical Note, 2003).

802.1x will provide more authentication and accesstrol for APs using
extensible authentication protocol (EAP), which @ set of messages for
authentication negotiation and authentication parismethod between the clients
and the server Using EAP, 802.1x will allow foreardperability with multiple
authentication technologies like RADIUS, token srdckERBEROS, and PKI.
However, 802.1x requires additional servers likeCRAS that is not ideal for a
tactical environment, and still has the suitableklaf industry testing (Nortel
Networks, 2004).

5.4.1.2Encryption

WLAN using “SECRET” level of classified informatiomust not be operated
without the encryption. Army and the critical orgaations require that a national
encryption algorithm must be provided before theg the SECRET information

thorough the wireless links.

802.11i improves on WEP by using completely newrgstion algorithms and
key-derivation techniques. This wireless securtgndard, finalized in June 2004,
makes it possible to safeguard over-the-air comoatinns at Layer 2. 802.11i also
referred to as Robust Security Network (RSN) tlsatliésigned to address all the
security issues associated with 802.11a, 802.1rdh VMEP shared key encryption.
This standard includes two parts: the AES for epitng WLAN traffic and IEEE
802.1x Port-based network authentication standard /LAN user authentication
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and key management (Atheros Communications, n.@S Aan be adopted for
wireless network encryption. However, the advant@8-bit, 192-bit, or 256-bit
encryption algorithm requires higher processing @owo encrypt and decrypt.
Nevertheless, the latest wireless standard 802rhpemented with IEEE 802.11i

using AES encryption will satisfy wireless encrgptirequirements.

If the original DES (Data Encryption Standard) aalthm is tested for the
robustness of the algorithm which is nearly 30 yedd, it is a testament to IBM and
the U.S National Security Agency that there ard st practical cryptanalysis
techniques to break DES. The fact that DES carrie{iorced is irrelevant because
the short key length of 56 bits can easily be édplising 3DES, which makes more
combinations. The official successor to 3DES is AR#ich has key lengths
between 128 bits to 256 bits and was fully examibgdhe security communities.
Most VPN or encryption products rely on 3DES andSA&nd they currently have
absolutely no need to change their encryption élgor(Ou, G., 2005).

5.4.2 Design

The geographical structure of the new command aodtthe distances between
the fixed and mobile systems are very importantetiogr with the bandwidth
requirement. Three types of system requirementassessed; Type A is the office
environment with a group of single users. Type @esents the infrastructure within
the HQs and connects the offices to the core Cig&kwrhe last, Type C is a Short
Range Line-of- Sight radio link to connect locasowithin the same geographical

area.

The commercial WLAN standards for Type A requiraiseoffer good support
and can be found easily in the market. The secuwitythese links is either
nonexistent, or provided at Layer 3 (IP Sec) ohkig New access control protocols
are being implemented commercially and increasiegusty in the sense of

unintended intrusion logging, denial of servicaeits.
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A range of standards has been released recenttiidolype B requirement, both
by ETSI (European Telecommunications Standardstutest and IEEE. However,
there has been promoted compliant to these stamgatd Commercial proprietary
solutions with very similar performance and ardttitiees could be used for tests and

trials. Experts expect that products will be cextifcompliant by the end of this year.

There has always been a wide range of availabstemss for the Type C
requirement, mainly due to the similarity betweba tefined requirement and the
structure of a network. In this segment, many petary solutions are available, but
standardization can be a problem except for theagrment of the network (Ou, G.,
2005).

There are limitations for different classificatidavels such as NU (NATO
Unclassified) and NS (NATO Secret) that requirdedédnt security domains. Even,
in wired networks, these different domains shouldveh the appropriate
infrastructures. WLAN design presents the netwoanagers and CIS planners some
obstacles. A seamless and secure distributionfofriration has to be provided in

spite of competing hardware, software and netwooklems.

In a WLAN environment, serving to the buildingsdeployed elements beyond,
the coverage is impractical. Therefore, network agens should think over the

necessary range considerations in the area.

5.4.3 Interference

Wireless networks require far more deployment ipilagy because of the nature of
the radio link. Every building has its own persatyalwith respect to radio
transmissions, and unexpected interference canupopearly everywhere. If two
different WLAN systems using the same RF banddaua&ed in the same or nearby
areas, the interference occurs. Interference isexheither by an access point or a
WLAN client Ethernet card. Some materials and sig$aare prone to reflection and

cause RF signals to bounce off materials and refiuraese signals create a multi path
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phase cancellation of the original signal. Reflectmaterials include metal, lead-
based curtains and glass with heavy lead contegtivdik Project, 2005).

Other WLAN networks can also cause interferenddeOcordless phones cause
the same problem by occupying wireless channelki€tBoth” running at 2.4 GHz
frequency band has an important degradation of sacpeint performance when

working close to it. Microwaves and fluorescenhtigyhave similar diverse effects.

5.4.4 Developments and Technology

The technologies around us in our daily life amavailable to our current military
use. The level of security required to run the projmformation Systems based on
the official directives in a deployment, can make tapplication of commercial
solutions less available in the military side. Matl Defense Agencies work heavily
for the development of national wireless networlstegns containing stations,

antennas, NICs, and APs as well as the nationpt@mechanisms.

The wireless protocols and devices have to bermated in the phase of
technological review before setting up a WLAN. P&ould include the short and
long term evaluations, replacement of current teldgies and future plans for
WLAN.

802.11b WLAN deployments tended to be relativetyal but large enough for
different levels of HQs or a medium sized corponagéworking needs. However,
enterprise users run into bandwidth problems dumfmacity issues or radio channel
conflicts. Users share a data rate of 11Mbps or EEViwith 802.11 standards

depending on distance.

Network managers want to extend their WLAN’s apiby adding VoIP on their
applications for their users. WLAN infrastructurae designed with either in one
standard or in all three current WLAN standardf.80b/g/a WLAN based products

are recently in the market. 802.11a/g standardioffea seamless 54Mbps provides



64

streaming video. One major security concern witlings802.11g for military
operations is the 2.4 GHz frequency which is a Widesed ISM (Industrial,
Scientific, and Medical) band. An unauthorized pargan easily jam the wireless
traffic or start a Denial-of Service (DoS) attackhwa powerful transmitter. Army
can decide to use another frequency allocatedHerntilitary use or a different

modulation technique to withstand this risk.

Army does not specify a particular WLAN technoloigy the tactical purposes.
The goal is to provide an important framework foe tintegration of existing and
emerging WLAN technology. Security accreditatiom@sed on the NATO standards

and National Cryptology Agency parameters.

5.5WLAN Standard

Army Commands apply some features of WLAN stansldod the different level
of Tactical Communications in the area. The mapiliself for the applications and

projects is more important than the other usefalufees of Wireless Networks.
The standards appear to be able to provide corapsale solutions to WLAN
security issues today. Features of 802.11 WLAN ddas including 802.11b,

802.11g, and 802.11a are listed in Table 5.1(Wend/é&., 2003).

Table 5.1 Features of 802.11 family standards

Name Spectrum Data Rate Distance
802.11b 2.4 GHz 11 Mbps <100 m.
802.11g 2.4 GHz 22/54 Mbps <100 m.
802.11a 5 GHz 54 Mbps <50 m.

802.11b is the standard widely used, deployed,testeéd product at present. It is
cheap and robust. In most cases, this will leachtwosing 802.11b-based networks.
A 802.11b WLAN may be right if data rates up to Mbps are sufficient. It has

better range and wall penetration. If there is gurement to expand an existing
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802.11b WLAN and WLAN access for handheld PCs, B02.is more suitable.

However, it will have a small number of users paress point

802.11g is still a work-in-progress standard whieeserving the available
features of 802.11b. An 802.11g WLAN may be righttiis needed to enhance
throughput up to 54 Mbps and extend the existid@, BLb network. It will have the
necessary bandwidth and its speed will handle lgrgphics, audio, data, and video
files. Range and wall penetration advantage alstk viar 802.11g. It is ideal for
meeting the required bandwidth and critical seguigatures with the Orthogonal
Frequency Division Multiplex (OFDM) modulation teuhue, in the tactical
environments. It supports interoperability with Pédrtificates and AES encryption

requirements (Geier, J., 2003).

802.11a operates in a different frequency band gimels a higher speed and a
shorter coverage distance. 802.11a will not be ediinle with 802.11b and 802.11g.
If you like leading-edge technology, you may wantonsider 802.11a products. An
802.11a WLAN will be right for you if you need entweed throughput up to 54 Mbps
and need the bandwidth and speed to handle lagghigs, audio, data, and video
files. If it is required to avoid interference fromther wireless devices, 802.11a has

the advantage. If there is a need for more udessthe only alternative.

With the improvements of 3G (Third Generation) GSMlobal System for
Mobile Communications) systems today, wireless tigu standards will move

another platform for the different system architees.

5.6Radio Frequency and Channels

Electromagnetic spectrum is one of the naturaluess of each sovereign nation.
The employment of a WLAN requires the approval a@$tmation telecommunication
authorities and complies with the frequency allmatables. Next, it is important to
consider the type of the communications networkt twdl work best for the

application. The major decision points are to cleotb& communications technique,
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frequency, and standard. As shown in Table 5.28@%11 standard has widespread

frequency allocation support in the World.

Table 5.2: Channel Support

Number of Channels in the
Standard Interface Frequency | Approved Frequencies
Europe us
802.11b CCK over DSSS 2.4 GHz 4 3
802.11¢g CCK over OFDM 2.4 GHz 4 3
802.11a OFDM 5 GHz 0 12

Following the NC3A Tactical WLAN ideas and propas/ solutions aimed at
moving to a different frequency range can causesiimilar implementations as the
new standards.

Channels are important to understand becausedtifiest the overall capacity of
the WLAN. A channel represents a narrow band oiorér@quency. WLAN utilizes
non-overlapping RF channels, supporting a cleaterference-free signal for
computing systems and mobile devices. Increasiegntimber of non-overlapping
channels increases performance capacities. The 82H1b and 802.11g standards
have three non-overlapping channels and provideesypport for users requiring
Internet and e-mail functionality. The IEEE 802.1&ndard, with eight non-
overlapping channels, provides maximum bandwidtth wapacity to transfer larger
data and graphic bit-intensive files whether cosfieing or working in a

collaborative environment.

The number of radio frequency channels required doy organization is
determined by assessing usage requirements. Fompéxaa public hotspot such as a
lobby can usually be well supported by the 802.4tHmdard for e-mail support or
viewing of Web sites a conference room may be bettzved by the 802.1l1a
standard for transfer and collaborative work witttedfiles, and a home office might

best suited by a 802.11g based network.
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5.7 Architectural Topology

Figure 5.2 shows the topology between access and wired backbone
network. Main servers and APs are placed in a WLldegloyment roughly behind

the backbone switch/hub as shown in this figure.
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Figure 5.2 Standard WLAN deployment topology

5.7.1 Access Point

The number of simultaneous users that an acceiss pan support depends
mostly on the amount of data traffic at the timanBwidth is shared among users on
a WLAN as with wired network connections. In 802 1&ach hardware access point
has up to 11 Mbps throughput and can support & largup of simultaneous users as

effectively as Ethernet. The approximate numberslififerent ratios of usage are:

-50 nominal users who are mostly idle and check@masional text based e-mail,
-25 mainstream users who use a lot of e-mail awehtbad or upload moderately
sized files,

-10 to 20 power users who are constantly on theork and deal with large files.

More access points may be added to increase tapatiich gives users more
opportunity to enter the network. Networks are ropted when the access points are

set to different channels. For instance, a compaay place three 802.11b access
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points (with a range of up to 100 meters eachhied adjacent offices, with each
unit set to a different channel. In theory, mangrascould then share up to 33 Mbps
total capacity (although no single user would elvave throughput faster than 11
Mbps). In reality, clients associate with the ascpeint with which they share the

strongest signal, so the bandwidth may not be disggeevenly among users.

Access points must be placed to proper locatiomsdvide good coverage so that
offered services, user needs and expected traffid tequirements are satisfactorily
met. The estimation technique aims to guarantegcgewith good quality and offers
capacity with a sufficient low congestion. A statietwork configuration is not
adequate for WLANSs because it does not take intowtt how expected behavior of
the user. Users might cluster in allocation for stme and then move to another
location. In this case, access points must be pisopenfigured in real-time to meet

traffic demand.

Performance is improved by using an AP that presigdditional network

services such as, print server, DHCP, router, aiits.

5.7.2 Access Controller

The use of access controller reduces the needsrf@rt access points. An
advantage of placing the access controllers is tthatsystem is easier to support,
primarily because fewer touch points are in thevoet. If all of the intelligence of
the network is within the access points, supporsq@anel must interface with many
points when configuring, monitoring, and troublestiog the network. An access
controller enables the access points to have féwmestions, reducing the need to

interface with the access points when performingpsu tasks.

Several wireless LAN vendors offer specialized rélss access controller”
devices, which typically combine packet filteriraythentication, authorization, and
accounting services (AAA), and a DHCP server; mdayices also include a DNS

server and VPN termination. AAA features are tyjycprovided by an interface to
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an existing corporate infrastructure such as RADIWSBIich frequently has already
been configured for remote access purposes. Someugs may also include

dynamic DNS so that a domain name is assigneduseg but the IP number can be
assigned with DHCP.

5.7.3 Antenna

MIMO (Multiple Input, Multiple Output) is a smarantenna technology for
wireless communications, employing multiple antennér reception and
transmission at each end. Using digital signal @ssmg to mitigate the impact of
multipath effects, MIMO can significantly improveth throughput and the range of
wireless communications. MIMO is expected to be ey komponent of IEEE
802.11n, the next generation of Wi-Fi. MIMO hasrt&td appearing in premium

wireless products.

The same equipment used in wireless LANs canlasdeployed in bridge mode
to connect buildings in the same area. Changingatitenna from one that’s omni
directional to one that’s directional does thiseTitiea in changing the antenna is to
restrict the signal to just the area between the bwildings. There are several
problems with this method. Antenna selection i® alstical in determining exact
positioning of access points. Different antenndagiessproduce different propagation

characteristics.

5.8Deployment

Wireless networks first were used as an open &actipal transmission media for
voice and low-rate data transfers. Later, they haeen initiated for higher
bandwidth with the technological advances in wsslenetworking standards,
especially after 1999. The idea of integrating egimey WLAN technology into
military operations is considered as revolutionditye use of WLAN has been three
to four years in the commercial applications likeernet Hotspots, even for the

developed countries. Wireless Local Area Networkaldished by the Army, will



70

provide the sharing of proper tactical and operaionilitary information with the
different levels of Headquarters and make the conamand control of the units

easier in the field.

After having a thorough examination of the captbd and limitations of the
three main standards of WLANs, IEEE 802.11a, b andhe answers of the

following questions should be considered:

- What key security issues do you need to be aofdbefore deployment?
- How will you manage the wireless LANS?

- How do you choose the right system for your oizgtion?

- How do the features of wireless LANs influen&twork topology?

- What do you need to deploy a network?

- How should the logical network be constructednfi@ximum mobility?

- What do you need to look for in a site surveyntake a deployment successful?

Deploying a wireless LAN is a considerable undéng. Significant planning is
required before touching the hardware. Deployingraless network is not simply a
matter of identifying user locations and connectingm to the backbone. Wireless
LANs are much more susceptible to eavesdropping anauthorized access.
Working to mitigate the security problems while esfhig high levels of service
makes large wireless LAN deployments topologicatipre complex, especially
because solving security problems means that & de=d of integration work may

be required to get all the different pieces ofgbkition working in concert.

Beyond considerations due to the physical enviemtmwireless networks often
extend an existing wired infrastructure. The wiredrastructure may be quite
complex to begin with, especially if it spans sevdyuildings in a campus setting.
Wireless networks depend on having a solid, staidl-designed wired network in
place. If the existing network is not stable, clemare the wireless extension is

doomed to instability as well.
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5.8.1 Physical Network Planning

Physical structure of the WLAN includes the exigticabling and the cabling
requirement for access points and antennas in gvidlosets or other hidden
locations. Wi-Fi systems utilizing the various IEBB2.11 standards (802.11a, b,
and g) were designed to operate in a typical LAMirenment. The main problem
with a radio frequency wireless connection is sigoantainment. With proper
network design, the signal can be mostly containstle the building by locating

access points properly and by adjusting the powgyut levels of the access points.

Wireless stations communicate with a MAC addres# & were fixed in place,
just like any other Ethernet station. Instead ohdpdixed in a set location, however,
access points note when the mobile station is gestd relay frames from the wired
network to it over the airwaves. It does not mattéich access point the mobile
station associates with because the appropriatesacpoint performs the relay
function. The station on the wired network can camioate with the mobile station

as if it were directly attached to the wire.

5.8.2 Logical Network Planning

The number of IP addresses that will be set aidavireless users should be
planned and a large enough address block shoulava#able in advance. If the
necessary IP address space is not available, itmeay cutting back on the level of

seamless mobility on the wireless LAN.

5.8.3 Considerations for The Current Environment

The first step of deploying Wi-Fi in a complicatedvironment is to find out what
is already happening in the wireless environmeimst,Ft should be looked at the
current infrastructure including the networks amel $ystems that are in place and the

physical environment of the area where RF usetended. The age, effectiveness
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and expected lifespan of existing systems anditiasilall play important roles in
selecting the wireless system that will best maeatent and future needs.

A number of factors can affect radio propagation &ignal quality. Building
materials, construction, and floor plan all affbcw well radio waves can move
throughout the building. Wood floors can cause rfimsfloor interaction between
access points. Ensure channel selections are afgieofor vertically adjacent access
points. Interference is a fact of life, but it i®ra pronounced in some buildings than
in others. Temperature and humidity have minorat$teEarly site visits can assist in
anticipating several factors, and a detailed siteveyy can spot any real problems

before installation begins in earnest.

Existing wired infrastructure should be examinadeéully, assuming the WLAN
is an extension of or overlay on an installed witekN. It is also required more
importantly to learn what new equipment and whaegmtion effort will be
necessary to make LAN and WLAN work together seashe

5.8.4 Site Survey

Before implementing a WLAN, it is useful to contluc site survey. There are
countless things in the physical environment tlwatidt impact the extent and quality
of the wireless coverage, from walls and poles &tainand temperature. System
designers need to obtain information on coveraggipenent placement, power
considerations, and wiring requirements to ensheg tisers will not lose the RF
signal. The way to get that information is to cocida site survey So that they can

access to their data as they move around facility.

Too many companies are trying to do their ownailstwith only the most
rudimentary understanding of the equipment andftdthnology. Many as a result
are having problems. Some of the mistakes they namkeeminently avoidable.

Setting up office WLANSs using 2.4 GHz frequencyuigs a professional approach.
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Every CIS manager can do a site survey. For tBeRF device installations, it is
strongly recommended to have an expert who hasriexge to handle it. If the
position of access points and selection of anterdwess not provide optimum
throughput everywhere, users complain about podopeance because sometimes
coverage is so poor there are small "dead zondsinffice with no connectivity at
all. Wireless vendors and value-added resellers usarally provide this service.
Some manufacturers offer free site survey softwatie their access point, or it may
be purchased for a nominal fee. Utilizing the sitevey utility includes establishing
a two-way data network using both stationary andbileadevices at various points
within the proposed radio coverage area. An assmssmf access point signal
strength using various antenna and access poifigooations helps to determine the
number and placement of access points requiredrdwide proper radio wave

coverage.

The site survey serves as a guide for the netwedign and for installing and
verifying the wireless communication infrastructuliealso helps customers clearly
understand the impact of the addition of wirelessal area networking on their
overall networking and system requirements. It weilges whether a site has
unusually high interference issues to resolve, log tapacity is greater than
anticipated. Finally, a well-done site survey epabhccurate quotes on equipment

requirements to guide financial decision-making.

5.9Future Probable Wireless Policy

This policy is based on the newly submitted divest and assigns responsibilities
for the use of commercial wireless technologiesjads and services in a military
environment. It directs the development and usethd general knowledge
experienced and promotes the sharing of wirelesshntdogy capabilities,
vulnerabilities, and vulnerability mitigation stegies throughout the Army. Firms
deploying WLANS must put appropriate policies iraqge@ for administering and

securing their wireless networks.
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Military units can deploy with the tactical reasom requested time and place.
The rapidly changing state of wireless technologguires that a dynamic and
flexible policy be adopted. Army and the compartfest will set WLANSs should be
more proactive in about establishing a corporateypdor the infrastructure, usage,
and security. These policies are based on the iexpers, written documents and
directives. They should be aligned with the deplegimof an approved and secure
WLAN to critical areas. A sample WLAN policy can loaitlined below together
with the military and business rules. These rulesves as the foundation for
implementing a standard WLAN. This is to ensuret thaonsistent approach and
methodology is employed across the critical orgations (Air Defense White Paper,
n.d).

5.9.1 WLAN Usage

Organizations must first define the proper usafj®bANs. This includes the
applications run across the network and the mais ARd user locations in the
enterprise. These methods can help to determireverage user profile. A detailed
site survey gives an idea of the number of userthénaccess points. The largest
coverage with the least number of APs is the igtal.

5.9.2 Applications

Wireless LANs provide suitable platforms for maagyplications like connecting
to corporate email accounts and surfing the Inter@me of the most important
causes of WLANSs could be giving a fast Interneteascto users like Public Hot
Spots. Another application request is VolP (VoiveroP). WLANs can provide an
effective voice communications ability within theverage area as Cellular phones
offer. However, network performance is significgrttampered by the large amount
of these two WLAN activities in the area. Therefaeme organizations limit their
wireless LANs usage for connecting to email andlithernet. In addition to security
concerns, organizations may choose to prohibitsscte classified information and
related applications from the WLAN bandwidth acrassther WLAN. Bandwidth-
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intensive applications and network misuse, suckdasnloading of MP3 files, can
significantly drain the network and limit the wiesk LAN’s ability to serve multiple

users.

5.9.3 Roaming

Some wireless LAN infrastructure allows statioms¢éamlessly roam from access
point to access point without dropping the conmectHowever, network roaming
introduces security concerns that arise from thgost not authenticating itself to the
new access point. Organizations should evaluatdehefits of roaming and weigh
them with the security risks coming from the roagnipolicy for their wireless
LANSs.

Network managers should make a layout plan ofrthereless LANs and
determine which stations can connect to which acpeits. Some stations should
only connect to a single access point or a set$ M the area. For example, a
manager may need to connect to the access pointiseirbuilding or corporate
campus and an executive who often visits officed arganization facilities in

multiple locations may ask for connecting to theess points at all sites.

Apparently, there are several ways users will bk @0 roam securely and
seamlessly among access points in 802.11 wirelédésL Wireless LANs provide
mobility through roaming capabilities, but this ti@@ comes with a price. The
802.11i security standard, ratified in June 200dkes a couple of provisions for this
capability.

While Layer 2 roaming refers to the user’s capgbtb roam from one AP to
another without crossing router boundaries (witthie same IP subnet), layer 3
roaming refers to the user’s ability to roam acrasger boundaries as they move
about the enterprise corporation. One of the implatations for layer 3 roaming can

be achieved through the renewal of the Dynamic Hoshfiguration Protocol
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(DHCP) lease for its IP address. This can be uakent either manually or

automatically.

Mobile IPv6 (MIPv6) is a protocol developed asubset of Internet Protocol
version 6 (IPv6) to support mobile connections. W8Rs an update of the IETF
(Internet Engineering Task Force). Mobile IP staddéRFC 2002) designed to
authenticate mobile devices using IPv6 addressesbi{® Networking Through
Mobile IP, 2004). MIPv6 allows a mobile node tosparently maintain connections

while moving from one subnet to another.

5.9.4 Off-Site Use

The widespread growth of wireless network techgplovith new laptop
computers forces organizations to decide with wrerd what types of networks
employees are allowed to connect. The growth ofliplM/LANs like Internet
hotspots gives the users an opportunity for corargréonnections outside the office.
However, these public networks offer little sequand potentially attract hackers to
attack into the network. Stations are susceptilde atcidental or malicious

associations from neighboring networks.

5.9.5 Network Configuration

Service Set Identifiers (SSID) of APs should baraded from default settings and
renamed against for unauthorized users, so that ¢henot decide easily which
WLAN to connect. Larger organizations will requicemplex filtering and use
remote authentication dial-in service (RADIUS) s¥s/to manage hundreds of

stations and dozens of access points.

System administrators can easily establish cordigan profiles for all their data
collection devices with some new remote configoratisettings at a central
computer. Administrators can establish networkimgameters, change encryption

keys and other radio settings, modify platform &@S parameters and completely
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configure their devices in one simple operationadidition, any software changes or
application updates to the devices can be remdt@hdled. It's that easy, input a
change, then the next time computers are bootedh@pnew configurations are

downloaded and applied seamlessly without opemtervention.

Clustered solutions for all the major componentsste so availability is not
necessarily compromised by the failure of any ef $kcurity components. Clusters
are composed of several independent devices thatogether and share state
information among multiple machines. When any memdbk the cluster fails,
survivors pick up the workload with no interruptidn it is decided to use either

firewalls or VPNs, it should be considered usirgustered product.

One item to watch for in this area is redundarayddHCP servers. No standard
exists for synchronizing the data held by DHCP eexv However, the Network
Working Group of the IETF is working towards a stardized DHCP failover

protocol, which will increase the reliability ofdladdress allocation service.

5.9.6 Network Performance

Capacity status in the area should be exploredtamthest architectural approach
in order to cover the targeted environment complethould be established.
Organizations should establish policies for neagssaetrics to maximize the
performance of the WLAN. Traffic patterns of thereleéss LAN can provide
valuable operational details that can be used F& &ssessment of network

performance degradation and overall usage.

5.9.7 Miscellaneous

Real life enterprise case studies and new secoréthodologies that highlight
common mistakes or successful WLAN deployments hiavee examined. After a
WLAN policy is defined, organizations must evalu#ite policy’s effectiveness and

limitations by implementing the standards.
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Network managers who supervise the policy’s im@etation should convince
wireless users for feedback information. By conihgct formal review process, the
WLAN policy should be revised to fit the specifieads of the organization. In many
cases, the policy can be tightened or loosened fineater WLAN adoption, usage,
and productivity. Once the policy is revised andetd, the policy process must be
repeated to document all changes.

5.10 Management Systems

It is clear that a number of people aren’t allttifamiliar with network
management in general. Network management is samgetiost users never really
get to see. Issues relating to network integrityjoughput, and security are
constantly monitored. They are managed in the es®ldomain just as they are on
wire. Separating wired and wireless system managtnie not the most effective
approach when you consider redundancies and lasduptivity resulting from
managing two separate systems. Alarms and alerty noperations staff of
problems and potential problems, some of whichhmuite critical to keeping the

network up.

There are several wireless network managememssaitailable for Windows, but
they are generally for enterprise networks andvarg expensive. Our best bet is to
learn about Linux and get started. There are mahyst tools available that are free
to use. Many of the products use radios to scamitheull data from radio chipsets
in WLAN devices, and expose via GUIs and alarmstigh®mppening on the Layer 1
wireless connection. They are more than enoughomparison to the expensive

management suits used in wireless engineering.

It is very important that WLAN network should beonitored for 7x24 and
managed locally or remotely from a central poinhéil required, a help/control desk
for different inconveniences should be establistedsolve the problems when
required. Commercial products in the market are ke components of wireless

planning, implementation, monitoring, managememgd aecurity. Using these
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technologies, save countless hours when troubléistgo@r locating the rogue
devices.

Network managers also need the creation and nmainée of documentation. The
benefit of having documentation can be greater tharother costs of the system. It
should be collected facility drawings and bluegjrdetailed architecture documents
such as wiring, the location of host systems, powdlets, and structural elements

such as metal firebreaks and walls, doorways, asdggeways.

5.10.1 Monitoring

Encryption and authentication are an essentipltsteetwork security, because of
a WLAN's uncontrolled transmission medium. WLANffra should be monitored to
ensure that wireless link over the air is encry@ad authenticated. Stations should

not be allowed for “ad hoc” modes.

5.11 Conclusions

WLAN integrated with existing military communicati network infrastructure
has significant benefits, such as mobility andifidity, higher cost savings, and less
manpower to install, operate, and maintain the agtwr herefore, it is accepted that
WLAN technology and security has reached the slatabaturity for military
operations.

In conclusion, Army and critical organizations aeady to use WLANSs with the
required security standards. Based on the offisiditen documents and personal
experiences, this standard policy model can be aseithe fundamental concept by
the organizations that will establish a WLAN. Systand network managers can
validate the use of WLAN with this sample policydause it as a template checklist.
Expenses for the companies advocating the corpa@tduild their WLAN
infrastructure can be mitigated to a reasonablellem the limit of network

managers’ cost estimation.
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Developing such a wireless plan for the militarynda mission-critical
organizations, channel all expertise into an dafigtep-by-step guide. It provides
more information and tools than any book. It gidesailed tasks and action steps for

each phase of the plan.



CHAPTER SIX
SECURITY CONCEPT

6.1 Introduction

Security conscious enterprises fortify their mission-critical WLANs with alayered
approach to security that resembles the accepted security practices of wired
networks. In this chapter, an overview of current WLAN security issues will be
provided. An analysis of how emerging wireless technology and security standards
have evolved to meet the requirements for a secure WLAN implementation will be
presented. WLAN technology and security has evolved and improved over the years

to mitigate the present security vulnerabilities.

Army has prohibited connecting wireless communication devices to certain
mission-critical networks. Wireless communications are more susceptible to attacks
and malicious uses since information is transmitted over the air. Furthermore,
interference from the nearby WLANS and different sources using the same frequency
cause great vulnerabilities. Exploiting these security weaknesses in order to reach the
critical data through the network can be harmful to national security. However, one
can plan and successfully contend with security risks and threats in the wireless

deployment.

In this chapter, the current limitations of security protocols associated with 802.11
networks will be first reviewed. A general model that will help to understand how the
current infrastructure of the WLAN affects the security policies for the corporation,
will be developed. This model is general enough to cover the necessary security
policies at different OSl layers of Wireless LAN.

6.2 Wireess Security Concerns

Army regulations and security directives are mandatory and binding for military

units that have determined that certain information be protected via cryptographic

81
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means. Default 802.11 security features do not iieste standards. From the most
basic security mechanisms to the latest authemticaind encryption protocols,

military organizations need to utilize the highesturity that is possible. The more
security means that the network is more protecldds gives network managers

enhanced confidence in the safety of all data.

Wireless LANs have been subject to a number airsigaconcerns. The two main
goals of wireless LAN security planning are ensyradequate access control and
preserving the confidentiality of data as it trae= the wireless network. Security
requirements may be dictated by legal requirememtsthe legal threat of

unauthorized data disclosure.

6.3 Security Policies

An organization can remedy many of these issuesdhyitting today that WLANs
must be secured. Emerging best practices for WLANIa/ments begin with the
recognition that WLAN access demands at leastdhgesstrong security measures as
remote access. Begin with an appropriate use pdhey prohibits unapproved
deployment of access points. Continue by makingafsthe group authentication
and privacy measures built into WLAN equipment, bataware that these features
have known vulnerabilities and by themselves doproviide adequate protection.
Adopt a layered approach to security. Use a VirRrarate Networking solution on
top of WLANs to enable user authentication and lewata confidentiality and
integrity through encryption. Take additional measuto protect all mobile
computers with personal firewall and anti-virusta@fre, and in certain situations,
consider file encryption and boot level passwoildgese latter measures may protect

the organization from attacks following laptop RIDA) theft.

Even with these measures, organizations shouldusty consider segregating
WLANSs from trusted networks. It's better to tredit \WLAN users as potentially
hostile and impose the same constraints like remotess and teleworkers. It's also

popular to place WLAN users in a demilitarized zq®#MZ), so that new access
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controls uniquely can be assigned to these uselenWnore hurdles are placed
between the mission critical data and intruders, rtiore intruders will seek other,

easier targets.

Policies should be established and enforced thilpitoad hoc networks together
with the network configuration essentials. Becatak hoc” networks can allow a
user to transfer private corporate documents atetlectual property to unauthorized
users without going over the corporate networkegmnises should enforce a policy
that prohibits anyone from installing an AP whismiot approved and configured by
the network managers of the organization. Entezpwireless LAN deployments
should be based on enterprise-class access poaitsupport the advanced security

and management settings.

In order to provide interoperability among thef@iént Services (Army, Navy,

Air Force) WLANs must conform to the following conom profile:

1.PKI certificates improved by National Cryptologgency,
2.Encryption algorithms nationally approved,
3.Hardware Crypto usage in both ends,

4.IPSec (Secure Intranets)

Organizations and agencies should not undertakeless deployment for
essential operations until they have examined aaml @&cceptably manage and
mitigate the risks to their information, system i@ti®ns, and continuity of essential
operations. Agencies should perform a risk assessam& develop a security policy
before purchasing wireless technologies, becauee whique security requirements

will determine which products should be considdmegurchase.

Agencies must actively address security risksraiget their ability to support
essential operations, before deployment of wirefetwsiorks. Deploying equipment
with “factory default” settings, failing to contrar inventory access points, not

implementing the security capabilities providedd amt developing or employing a
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security architecture suitable to wireless envirentn(e.g., one with firewalls
between wired and wireless systems, blocking ofeeded services/ports, use of
strong cryptography). Agencies should also be awéréne technical and security

implications and wireless and handheld device teldyies.

Finally, even when governmentally approved crypap@y is used, additional
countermeasures such as tactically locating aquasss, ensuring firewall filtering,
and blocking and installation of antivirus softwame typically necessary. Agencies
must be fully aware of the residual risk followitige application of cryptography

and all security countermeasures in the wireleptogiement.

6.4 Multi-layer Security Concept

With the adoption of WLANs by the military unitshe authentication and
authorization rights in order to deploy differeegions and secure them correctly

have gained top priority.

In this research, the current limitations of séguprotocols associated with
802.11 networks will be reviewed. A general moddl bhe developed in order to
understand easily how the current infrastructurehef WLAN affect the security
policies for the corporation. This model is genesabugh to cover the necessary
security policies at different OSI layers of WirgdeLAN. The more authentication
factors in use, the more secure the authenticatResources requiring strong

protection generally require strong or multi-facaorthentication.

6.4.1 General

IT managers have been forced to sacrifice keyireoents to confidently and
securely deploy WLANSs. Deploying a pervasive WLANquires network managers
must thoroughly examine their overall security #@etture and deployment goals.
They also have to consider the unique requiremehtsecuring the RF medium,

controlling network access and protecting applwatiand data. Therefore, the Army
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should have the intention of a comprehensive wségelsecurity—a unique multi-
layered approach to wireless security frame (Figut¢ from location to application.
Additionally, this fortified wireless security modenables organizations to easily
comply with government privacy regulations (Defigithe Requirements for Third-

Generation Wireless LAN Security from Location tppghication, 2004).
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Figure 6.1 Multi-layer Security

6.4.2 Layer O: Physical Location

The most basic physical security for a wired bogdnetwork is the building
itself. With wireless, it is as if Ethernet conriens have moved outside the building
walls. There is no limit of entry points. Users @atess the RF if they are within the
coverage area. Unauthorized wireless devices magcede with the corporate
WLAN. The ability to control users’ access to thdMN by physical location is
critical.

It has to be used innovative location-based acpetisies in order to govern
access to the WLAN. IT managers set up differeatUsity zones" and then grants
users access by these zones, such as "the fiost 80" Intelligence department”. For
example, HQs Security Chief may refuse wirelesesgdo any user outside the

building perimeter. Access policies apply to atitier layers of security framework,
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including access to the RF spectrum, authenticaiod encryption, VPN and

applications.

6.4.3 Layer 1: Detection and Protection of RF Spectrum

Uncontrolled wireless devices can leak informatioause network downtime,
reveal confidential data, and expose vulnerablesgpoints to the outside world. A
rogue is an unauthorized AP or user who has pluggedthe wired side of the
network or penetrated the WLAN RF space. An attaokay engage in surveillance,
launch a man-in-the-middle attack, spoof MAC adskessWhile rogues are typically
thought of as malicious attackers, employees asoitadvertently open up security

holes simply by plugging APs into the Ethernet guktheir offices.

The most cost-effective approach is to use WLANnitowing tools which
periodically scan the RF channels to detect unaygorausers or APs. However,
rogues can "hide" if the APs don’t scan acros<ladinnels. If the APs do scan all
channels, user communications with the AP williiterirupted for the duration of the
scan. Instead of this, Land radars designed ferghipose can provide a continuous
monitoring and wireless service on the same AP.p&AN Radar compares the
AP RF data according to the deployment plan. dfeitects an unknown or rogue AP
or user, Network manager stops the rogue APs, ptienpthem from creating a

security breach.

6.4.4 Layer 2: 802.1x Authentication and Encryption

Authentication and encryption are fundamental f®rof security, protecting
network access and ensuring data privacy. Army lshoboose the most suitable
method for its task and risk profile according e tcurrent written and approved

directives in the frame of NATO Standards and Natloules.

Preventing unauthorized access to sensitive nmsgitical wireless networks is a

key requirement. 802.1x will provide more autheatiien and access control for APs
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through the use of extensible authentication patd&AP), which is a set of

messages for authentication negotiation and autiagion transport method between
client and server (IETF) (Secure Architecturesviareless LANs in the enterprise,
2004).

One of the other applicable access control meshathat will be used can be a
dongle, which is a simple security device, conmgdtea computer port in order to
verify that the program is not a legal copy. Thisvide can carry an EPROM
(Erasable Programmable Read Only Memory) which @&l ar 128 bit ID number.
When the user plugs this handy device into the M&semodule, and enters the right

PIN number, the transmission begins and asks the/t#®her the ID number is true.

Army directives should dictate that strong autleation, non-repudiation, and
personal identification are required to accesscthssified military network mainly
in accordance with the National Public Key Infrasture (PKI) format. The PKI
implementation plan for wireless systems is bemgroved by National Cryptology
Agency. The policy should go on to state that ldieation & Authentication must

be implemented at both the device and network level

For encryption, Army and the corporations use dpproved algorithms and
devices. Together with nationally approved algoriom commercially accepted
algorithms, Temporal Key Integrity Protocol (TKIBjovides stronger encryption.
TKIP changes the encryption key with every pack8minating the possibility that
an attacker can decipher the encryption key. AdedriEncryption Standard (AES)
with the 128-bit, 192-bit, or 256-bit encryptiorgatithms, the strongest exportable
encryption, built into the hardware will be avaiklas the standards are adopted and
clients become available. AES use required in @siog, encrypting, and decrypting
data could impact operations. However, 802.11g émeinted with IEEE 802.11i

using AES encryption will satisfy critical wirelesscryption requirements.

802.11i also referred to as Robust Security NetwBISN) is designed to address
all the security issues associated with 802.112,18®, g and WEP shared key
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encryption. This standard includes two parts: tliESAor encrypting WLAN traffic
and IEEE 802.1x Port-based network authenticatitamdsard for WLAN user

authentication and key management (Atheros Commatiaits, n.d).

6.4.5 Layer 3: VPNs

Because of security concerns, many companies tavaot APs in the trusted
domain, so that they establish a VPN tunnel betwienclient and VPN server
within the network infrastructure. Companies used® VPNs to ensure data privacy
and protection in accordance with their privacy asdurity requirements. If all
client devices in the same network do not supp@z Bx in layer 2, VPN performed

at layer 3 provides authentication and encryption.

But, applying the wired VPN model to wireless VPMeguires additional hurdles,
such as, larger scale of VPN users, service réitipldnd the ability to support
multiple classes of service. The mobility of WLANsars causes performance
bottleneck in the central VPN server. Installimglananaging VPN client software
on a large number of clients incurs a significamgtcIf wireless clients dynamically
download the VPN client from a central controllehich is a web server, per-user
authentication and distribution of IPSec pre-sh&es can be taken before any user
data is transmitted. Wireless VPNs must providesistent, and reliable service,
because VPN connections can be terminated duentp Hand-off times as clients
roam between APs in a WLAN. Using VPNs should negate the use of QoS for

VolIP and other real-time applications.

6.4.6 Layer 4-7: Unified Security

Since mobile clients can travel and connect terimdt hotspots and different
networks, every mobile client becomes an entry tpoito the network. With an
infinite number of entry points, a WLAN policy muptovide comprehensive and
adaptive protection against multiple types of sigurreaches and attacks at the

wireless edge. Protecting networks and applicategeinst viruses, worms, DDoS
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and other network attacks at one location in thterpnise is inadequate. However,
placing multiple point products for different proten elements, including intrusion
detection and prevention systems (IDS/IPS), firbwalus scanning and application-
layer security, at many points, is too complex & donsidered cost-effective or

scalable.

A unified security approach providing compreheadiayer 4-7 security must be
provided at wireless edge aggregation points, whikeeeWLAN connects to the
network core. Setting up a secure WLAN, isolatingrom the wired network
delivers a coordinated and correlated responsédoks. Network managers can set
policies, user access controls, security controld @rus updates from a central
console. Technicians do not have to be dispatahétibleshoot problems or even

update software in WLAN devices in remote locations

In a wireless environment, a system that sweepms ftequency spectrum
monitoring for intruders is necessary. IDS devioemitor systems to detect attacks
and intrusions by examining traffic and suspiciagsivities on the host devices or
network, in order to alert operators. Operators tteen take appropriate steps to
respond to any alerts generated by the IDS. ID&Bysare grouped into Host Based
IDS (HIDS) & Network Based IDS (NIDS).

IPS (Intrusion Protection System) systems prowdditional protection against
attacks by automatically reconfiguring the netwarid/or host to counter an attack.
They should be deployed in any mission-critical WALA&nvironment for real time
network adjustment to secure systems under attdmkever, IPS technology is still

in its very early stages of development.

Firewalls control communication by allowing or gerg traffic based on
predefined rules using access control. Firewallukhdbe deployed for added

protection of the WLAN infrastructure.
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The wireless environment provides plenty of vudtdities. For example,
directional antennas have back lobes. Even if Hreypointed toward the interior of
the warehouse, a certain amount of energy is edliatit the back. RF signals from
the antennas mounted on the interior ceilings may extend significantly beyond
the intended edge of coverage. A more directiventlantenna will extend coverage
significantly beyond the limits indicated by thetesisurvey, leaving data sent

available to interception.

It has to be ensured true 24/7 availability anersisatisfaction by learning about

the management, back-up, archive services, anis\@oftware and software updates.

6.4.7 Current Security Issues for WLAN

Agencies should be aware that physical controts empecially important in a
wireless environment. Agencies must enable, usd, rantinely test the inherent
security features, such as authentication and ptiory that exist in wireless
technologies. Finding a wireless network is eascahnse all wireless networks
announce their existence, so that, potential dieain link up and use the service
provided by this wireless network. The 802.11 beaframes used to broadcast
network parameters are not encrypted. This meaesn#iwork parameters are
available to anybody with an 802.11 card and aerar@. A hacker can launch an
effective attack to a wireless network with a hggin antenna looking for available
access points. As soon as a WLAN is located, tHg obstacle to obtain 802.11
network access is to get through the WEP (WirediEdgent Privacy) (The formal
WEP specification, n.d). if enabled. Wireless siguras initially evolved from this
inadequate security option in 1999. This originakekess security protocol, used 64-
digit and 128-digit keys encrypted using an aldgwnitcalled RC4. With WEP, each
client machine was assigned one key per sessio. WS cracked in the summer of
2001 and has since been a weak link in the wiredesarity chain (A wireless LAN

security glossary, n.d).
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WEP is problematic, but it may be better than mgropen access points. In
many environments, though, WEP should be disaéth large numbers of users,
WEP is just another configuration item to get wrolgeploying WEP may also
complicate roaming between access points. It habetaarefully considered the
limitations of WEP and deployed additional solusorto enhance: Wireless
middleware when implementing complex networking jgects are necessary . In
addition to application management, middleware petsl often offer access control
and encryption mechanisms that counter the issui89211 WEP. The supporters
are probably referring to dynamic WEP with LEAP BEAP authentication.
Although dynamic WEP is not the ideal solutionisitmore secure than static WEP
for two reasons. First, these systems are typicatyup to re-authenticate each user
every 30 minutes. During the re-authentication pss¢ the access point produces a
new WEP key that is used until the next re-autleatibn. Second, a different WEP
key is used for each station, so the communicatibmnother station cannot be
intercepted. The use of dynamic WEP, except asoat-tdrm solution until the
system could be upgraded to WPA with RADIUS, waubd be recommended.

However, many vendors and network administratads bt implement WEP.
Instead, they chose an alternative security salutialled MAC-address filtering.
Basically, MAC address filtering was used by theess points to check the physical
addresses of the connecting devices as part dhtiied network access procedures
in order to ensure that the station is alreadyhia list of good MAC addresses.
Although MAC address filtering was widely deployédwas not able to provide a
serious security solution. First, it lacks the d@ation of the system software running
behind the good MAC address, which may include sharenful programs such as,
eavesdropping programs, spyware, or Trojan ho&esond and the most important

reason is that MAC addresses can easily be chatgedsent.

Easy deployment of WLANSs also causes another gggumoblem. A user with
little knowledge of the available security vulneitiiies can set up a “Rogue” access

point, which easily provides an attacker with openess to the wireless network.
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To combat the security glitches in WEP, 802.11 kivay group adopted the
802.1x standard. 802.1x provides “per-port usehentication” that requires user-
authentication to ask for access to the networkguthe Extensible Authentication
Protocol (EAP) built into 802.1x. Transport Layezc8rity (TLS) method creates a
secure session before sensitive information andyption key are sent over the
connection. In the IEEE's 802.1x, EAP is encapedlan LAN or WLAN traffic,
providing the mechanism for verifying the identiy a user to RADIUS or other
authentication server. It supports many authentinanethods, including Kerberos,

public-key authentication, and smart cards.

Wireless vendors developed Wi-Fi Protected Acc@¥$A) to increase the
encryption by using another keying mechanism wigmporal Key Integration
Protocol (TKIP), which changes the key several §daring each session by making
keys more difficult to be cracked. WPA adds a giromessage-integrity check and

allows for authentication using 802.1x (A wirelégsN security glossary, n.d)

A major part of WPA security was to come from wsger algorithm called the
Advanced Encryption Standard (AES), the replacern€RCA4. It was developed for
the U.S. military by the National Institute of Stkands. However, developing the
protocols using AES and bringing vendors togetloeddcide on the specifics has
taken a lot of times. So that, vendors continuedguKIP instead of AES for most

released products.

The IEEE has not approved the latest version &. 180 which vendors and
integrators still refer to as WPA2, until June 200¥dditionally, independent
organizations prefer using encrypted certificated eertificate servers that validate

their authencity based on Public Key Infrastructaneicture.

It will be necessary to employ higher-level crygtaphic protocols and
applications such as secure shell (SSH), Trandmw#! Security (TLS) or Internet

Protocol security (IPSec) with military modules aassociated algorithms to protect
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the information, regardless of whether the noneaéd link security protocols are

used.

6.4.8 Security Implementations

Authentication is the process of verifying thatn®mne or something are who they
say they are before they are granted access tegpedt resources. Such resources
may include software applications, computing féedi, printed data, printers, or

physical access to facilities and materials.

Most discussion of authentication concentratesoatine authentication, but
offline methods of authentication are also arouslich offline methods of
authentication include checking for valid formsidéntification, or having security
personnel check and recognize an employee’s fafirebadmitting them into the
building or restricted military area. Online auttieation tools include user IDs and

passwords, smart cards, security tokens, and brmset

For example, a device that saves users from hawilgeate or remember secure
passwords. The system uses a key fob that plugsantomputer USB port and
generates a new password each time a user logBoirauthenticate themselves
during an online session, users enter the seriabeu on the back of the device and

the password or code that appears on a small LEagi.

6.4.8.1Access Point and Access Control

APs and access control require a method wherebys we identified for this
access. This could be a process for the servicepamddes relevant data for this
access. This may be assigning a username and pds&wdogin access, or it could
be identifying the MAC address of the wireless r@twinterface card (NIC) the user
owns, or both. While the complete specificatioradklecommunication database is
very complex and has many elements that are spetfithe organization, a

simplified relational database structure would uoid tables that identify the user,
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their MAC address, and the wireless access poitskeleton of some of the

relevant relational database tables is shown inrEi.2.

Wireless_User Wireless_User_MAC

PK | Username <+—— PK | MAC_ADDRESS

FK1] Username

Wireless Device

PK | Device _name

IP_Address
RADIUS_Key

Figure 6.2 Authentication Records in Relationaldbatses

Shutting down access of a wireless client candyedh few different ways. The
best way to disconnect a client from the networklaklisting the MAC address of
the client. A more sophisticated approach woulddee-direct traffic intended for
the user to another machine (which is similar @@S/Middle Man attack hackers
use). These types of reactive measures are not dana laptop, but software or

manual configuration of the routers.

6.4.8.2RADIUS

The model for RADIUS is that a network access ee(MAS) will have users
connecting to it. The NAS then receives autheribcatlata from the user and sends
requests to a RADIUS server based on the data termime whether the user is
authentic and is authorized for the network; hetive,NAS is a RADIUS "client".
The NAS encrypts communication with the RADIUS serusing a shared key
(which can be client-specific). In Chapter 7, thgplecation sample reviews the

configuration of a RADIUS server in detalil.
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There is a way to cache encryption keys to sigestaving to repeatedly
authenticate with a RADIUS server. The other featigrthe ability to tie in with a
pair of third-party applications that check cliatdgvices before letting them access
the network. Without this feature, the device wohlave to re-authenticate and

receive a new key each time it associates wittifardnt access point

6.4.8.3Different Software Features

With the release of new software using SNMPv3,ugaSockets Layer, and
Transport Layer Security, giving the web server edded in the company’s
switches the ability to handle secure HTTP transast This way, network
managers can manage switches remotely, using ewsser, without fearing that

an unauthorized individual might do the same.

Comparing this to previous secure managementjrificdved plugging a console
directly into a switch or using a telnet sessiobviOusly, accessing a switch over
the Internet is immensely more convenient, but @tdal users don’t trust web
management, thinking that displeased employeesrmrists might be able to get in
as well. The web server can perform authenticatioverify the identity of whoever
is trying to access the Ethernet switch and canyphpasswords as they traverse the
Internet.

6.5Conclusions

How traditional network security measures are ¢peapplied in new ways to
secure WLAN access to small business, enterprisg,sarvice provider networks

were considered in this chapter.

Administrators should maintain a separate autbatitin system for WLAN users.
When the number of users is limited, it seems neasle, but it introduces a
significant burden as the network grows. Suppont é&xternal authentication

databases is also necessary.
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Even when governmentally approved cryptography used, additional
countermeasures such as tactically locating aquaisss, ensuring firewall filtering,
and blocking and installation of antivirus softwame typically necessary. Agencies
must be fully aware of the residual risk followitige application of cryptography

and all security countermeasures in the wireleptogiement.

The latest 802.11g for wireless communication, loioved with 802.11i providing
advanced WLAN encryption, and 802.1x for stronghaatication, can be promising
enough for tactical WLAN deployments now. It shoaddo be built, tested, and
demonstrated the tunneling principles like VPN {¥al Private Network) for

transferring the IP data through the wireless btftecture.

Any design, no matter how strong, must be reguladdited to ensure that the
actual deployment is consistent with the securklijectives of the network design.
Inappropriate configurations may be a major souofesecurity vulnerability,
especially if wireless LANs have been deployed withoversight from security

engineers (The Top Seven Security Problems of 802003).



CHAPTER SEVEN
USER BEHAVIOUR MODEL/APPLICATION

7.1 Introduction

Because Wireless LANs are not inherently securd,\WWEP is not an end-to-end
security mechanism for enterprise WLANS, there isignificant opportunity for
other security solutions to take the forefronthe tvireless LAN security market. In
this chapter, some of the possible security salgtizvhich can be applied in a

WLAN environment without requiring any proprietasglutions, will be examined.

These models will help to create a securely sjpeeifvironment from the point of
military aspects. Even though, there are so maaydstrd and protocols, a different

and new standard that the industry and the pubhicaccept, is required.

7.2 Architecture

Different wireless security systems provided waid without encryption using
Ethernet endpoints to generate traffic were instatind configured. The purpose
here was to measure the products’ capacity andyubi@ Ethernet was the most

efficient way to accomplish this goal.

For the software-based products, two differenteascpoints connected to an
Ethernet Hub were configured. When a wireless @dewmved from the coverage
area of one access point to the coverage areatiemit would reassociate with the
new access point. The same thing could be donesiog @ switch and changing the

subnets as well.
For the hardware-based solutions, two controlessrused for authentication and

centralized management and two different accesgpuiere installed and placed in

the same network.

97
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“NetlQ’s Chariot” is used to run performance stgip determine the throughput
of each system. Raw, unencrypted performance betaegoup of end nodes on a

“HPJ2610B Hub” achieving throughput of approximgat&d Mbps is measured first.

Other areas of the testing are standardized. Atitaion with the Microsoft

Windows 2003 Server Active Directory Policies isatested.

7.2.1 Test Bed

A test network (Figure 7.1) is created with twaess-points (one is thin, the
other is thick) and with a Hub. The software-bagemtiucts on the servers are set up.
Clients could reach the server with an only one tgr the access points. The only
thing to do for running the applications, is todathe laptop and launch the web

browser.

TEST BED

ASUS WL-330g 1 - 5‘

Pocket Wireless Acce:

FreeRadiu:

HPJ2610E
Wireless
-
w—
Cisco 1100 — Ej‘
Access Poir

Windows 2002

Figure 7.1 Application Test Bed
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7.2.1.1Windows 2003 Server

All software platforms are installed on an Esdai¥ 2.8 GHz PC with 256 MB
of RAM. Server installation is easy. If there i$\éndows network, this product will
fit in easily with the existing Domain. The wizagdidance is used through the input
of minimal configuration information. The domain Active Directory is checked to
see and authenticate clients in the wireless ugetg that will connect to the server.
Some users are created, and added to the grouphemdeliminary configuration is

completed.

7.2.1.2FreeRadius

An Escort PIV 2.8 GHz PC with 256 MB of RAM is ukeé\ Linux enterprise was
installed and added into the domain. FreeRadiusvacé was downloaded from the
Internet and installed with some specific featulesan readily be configured to use
text-file databases with slightly different file rfoats. FreeRadius has a large
installed base and active user community, and itlisely modeled on legacy
RADIUS servers.

If the MAC address belongs to a valid RADIUS usére MAC address is
considered authorized to use the wireless LAN. RA®kerver that would support
plain-text configuration files is used to easeraégration. There are two files for the
purposes: One for the user database (with the Méd@esses of authorized users),
and the other to identify the RADIUS clients (i.the wireless access points) and

their associated encryption keys.

7.2.1.3Cisco 1100 Access Point

This wireless LAN transceiver serves as the cqmert of a stand-alone wireless

network or as the connection point between wiretas$ wired networks. It is IEEE
802.11b and 11g client designed for the entermfisee environment.
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The access point uses the Cisco IOS operatingraysCisco 10S software is a
feature-rich, network systems software that pravide@ common I[P fabric,

functionality, and command-line interface acrossehtire network.

This device authenticates users and tunnelsdriim wireless devices within its
range as well as devices wired to it via Ethermet. porhe device would fit in branch
offices where employees come and go with laptopscaBse it tunnels traffic
between the wireless device and the access pbovweicomes and security concerns
raised by using Wi-Fi. The access point support®. Blb and g. They can be
managed centrally.

AP automatically gets an IP address from the DH€Rer on Windows 2003
Server. If the proper IP number is typed on therimtt Explorer, the following pop-
up login screen ( Figure 7.2) appears.

Connect to 192.168.1.12

level 15 access

Uszer name: | L i b |

Password: | snsnal |

[remember my password

[ oK ] [ Cancel

Figure 7.2 Cisco 1100 AP Login Screen
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After typing the default password in the manulk Graphical Configuration

Interface of the Cisco AP can be reached.

Address @ http://192. 168. 1. 12/ap_home.htm M Be |k
Cisto Svsrews
Cisco 1100 Access Point \a =
Hostname ap ap uptime is 1 hour, 49 minutes

Home: Summary Status

Clients: 2 Repealers: 0

IP Address 192.168.1.12

MAC Address 0011.9282.210e

mmmme
Interface MAC Address Transmission Rate
1t FactEthernet 0011.928e 2108 10Mbis
1t Radioo-802 116 0011.5¢1b.9200 54.00ibls
T —
Time Severity Description
Mar 1 01:00:26.825 UTC #Infarmation Interface Dot11Radio0, Station 000e.352¢c.e7fc Associated KEY_MGMT[NONE]
Mar 100:59:05.424 UTC #Information Interface Dot11Radio0, Deauthenticating Station 000e.352c.e7fc Reason
Previous authentication no longer valid
Mar 100:46:00.757 UTC #Information Interface Dot11Radio0, Station 000e.352c.e7fc Associated KEY_MGMT[NONE]
Mar 100:28:32.938 UTC #information Interface Dot11Radio0, Station 000e.359¢.1493 Associated KEY_MGMT[NOME]
Mar 1 00:28:32.766 UTC #infarmation Interface Dot11Radio0, Deauthenticating Station 000e.359¢ 1483 Reason:
Previous authentication no longer valid
Mar 100:28:32.765 UTC Warning Packet to client 000e.359¢.1493 reached max retries, removing the client
B [ I R (g

Figure 7.3 Cisco AP Configuration Interface

It can be managed and configured every settingtherCisco AP by using the

following menus:

“Express Security” provides static WEP Keys, EAR &dPA security settings via
Radius Server.
“Association” gives the wireless clients on the @&Ryure 7.4).

aderess | ] http://192.168.1. 12/ap_assoc.htm ‘v:“ 6o |Lnks >

Cisco Svsreus

Cisco 1100 Access Point ns
Hostname ap -ap uptime is 1 hour, 58 minutes
Association
Clients: 0 Repeaters: 0
View: [¥] Client [¥] Repeater Apply

SSID tsunami :

Device Type Name IP Address MAC Address State Parent VLAN
192.168.1.15 000e.352c.e7fc Associated self none.
192.168.1.13 000e.359c.1493 Associated self none

Figure 7.4 Association Menu
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“Network Interfaces” menu provides necessary infation about IP address, Fast

Ethernet, and 802.11g settings.

“Security” menu (Figure 7.5) is used to configute & the security settings and
specifications. “Admin Access” gives the ability tweate local users and their

password definitions in order to make them avaddbluse the configuration tool.

Address [ htip: /192, 166.1.12/an_sec.him v B ks >
Cisco Svsrens =
Cisco 1100 Access Point i =

Hostname ap ap upfime is 2 hours, 5 minutes

ity Summary

Username Read-Only Read-Write

Cisco v

D VLAN Open Shared Network EAP

tsunami none no addition

WEP Cipher
Encryption Mode Key Rotation
MIiC PPK TKIP WEP40bit WEP128bit CKIP cmic

Nona

Server Name/IP Address Type EAP MAC Proxy Mobile IP Admin Accounting

U
Figure 7.5 Security Settings

“Encryption Manager” arranges the encryption protsdhat will be used. Settings
for Radius server ( IP address and shared keypearonfigured from the “Server

Manager” tab (Figure 7.6).

v Beo

Hostname ap ap uptime is 3 hours, 20 minutes

Backup RADIUS Server: 192.168.13 (Hostname or IP Address)
Shared Secret:

Figure 7.6 Server Manager Settings
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“Advanced Security” (Figure 7.7) provides to creaMAC address based
authentication list.

Aciress ] http:/f152. 168, 1. 12/ap_sec_ap-client-security-ady_a.htm:=_ocalMAC v Do ks ?
bucesarius M
b Cisco 1100 Access Point o
= MAC ADDRESS z = ASSOCIATION ACCESS
~  AUTHENTICATION \F urEE = LsT W

Hostname ap ap uptime is 3 hours, 34 minutes

Security: Advanced Security- MAC Address Authentication

SECURITY MAC Address Authentication

Admin Access
Encryption Manager

SSID Manager

Server Manager

MAC i by: @® Local List Only

O Authentication Server Only

Local RADIUS Server © Authentication Server if not found in Local List
Advanced Securi
-
Local MAC Address List
Local List: 0000.39be.209d
0002.359¢.1493
e e A [ Tt

Figure 7.7 MAC Address Authentication

“Services” provides the necessary settings for dbevices such as Telnet, DNS,
HTTP, VLAN, and SNMP.

7.2.1.4ASUS WL-330g Pocket Wireless Access Point

This is a commercial IEEE 802.11b/g wireless asqasint. It has a very simple
setup utility program. AP supports three differamperation modes (802.11b,
802.11g, and mixed). It has a two-way switch onlihek. It is brought to “Ethernet

Adapter” mode, and connected to a PC or Laptopetd the configuration.

If the wireless setting program is run from thedt$ ->ASUS Utility->Wireless
AP->Wireless Setting”, after installing the setupgram, the following screen

appears (Figure 7.8).
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47 Wireless Setting Ukility - Access Poink Status

Pocket Wireless AP WL-330g
Access Point Mode
351D - AP_?aeccc
Channel : 1
Encryption : Disabled
MAC Address :  00:11:D8:2AEC.CC

IP Address : 19216811

Figure 7.8 AP WL-330g Configuration Utility

After pressing the “Configure” tab, Network Narf®SID) on the next coming
screen is given (Figure 7.9). This should be thmesmame with wireless adapter

settings. Later, second tab “Encryption” is sétdvanced” tab can be left with the
default settings.

Basic | Enclyptianl Advanced' Basic  Encryplion |Advanced|

T Metwork, Mame [S510) Authentication : I Shared Key j
Encryption : IW’EF’ j
Hetwark ey I
—Channel .
i wireless Metwork Key (WEF]
1 j Key Format IASCII characters j %
—E ncrvption Key Length: I 4 bitz [5 characters) j
Encruption " Manual Assighment
Kepl: PARAA
Kepz: [BBEBB
Kepd. [CCCEC
Kepd: [DDODDD

 Automatic: Generation

Eazsphrase

Select one as pour Default Key =» |K5y1 vl

\id Seaich Again | J ag | x Lancel |

", Search Again | o Ok | X Cancel |

Figure 7.9 Basic Configurations for ASUS AP
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7.2.1.5Wireless Client Stations

A mobile P Ill, 1GHz Laptop with Windows 2000 (2B of RAM) with ASUS
WL-167G USB 2.0 Wireless Ethernet Card, and an HtelICentrino 1.4 GHz
Laptop with Windows XP (512 MB of RAM) are used.tlife program is run from
the “Start ->ASUS Ultility->WLAN Card->Wireless Sett)”, after installing the
setup program, the following screen appears (Figut®). This screen enables the

configuration of the ASUS wireless card.

I

[oUS ONE TOUCH WIZARD

% Configuie your wireless LAN settings
— 1 Connect to an existing wireless LAN

Tike A izard will rowssearsh your wieless AN envronmentfon avaliable
wimeless nebwiorks, The wireless netwarks found e displaved on the table
(el= (e
Wireless LAN thiat has the best signal:

AP Zaecco (00:11:-DB:2A:EC:CC)
ireless LAN that pou viant o connectta:

trvalatr
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First, the SSID name and secure authenticatiomgst{Figure 7.11) are configured.
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Figure 7.11 SSID and Authentication Settings
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The options “Encryption (disabled, WEP)” and “NetWw Authentication
(open,shared)” have to be decided. If WEP is chodensame WEP keys (Figure
7.12) with AP (Figure 7.9) should be used.

ASUS ONE TOUCH WIZARD i x|

Configure your WEP keys by Manual Azzignment or Autamatic
Generation. Reter to the user guide for details on how to set the
WEP keys.

Click Next to continue.

—wireless network key
Key Fomat |Hexadec\mal digits :j ‘$
Key Lergth {84 bits (10 digis) =] &

' Marual Assignment
Kepl:
Key2:
Key3:

Key 4:
" #utomatic Generation

A—.
=
—
—_—

Fasspiiae |

Select one as pour Default Kep =» IKey q -I

A < Back I e g X Cancel |

Figure 7.12 Wireless Adapter WEP Settings

Finally, TCP/IP setting is made manually or auttoadly from the DHCP server.

7.3 Authentication and Access Control

To make the wireless LAN environment easy to supyhile maintaining some
level of access control with newly written softwaapplications for this thesis and
FreeRadius attributes, it is preferred to provide access control with no end-user
intervention or configuration. It is also preferrasl little reliance on vendor-specific
features offered by friendly interface tools asgilde. One attribute of wireless LAN
users is their inherent mobility, making DHCP arviobs requirement. So, by only
supporting DHCP for IP assignment, and only allguviegistered MAC addresses to
be served an IP address by the DHCP server, a tévaiganization-based access

control can be achieved.

Advantages to this approach are that it is vewightforward to implement and it
makes no assumptions about either the wirelesatdliethe wireless access point

configuration. Users can authenticate on any aqueiss managed by the RADIUS.
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Access control rights are tied to the existing acte in Active Directory of
Windows 2003 Domain Controller, because Windowsegiwan easier time to

integrate into this environment.

If there is a group of people who work for misswitical tasks in an office, a
static list of allowed MAC addresses could be agunrfed on one access point (Cisco
1100 in this test bed), and indeed this is a veydgfeature to use in a residential
network. However, for a network of several accesistp with mobile users, such a

static list on all access points would be a dificietwork management problem.

7.4Privacy

It is found that enabling encryption hamperedgbdormance, so some sites may
want to configure encryption on an application-ippiécation basis. Several
products support this capability, though this apptodoes add to the administrative
burden. In the test environment, the encryptiohneue depends on the features of
the access points. While Cisco 1100 offers WEP, BA® WPA, ASUS gives only
WEP alternative.

7.5Sample Application 1 (Authentication and Access Cdrol)

If the credentials for the user who are tryingdgon to the network is already
existing in RADIUS database, user gets a POP-UBescshowing the login is
successful. If not, users are redirected to a @aptortal (custom redirect URL)
provided by the RADIUS server. It means RADIUS doeshave the credentials on
the database. After the user signs up or logink spiecific personal details, he/she
can pass through the captive portal and everythioiggs fine. Once authentication is
complete, user and group access-control policigeenDomain Controller run and
give the permission rights. WLAN users are wishedé authenticated to ensure

only legitimate users gain access to the network.
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To be manageable, this configuration must be dymawmith the access points
checking MAC addresses via some client-server pobtoWith this feature, the
access point asks the RADIUS server whether the Médress is a valid user (with
plain-text password of "NOPASSWORD"). Thus, thehanzed MAC addresses can
be extracted from the database and configuraties tan be constructed for the
RADIUS server. However, FreeRadius didn’t give thability to configure it
properly. With the specific third party softwarek® provided, the text and graphics

of the captive portal page can be customized.

7.5.1 Program

Each user should run the “WLANCIient.jar” file eftturning on his/her PC or
Laptop. This file should be placed into the “Staftifolder together with the
"ClientConfiguration.txt” file. When the PC is twd on, this program runs at
background. The proper IP number for the serveckviiins the server application
program (Table7.1) should be typed.

Table 7.1 The Structure of “ClientConfiguration”tkile
Host_Address
192.168.1.2

# Type the IP address given by your network manage

If the ClientConfiguration.txt and WLANCIient.jare not in the same folder, a
pop-up message appears on the screen (Figure 7f18).message like this is
displayed, the files in the “Startup” should be trolhed and the file names should be
properly written.
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% Unable to find client configuration file

Figure 7.13 ClientConfiguration.txt not found

But, if there is a change of format while thedil@re properly in the “Startup”, the
following message appears on the screen (Figud.dtlshould be checked to see if

it is the same as Table 7.1.

% Client Configuration File is corrupted

Figure 7.14 Format Change in ClientConfiguratianfite

When the “WLANCIient.jar” runs properly, user wilbe informed with the
following screen (Figure 7.15). This screen gives tiser the information of server

being connected and the IP assigned.

Message 3

You are now connected to the Radius Server.
You hawve heen assigned the following IP Address:

192.168.1.15

Figure 7.15 Proper Connection Message

7.5.2 Results

Many of the cheap network adapter cards and AcBessts support only open
and shared modes including WEP. In such devicesdltiadal authentication

techniques that will give us the users and grouges control in the network are
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needed. The RADIUS used as an authentication istowvéhe proper network logins
gives a screen control for administrators to manitsers and identify internal

breaches of security policies.

Built-in security features of 802.11 (data linkéé encryption and authentication
protocols) in the AP used and wireless adaptenildhioe used as part of an overall
defense-in-depth strategy. Although these proteati@chanisms have weaknesses,
they can provide a degree of protection againstithveaized disclosure, unauthorized

network access, and other active probing attacks.

Even though the 802.1x protocol has the consideratiention in the WLAN
industry as an authentication solution, our ASUS dgiésn’t support this standard.
Although 802.1x may represent the future for WLAMLeentication, limited client

availability and interoperability issues make fifidult to implement today.

7.6 Sample Application 2 (Network Monitoring and Authentication Control)

This application provides a centralized configiotatand status monitoring of
Clients connected to the network, no matter fronictviAP provides the connection.
It is a very simple administrative interface and b& improved by adding necessary
SNMP features.

7.6.1 Program

RADIUS Server acts as a separate user-definedratonenter. When the
“WLANServerApplication.jar” program runs, it creatéhe following screen (Figure
7.16). This interface provides the IP address amd iumber information for each

connected client.
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£ Wireless Server Application ;Iglil

Connected Users

Socket[addr=/192.168.1.15,port=1442 localport=5944]
Socket[addr=/192.168.1.13,port=1110localport=5945]

Disconnect

Figure 7.16 Server Interface to Monitor the ConeddZlients

This program checks all the users and refrests¢heen view in every 5 seconds

by pinging the connected clients..

7.7 Paths for Application Programs

A specific folder namedC:\Program Files\WLANApplicatidrhave to be created
in our client PCs or Laptops, and the WEANClientjaf and
“ClientConfiguration.tXt files should be put in this “WLANApplication” fder.
Later, a shortcut ofWLANCIient.jaf under Windows Startup can be added.

The same thing will be done in the RADIUS Serv&he folder path is
“C:\Program Files\WLANServerApplicatibnAfter putting the "WLANServer.jar”,

a shortcut under Startup is created.
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In order to run these programs in both the cliemd the server, the JAVA in
advance should be installed. The URL “http://jaua.som” will help to download

and install the software.

7.8Tests for Military Usage

Three wireless AP devices are tested for theiectiffeness in providing key
security services on a critical test network. Thiisons helped with management
capabilities, enhanced the security and managsalafi the networked wireless
devices. However, the results were not significianm the WLAN performance

point of view.

If WLAN is geographically large, but the number wders is relatively small, it
may be found a better value in software licensedh @er-user basis. However, if
there are many users, the hardware solutions maynte cost-effective. The
products are evaluated based on their features famdtionality, ease of

configuration and management, diversity of cliammort, and the cost.

7.9Required Future Improvements

FreeRadius Server does not have a user inteffhegefore, system management
can only be put into practice by using the confagian files. For this reason, nothing
can be performed in the run time. New administeatipplications having easier and
secure interfaces can be improved for the useringgents, if the necessary
RADIUS APIs are obtained. The same administratimterfaces can help for

different logins and back-end authentication meshod

In addition to this, network traffic data can kepkunder control by using APIs in
the access points and other hardware componeink® afetwork. This feature gives
the ability to control traffic volumes according bandwidth allocated to individual
traffic protocols and services. By using thesegptite bandwidth consumption for

each user can be learned.
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A web server can be installed in order to provadeaptive portal access. Users
who do not have the credentials for logon in on¢hef RADIUS, LDAP or Active
Directory databases, are redirected to this searat download the necessary
applications (WLANCIient.jar) by using the sharaader like a common pool. In
order to provide the proper routing, a router ltabé installed as well. In such an

architecture:

-Router is configured to pass all the networKitra

-Clients get an IP address from the DHCP, if they in the perimeters of the
wireless network.

-Any packet from the new user comes into theawouf the user is recorded in
the database, the packet is forwarded to the redj@ddress. If not, the destination
address in the packet is replaced by the addredsroimy web server.

-User is recorded and downloads required apjdicat

-User is ready to use the wireless network.



CHAPTER EIGHT
CONCLUSION

8.1 General

The project presents the desired technology needed by the Army to fulfill the
specific mission objectives to improve communications between field representatives
and office personnel. The existing methods and the available technol ogy information
are included. Following the presentation are the business issues and constraints that
cover many of the necessary considerations in the acquisition and implementation

process.

The conclusion brings all of this information together to be presented to the case
company for consideration. The included information (including appendices) will
adequately provide a methodology for the company pursuing the incorporation of
this technology. Additionally, highly beneficial and creative applications for this
technological amalgamation will be discussed orally with the president of the case

company and industry legidlators.

One of the practical results of this study isthat it would demonstrate the feasibility
of WLAN technology working for military environment and the functionalities of the

entirely new wireless concept of military units.

8.2 The Contributions And Main Findings

In summary, Army has prohibited connecting wireless communication devices to
certain mission-critical networks. This mandate was mainly due to the huge security
risks and threats associated with wireless communication. Wireless communications
are more susceptible to attacks and exploits as information is transmitted over the air.
Exploiting these security weaknesses to compromising sensitive military networks

can be harmful to national security.
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WLAN integrated with existing military communicati network infrastructure
has significant benefits despite these risks. Shbehefits include; mobility and
flexibility for mission success, cost savings assed with running wires, reduced

manpower required to install, operation, and theateaance of the network.

In this paper, it is tried to determine if WLANctenology and security has
reached the suitable maturity for military operaioThe evaluations were based on

the former written directives and real life expades.

Existing 802.11b WLAN technology using weak WERmgption failed to meet
this sample WLAN policy and requirements. Howev&fLAN technology and
security has evolved and advanced over the yeamitigate the vulnerabilities,
risks, and threats. The latest 802.11g for wirelsmmmunication, combined with
802.11i for advanced WLAN encryption, and 802.1xdtwong authentication can be

promising enough for tactical WLAN deployment.

Ultimately, a multi-layered approach of additionsécurity safeguards like
firewalls, NIDS, HIDS, IPS, and embedded securiggtfires are essential for an

effective, approved, and secured WLAN implementatio

This thesis also explains what WLAN Policy meamsali government agencies
and what steps can be taken to ensure compliantk this policy. The
implementation of the proposed architecture andptiiey can be used in the places

where the security is really a concern for comna@nd military users.

The anticipated contributions of the proposed asde to the fields of WLAN

concerns, security policies, and reconfiguratiatuees are as follows:

- A collection of information for WLANSs to creaiecommon knowledge.
- A proper standard procedure list and frameworkmodeling and designing a

methodology to set up WLANS for corporations.
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- A proper procedure for the required securityligies for the subjected
corporation.

- A framework for analyzing and establishing periance measures for mobile
terminals.

- A process for reconfiguring the mobile termgduring roaming.

This dissertation covers details specific to vessl technologies and solutions.
Even though it is in the critical side of the wes$ networking, it provides the
necessary background to fully understand the topatated with the wireless
technology. Hence, the following list provides tiighlights how network engineers

and executive people (commanders of the MilitarysHRight use this thesis.

- High-level senior personnel who are planningetaploy wireless LANs in
their organizations.

- System and network engineers when designing iamementing wireless
networks.

- System administrators when administering, saguwr upgrading networks.

- Security consultants when performing securityseasments in wireless
environments.

- Future researchers and students who are trgngnderstand the wireless

technology.

8.3Future Work

The vendors and standards community is aggregswerking toward more
robust, open, and secure solutions for the neaurdutWith the evolution of
multifunction, multi-network wireless devices, soofehe future may be seen today.
Manufactures are combining wireless standards Wieéhgoal to provide a device
capable of delivering multiple services. Howeveacte new development will
present its own security risks, and government eigermust address these risks to
ensure that critical assets remain protected. lyrgeost of the risks can be

mitigated. However, mitigating security risks re@si considerable tradeoffs
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between technical solutions and costs. For thessorss, it may be prudent for some

agencies to simply wait for these more mature swist

In future wireless service provision will be chatexized by global mobile access,
high quality of services, and easy and simple acttesmultimedia services for voice,
data, message, and video. In the same way a catlepimoves between radio cells,
wireless devices would hop between cellular, WitHirawideband and Bluetooth

networks without the user being aware of the haiisdof

As the wireless industry matures, the needs afiesarare changing and many
new requirements are forcing for new development$ @chniques to meet these

concerns.
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APPENDIX  APPLICATION CODES

1. Server Java File

package wlan;

import java.net.ServerSocket;
import java.io.lOException;
import java.net.Socket;

import java.net.InetAddress;
import java.io.DataOutputStream;
import java.util. Enumeration;
import java.util. Hashtable;

import java.util.Vector;

public class Server {
protected Vector connectedUsers;

private ServerSocket ss;

protected Hashtable outputStreams = new Hasl{tgble

private int port;

public Server(int port) throws IOException {

this.port = port;
connectedUsers = new Vector();
Listener a = new Listener();

a.start( );

}

Enumeration getOutputStreams( ) {

return outputStreams.elements();

}

public Object[ ] getUsers() {

123



124

Object[ ] users = new String[100];
inti=0;
while (outputStreams.elements( ).hasMoreEles{eint

users[i++] = outputStreams.elements( ).nettent( );

return users;

}

void sendToAll(String message) {
synchronized (outputStreams) {
for (Enumeration e = getOutputStreams( JagMoreElements(); ) {
DataOutputStream dout = (DataOutputStreamgxtElement( );

try {
dout.writeUTF(message);

}
catch (IOException ie) {
System.out.printin(ie);
}
}
}
}

void removeConnection(Socket s) {
synchronized (outputStreams) {
System.out.printin("Removing connection t6 $);
outputStreams.remove(s);

try {
s.close();

}
catch (IOException ioe) {
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System.out.printin("Error closing " + s);

ioe.printStackTrace( );

}
}
}

void checkConnections( ) {
synchronized (outputStreams) {
Enumeration sockets = outputStreams.keys( );
for (Enumeration e = getOutputStreams( JagMoreElements( ); ) {
DataOutputStream dout = (DataOutputStreamgxtElement( );
Socket s = (Socket) sockets.nextElement( );

try {
dout.writeUTF("PING");

}
catch (IOException ie) {
connectedUsers.remove(s);

outputStreams.remove(s);

}
}
}
}

public static void main(String[] args) throws Eptien {
int port = 5945;
new Server(port);

}

class Listener

extends Thread {

public void run() {
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try {
ss = new ServerSocket(port);

System.out.printin("Listening on " + port);

while (true) {
Socket s = ss.accept();
System.out.printin("Connection from "}t s
InetAddress serverAddress = InetAddretskaralHost();
connectedUsers.addElement(s);
DataOutputStream dout = new DataOutpetsir(s.getOutputStream());
dout.writeUTF("CONNECTED");

outputStreams.put(s, dout);

}

catch (IOException ioe) {

System.out.printin(ioe);

}



2. Server Application Java File

package wlan;

import java.io.|IOException;

public class ServerApplication {
public static void main(String[ ] args) throwsHE&ception {
ServerFrame frame = new ServerFrame();
frame.show( );
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3. Server Frame Java File

package wlan;

import javax.swing.*;
import java.awt.*;
import java.awt.event.*;

import java.net.Socket;

[
* <p>Title: </p>

* <p>Description: </p>

* <p>Copyright: Copyright (c) 2005</p>
* <p>Company: </p>

* @author not attributable

* @version 1.0

*/

public class ServerFrame
extends JFrame {
Server wirelessServer;
JPanel panel = new JPanel();
String[ ] users = new String[100];
protected JList jList1;
JLabel connectedUserLabel = new JLabel();
JButton disconnectButton = new JButton( );
JScrollPane jScrollPanel = new JScrollPane( );
public ServerFrame() {
try {
wirelessServer = new Server(5945);
jbinit();
}
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catch (Exception e) {

e.printStackTrace();

}
}

private void jbInit( ) throws Exception {
this.setTitle("Wireless Server Application™);
this.setSize(new Dimension(550, 400));
jListl = new JList(wirelessServer.connected9gseArray( ));
disconnectButton.addActionListener(new

ServerFrame_disconnectButton_actionAdatbtisij;

jScrollPanel.setBounds(new Rectangle(42, 67, 199));
panel.add(connectedUserLabel, null);
panel.add(disconnectButton, null);
panel.add(jScrollPanel, null);
jScrollPanel.getViewport( ).add(jList1, null);
this.getContentPane( ).add(panel, BorderLa@i&NTER);
panel.setBackground(Color.lightGray);
panel.setForeground(Color.white);
panel.setPreferredSize(new Dimension(10, 10));
panel.setLayout(null);
connectedUserLabel.setFont(new java.awt.Fom(tD", 1, 13));
connectedUserLabel.setText("Connected Users");
connectedUserLabel.setBounds(new Rectangld&249, 27));
disconnectButton.setBounds(new Rectangle(383, 212, 25));

disconnectButton.setText("Disconnect");

Refresher r = new Refresher();
r.start( );
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void disconnectButton_actionPerformed(ActionEven{
wirelessServer.removeConnection((Socket)jLggiSelectedValue());

wirelessServer.checkConnections( );

}

class Refresher
extends Thread {
public void run() {
while (true) {
try {
Refresher.sleep(5000);
jListl.setListData(wirelessServer.conedtisers);
wirelessServer.checkConnections( );
}
catch (InterruptedException ex) {
}
}
}
}
}

class ServerFrame_disconnectButton_actionAdapter
implements java.awt.event.ActionListener {

ServerFrame adaptee;

ServerFrame_disconnectButton_actionAdapter(SEraere adaptee) {
this.adaptee = adaptee;

}

public void actionPerformed(ActionEvent e) {

adaptee.disconnectButton_actionPerformed(e);

}
}



4. Client Java File

package wlan;

import java.net.Socket;

import java.io.DataOutputStream;
import java.io.DatalnputStream;
import java.io.|IOException;
import javax.swing.JOptionPane;
import java.net.InetAddress;
import java.io.File;

import java.io.FileReader;

import java.io.*;

public class Client {
private String host;
private int port;
private Socket socket;
private DataOutputStream dout;

private DatalnputStream din;

public Client(String host, int port) {
try {
init(host, port);
}
catch (Exception e) {
e.printStackTrace();

}
}
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private void init(String host, int port) throws&eption {
this.host = host;
this.port = port;

try {
socket = new Socket(host, port);

System.out.printin("Connected to " + socket);

din = new DatalnputStream(socket.getinput8tig));

dout = new DataOutputStream(socket.getOutpea$( ));

Runner a = new Runner();
a.start();

}

catch (IOException ioe) {
System.out.printin("Unable to connect towieAN");

new Client(host, port);

}

class Runner
extends Thread {
public void run() {
try {
int count = 0;
while (true) {
String message = din.readUTF();
if (message = null) {
if (message.equalsignoreCase("CONNECTED
InetAddress local = InetAddress.getlblost( );
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JOptionPane.showMessageDialog(null,
"Youeanow connected to the Radius Server. \nYou
have been assigned the following IP Address:\n" +
locatblostAddress());
}
else if (message.equalsignoreCase("DISKECTED")) {
JOptionPane.showMessageDialog(null,

"You are disconnected from Radesver.");

}
System.out.printin(message);
break;

}

else {
if (count == 0)

System.out.printin("Unable to Conniecthe Wireless LAN");

else

}

}

}
catch (IOException ioe) {

System.out.printin(ioe);
}
}
}

public static void main(String[ ] args) {

File inputFile = new File("ClientConfiguratidrt");
FileReader in = null;
try {

in = new FileReader(inputFile);

}



}

}
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catch (FileNotFoundException ex) {
JOptionPane.showMessageDialog(null,

"Unable to fiotient configuration file");

String host;
BufferedReader br = new BufferedReader(in);

try {

host = br.readLine();
if (host.equalsignoreCase("Host_Address"))
host = br.readLine();
else
JOptionPane.showMessageDialog(null,
"Client Cogiration File is corrupted");
br.close();
in.close();
int port = 5945;
new Client(host, port);
}
catch (IOException ex2) {
ex2.printStackTrace( );

}
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5. Client Configuration File

Host_Address
192.168.1.2





